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Executive summary
In a ‘winner takes all’ economy, the present balance 
between private profit, collective benefits and 
individual agency has become unsustainable.  
A host of vices, ranging from fiendishly complex web 
privacy policies to opaque, pervasive malpractices in the 
commercial exploitation of users’ personal data explain 
why the debate on individual empowerment, sovereignty 
and self-determination is heating up. Individuals’ battle 
for ownership of their data is now echoed in many research 
projects and legal frameworks (such as the GDPR and the 
California Privacy Act), spawning a number of start-ups  
and social innovation projects.
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This report takes a thought-
provoking look at digital 
empowerment through 
ownership of one’s personal 
data. The academic debates 
on such empowerment now go 
beyond avoiding harm from 
data misuse to consider how 
users could be given more 
choice. In particular, we have 
identified four key aspects:

EXECUTIVE SUMMARY

EMP OW E RME N T

Empowerment  
through  

control of data
  

Exercising greater  
control and ownership over 

their data boosts users’ 
online empowerment.

The act of sharing personal 
data such as DNA with 
researchers to promote 

societal good is seen as a 
desirable, empowering act.

Empowerment 
through Self-

Expression and  
Data Sharing

Not only does digital 
literacy boost online users’ 
effectiveness, it also lets 

them exploit their creative 
potential and use platforms  
in critical, alternative ways.

Empowerment 
through Digital 

Literacy

The role of 
transparency and 

accountability

Digital citizens can use 
information to decide 

whether they want to share 
their data and how they can 

minimise the risks of  
doing so.

KEY
aspects
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We have looked at both  
theory and practice,  
surveying initiatives with 
 a-centric vision of  
The Data Economy and 
fostering users’ digital 
sovereignty. Despite 
differences in terms of  
ision, mission, reach,  
and purpose, four 
principles stand out  
from these initiatives: Data on citizens is gathered by a host of corporations and plat-

forms (which store the data on their own servers). As a result, 
citizens find their data is scattered across many databases to 
which they have no access. The aforementioned initiatives re-
ject the silo approach to data storage and pursue the creation 
of citizen-centred platforms, where each individual’s data is 
aggregated at one point under his/her control. Establishing a 
single control point for data also lets citizens use their new-
found power to obtain various rewards for data-sharing. 

Generally, service providers manage and store citizens’ data 
directly and then use it in various ways. The empowering proj-
ects we survey change the rules of the game by helping citizens 
securely store their own data, in which the individual is both 
data hub and aggregation point. The projects merely serve as 
a broker between each user and service providers. Some of 
these platforms also act as middle-men between citizens and 
data-seeking service providers. This arrangement fosters greater 
trust in the data exchange relationship. When all data integra-
tion points are individually-based, each person may get a fuller 
picture of their digital footprint and furnish more consistent and 
less-fragment information on themselves.

G

M

A F

A

Differentiate 
data collector 
& service editor

Breaking 
down 
data silos

EXECUTIVE SUMMARY

6



  

Much of the focus has been placed on providing citizens with a 
participatory role in the handling of their data through consent. 
However, the data life cycle considers data collection, storage, 
processing, sharing, and erasure. All the examples in our study 
require users’ consent for data collection and data-sharing 
activities. Consent is also needed where third-parties engage 
in data-processing. The initiatives empower digital citizens 
by offering easy data erasure options should users choose to 
exercise this statutory right. Some initiatives have co-created 
privacy policies with their users, or have even included users 
on Ethics Boards to discuss what rules should apply.

Some of the initiatives covered in this study incentivise data-
sharing under a monetisation scheme: individuals can share 
subsets of their data to earn money. However, other rewards 
have also been identified, such as data dashboards (letting us-
ers explore their own data, and even compare them with those 
of others), or get access to new products and services. Data 
altruism is common on health and research platforms, where 
data donation is seen as serving the common good.

These principles are found to varying de-
grees in the 13 initiatives surveyed and 
give scope for reshaping the personal data 
economy. No doubt the projects will help 
spark the multi-stakeholder debate that is 
so sorely needed right now. In this connec-
tion, Tim Berners-Lee (the founder of the 
World Wide Web) is fostering a campaign to 
reverse the current trends. He notes that: 

The web has evolved into an engine 
of inequity and division, swayed by 
powerful forces that use it for their own 
agendas. People want apps that help 
them do what they want and need to 
do — without spying on them, Apps 
that don’t have an ulterior motive of 
distracting them with propositions to 
buy this or that”

“

Tim Berners-Lee, 
20181

Involving 
citizens in the 
data life cycle

Money is 
not the only 
reward

01.Data 
collection

02.Data
Storage

03.Data
Processing

05.Data
Erasure

04.Data
Sharing

1 BBC, ‘Web creator works to liberate personal data’, available at 
https://www.bbc.com/news/technology-45706429. [Accessed 21st 
June 2019] 
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The personal data economy has reshaped the asymmetries be-
tween individuals and organisations. The Internet (especially since 
the mass use of mobile phones3 and other connected devices) has 
greatly boosted quantification of every aspect of life and individual 
behaviour. In addition, the data economy is driven by big corpo-
rations whose business models are nurturing a form of Capital-
ism based on mass surveillance – which is wholly reliant on data 
extraction and other abusive practices, and where data is merely 
seen as something to be ruthlessly exploited. The so-called GAFAM 
(which stands for Google, Apple, Facebook, Amazon and Micro-
soft) grouping has adopted data-related practices have given rise 
to palpable contempt for digital citizens, whose rights and privacy 
are systematically trampled.

Online users jumped on to the digital bandwagon with understand-
able enthusiasm, lured by the wide array of services put at their 
fingertips. Yet they were unaware of the sneaky gathering and pro-
cessing of data. Online users were also kept in the dark through the 
lack of disclosure regarding the value of their data and how they 
were used by corporations and web sites. The World Wide Web 
(which earlier had seemed to promise an egalitarian society through 
open access to information) now trapped the very citizens it was 
supposed to free. Tim Berners-Lee, the worldwide web’s ‘father’, 
said on the Internet’s 30th anniversary that the original promise 
had been betrayed. He suggested that the Internet needed to be 
broken up to become de-centralised once again. 

3 In the first quarter of 2019 there were 5.1 billion [5.1 x 109] mobile users around the world, 
which means 66% penetration (We are Social & Hootsuite, 2019).

Furthermore, there has been growing interest in the ethical chal-
lenges posed by data management and processing. Major scandals 
over government and corporate misuse of citizens’ data have led 
to greater public awareness and calls for action to curb abuses. 
Citizens’ data is beginning to be seen as their property, and as 
containing valuable information that they may or may not want 
to share with others. Today, only 55% of customers think that big 
tech companies protect their data (Edelman, 2019), while 63% of 
internet users are worried about how companies use their personal 
data (We are Social & Hootsuite, 2019).

Trust is vital for this personal economy yet the endless scandals 
may undermine it. The World Economic Forum stated that data is 
“a  new asset class” back in 20114. Three years later, the report 
was already prompting re-thinking of personal data from the ‘trust’ 
standpoint5. 

2018 brought another spate of scandals in the privacy and digital 
rights fields. Techlash, defined as “The growing public animosity 
towards large Silicon Valley platform technology companies and 
their Chinese equivalents” was the word of the year according to the 

4 Report by the World Economic Forum: “Personal Data: The Emergence of a New Asset 
Class”, available at https://www.weforum.org/reports/personal-data-emergence-new-
asset-class. [Accessed 21 June 2019]

5 Report by the World Economic Forum prepared in collaboration with A. T: Kear-
ney: “Rethinking Personal Data: A New Lens for Strengthening Trust. Available at:  
http://reports.weforum.org/rethinking-personal-data/ [Accessed 21st June 2019]

Today, only  

55%  
of customers think  
that big tech companies 
protect their data 
(Edelman, 2019)

while  

63%  
of internet users are 
worried about how 
companies use their 
personal data

At large [tech] companies, we often 
launch products not for the revenue 
but for the data...and we monetize the 
data through a different product”

“

Andrew Ng, Baidu’s  
head of AI, 20172

2  This sentence featured in an article by Evgeny Morozov for The Guardian: “Will tech giants 
move on from the internet, now we’ve all been harvested?”, https://www.theguardian.com/
technology/2018/jan/28/morozov-artificial-intelligence-data-technology-online [Accessed 
21st June 2019]. The quotation is retrieved from “Artificial Intelligence is the New Electricity: 
https://www.youtube.com/watch?v=21EiKfQYZXc&t=33m27s [Accessed 21st June 2019]
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Financial Times6. We also learnt, thanks to Christopher Wylie and 
his leak to The Guardian, of the effects of micro-targeting through 
an unholy alliance between Facebook and Cambridge Analytica. 
In this case, the data was used to ‘load the dice’ in both the US 
Presidential election and in The Brexit Referendum. 

Looking on the bright side, the GDPR has come into force, and 
includes new rights such as data portability, and better ways of 
ensuring explicit, informed consent. Although this GDPR is framed 
by the digital single market for European countries and seeks to 
ensure ‘a level playing field’, it lets individuals gain greater control 
over their data so that they can decide by whom and for what pur-
poses it is used. The GDPR’s provisions have largely been copied 
in California (California Consumer Privacy Act).

At the same time, we have seen the rise of narratives on individual 
digital empowerment. Many initiatives (some of which we have 
highlighted) are now under way to give citizens a much bigger 
say in striking a balance between the competing demands of data 
subjects, data holders, and data processors. We shall now look at 
the steps taken by these initiatives to empower disenfranchised 
digital citizens.

6 Financial Times, ‘Year in a Word: Techlash’: https://www.ft.com/content/76578fba-fca1-
11e8-ac00-57a2a826423e [Accessed 21st June 2019]

In the latest edition of Antenna, we ask how digital social innovation 
is meeting demands for a rebalancing of the personal data economy. 
How can digital platforms empower users with their own personal 
data? What other uses can be unlocked with personal data and 
apart from monetary rewards, what other incentives are there to 
share one’s details. What impact does data governance have on 
the information kept?  What if we turned data into a common good 
and data donation was a regular practice under privacy-enhancing, 
secure conditions?

All these issues are addressed in the following sections. First, 
we give an overview of the academic debate surrounding digital 
empowerment. Terms such as ‘agency’, ‘sovereignty’ and ‘self-
determination’ are commonplace in the new narratives covering 
individuals’ battle for ownership of their personal data. A few papers 
are analysed to offer a structured perspective on the various dimen-
sions of empowerment. In Part 2, three case studies highlight best 
practices for empowerment in the personal data field, albeit from 
different perspectives. We have chosen Estonia and its eGovern-
ment to give a public sector viewpoint. Cozy Cloud is an example 
of a private initiative. This French start-up offers storage solutions, 
an interesting value proposal from AntiGAFA speech, and advocates 
the scrapping of data silos. The third case covers MIDATA.coop, a 
Swiss co-op platform letting citizens control re-use of their health 
data. These big cases are followed by ten short cases covering a 
wider variety of initiatives. They range from sophisticated techni-

cal solutions enabling data interoperability to awareness-raising 
organisations. The key aspects in all the cases analysed, and their 
commonalities and differences are discussed in Part 4. 
The main aim of this 7th edition of Antenna is to spark discussion 
on how the personal data economy could: (1) boost social innova-
tion; (2) prompt broader thinking; (3) offer non-monetary incentives 
for data-sharing. 

We would like to thank all respondents for their time and 
contributions. Their involvement made the case stud-
ies possible. We are also grateful to Rainer Kattel, Joan 
Rodon, Daniel Arenas, Mireia Yter, Ignasi Martí, Sonia 
Navarro and the rest of our colleagues from the Social 
Innovation Institute for their help, advice, and comments 
on draft versions of this Antenna report. 
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The advent of the Internet, communicative devices and digital platforms has 
contributed to the growth in citizens’ online activities (Riggins & Wamba, 
2015). Technology has spread like wildfire in our personal and social lives, 
with 3.9 billion 7  internet users in 2018 worldwide and 2.5 billion Smartphone 
users forecast by the year 2019 (Statista, 2016, 2018). 

Many facets of entertainment and social activities have moved online. From 
watching films to reading the news, and from shopping to dating, citizens 
are using services provided by online platforms given the convenience and 
customisation they offer (Ahern et al., 2007; Chen & Barnes, 2007; Youn, 
2009). Figure 1 depicts what happens on the Internet every minute. 

With greater online engagement, online platforms are avidly capturing the 
data generated by digital citizens’ browsing habits. This has contributed 
to the emergence of ‘Big Data’ given that large amounts of data are now 
available and are rising exponentially (Wielki, 2015). For example, in 2012, it 
was estimated that 2.5 quintillion7 (or for some, trillion: 1018) bytes of new 
data were being generated daily, this being forecast to double every four 
months (Hayashi, 2014; McAfee & Brynjolfsson, 2012). It is expected that 
by 2020, the amount of data generated by each individual will increase to 
1.7 megabytes per second (Marr, 2018).

Understanding 
the digital context
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Adaptation from Data 
never sleeps, DOMO8
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Understanding the digital context

Sometimes called ‘data-harvesting’, this is the first stage in the 
data life-cycle and covers the data collected from users online ac-
tivities. Here, data is gathered from various sources, whether in 
structured or unstructured formats (Alshboul et al., 2015). The data 
arising from online activities is directly collected by consumer-facing 
online platforms. However, data can also be gathered indirectly by 
data aggregators, who purchase them from different online plat-
forms (K. Martin, 2016a; Sowmya & Suneetha, 2017).

When data is collected, it is stored (whether in 
company databases, servers, or in Third Party cloud 

storage) (D. Martin, 2010; Wei et al., 2014). A lot of 
effort has been put into security to stop users’ data 

being accessed by hackers and unauthorised entities 
(Alshboul  et al., 2015). 

At the data-sharing stage, the collected data as well as its in-
sights are shared with Third Parties, whether for gain or for ‘non-
profit’ purposes such as research (K. Martin, 2016a; Soranno et 

al., 2015). Here, one should note that digital citizens can choose 
for themselves whether they wish to share their data with Third 

Parties such as online platforms, government agencies, research 
communities, etc. However, in this discussion, data-sharing spe-

cifically refers to the practice of inter-organisational sharing of 
digital citizens’ data unbeknown to users.

The value is created at the data-processing stage 
when analytics are used to produce useful knowledge 
(Alshboul  et al., 2015). This stage may include various 
complex data-mining processes such as clustering and 
classification to discover hidden patterns that may en-
hance the processing company’s insights and lead to 
better decision-making (Alshboul  et al., 2015; Wu, Zhu, 
Wu, & Ding, 2014).

While users’ data can be stored 
in data collectors’ and data-pro-
cessors’ facilities, it can also be 
wiped (Chisholm, 2015). Data era-
sure is important because citizens 
have the right to request removal of 
their data (Soria-Comas & Domingo-
Ferrer, 2015). Data must be deleted in 
a secure, honest manner so that data 
holders cannot access it after it has 
supposedly been wiped (Cachin et al., 
2013; Shu  et al., 2017).
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1.1 The Big Data Phenomenon
The enigmatic nature of Big Data is perhaps best illustrated by the 
varying definitions assigned to it. However, recently, the definition 
commanding most consensus is the 3Vs one: “High Volume, High 
Velocity and/or High Variety information assets that require new 
forms of processing” (Ahmadi et al., 2016, p. 289). These informa-
tion assets (comprising the aggregation of digital citizens’ data), 
are used by corporations, digital platforms and the government to 
improve decision-making through better insights and greater pro-
cess optimisation (McAfee et al., 2012). Put simply, the Big Data 
phenomenon entails collecting large amounts of digital citizens’ data 
and then applying modern technological tools and their predictive 
abilities to them (K. Martin, 2016a). 

The large quantities of data generated by digital citizens have not 
gone unnoticed by business leaders, who are well aware of their 
huge commercial potential. Given that business settings are fraught 
with uncertainty, top executives saw the potential of Big Data for 
making the world both more predictable and more profitable (Wielki, 
2015). The availability of such micro-level data lets corporations 
customise consumers’ experiences, automate processes, and make 
decisions in real-time (Ahmadi  et al., 2016). 

Since corporations could become more agile in serving their con-
sumers’ needs, data became a focal point of corporate strategy – 
91% of the executives surveyed in 2013 had either already adopted 
or planned to undertake a Big Data initiative (Wielki, 2015). The 
data spawned by our online activities is the raw material for data-
collecting firms, which turn this binary bonanza into big dollars. 

1.2 The Data journey
The data harvested from digital citizens goes 
through various stages in which its value 
is captured by the data-collecting entity. 
One needs to grasp these stages if one is 
to understand the controversies surround-
ing data-harvesting. We therefore briefly 
describe the main stages below:
 

NOTE: These stages are not sequential so they can occur 
in any order and even in parallel. Data storage may occur 
at various junctures, for instance, both erasure and sharing 
may happen prior to processing. 
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1.3 The New Business Model
The importance attached to data also led to radical shifts in busi-
ness models, which contributed to the disempowerment of digital 
citizens. There was a growing demand for data to fuel the Big Data 
machine, with it being referred to as “the oil of the 21st century” 
(The Economist, 2017). This gave digital platforms an incentive 
grab as much data on users’ online activities as they could so they 
could mine the information later (Pollach, 2011). Data mining refers 
to looking for hidden patterns in the data gathered from a variety of 
sources (Payne  et al., 2009). Platforms such as Google and Face-
book used this information not only to improve their services (such 
as customised results and ‘suggestions’ to their users) but also to 
boost revenue by offering companies more accurately-targeted 
advertising (Beye  et al., 2012).

Understanding the digital context

The importance attached  
to data also led to radical 
shifts in business models, 
which contributed to  
the disempowerment of 
digital citizens 84%

The pictures and posts shared on social media platforms such as 
Facebook, the searches made on Google and other search en-
gines, and the videos watched on YouTube all became data points 
gathered to create digital profiles of online users. These companies 
then offered the data to advertisers so they could target potential 
consumers. The online advertisement industry (between them, 
Facebook and Google dominate the sector, with a market share 
of 84%) has grown at dizzying speed — it is forecast that online 
ads will make up over half of all advertisements by 2020 (Handley, 
2017). The importance of targeted advertising for Facebook and 
Google can be seen in the fact that 97% of Facebook’s total rev-
enue and 88% of Google’s total revenue comes from ad spending 
(New Economics Foundation, 2018).
 
This is a revolution in how business is conducted. The key product 
of digital platforms is not the services they offer users (the services 
are often free) but rather the data that they aggregate from such 
online activities. Given that targeted ads are the main source of 
revenue for the two digital giants (Facebook and Google), these 
firms increasingly rely on ever greater surveillance of users’ activi-
ties so as to market themselves as promising advertising channels.

Facebook and Google 
dominate the sector, 
with a market share of

The importance of 
targeted advertising 
can be seen in the total 
revenue coming from 
ad Spending:

97%
for Facebook

88%
for Google
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Understanding the digital context

A research study showed that 
by aggregating a user’s, 

300 FACEBOOK ‘LIKES’

the algorithm did a better job 
of pinning down the user’s 
personality than his/her spouse

1.4 Information Traders Supply Chain
The first of the 3Vs, used to define Big Data, concerns the volume of 
data (Ahmadi  et al., 2016). Data is only important in today’s Big Data 
Age when it is collected in large volumes; single data points do not 
hold much value in themselves (Charitsis et al., 2018). Seizing their 
chance, data aggregators have sprung up that specialise in creat-
ing individual profiles of digital citizens from their online and offline 
activities, without so much as a ‘by your leave’ (Polonetsky, 2012). 
These insights are then sold to corporations and other interested par-
ties (Martin, 2016a). User-facing platforms and websites can boost 
companies’ revenues by collecting more information on their users 
and selling it to data aggregators, who treat the data as a commod-
ity to be sold to the highest bidder (Martin, 2015). 

1.5 Filter Bubbles Encourage Sustained  
Online Engagement
Furthermore, these platforms have a vested interest in keeping the 
digital citizen online for as long as possible. The longer one stays 
and uses the platform, the more user data can be harvested. Digital 
platforms use algorithms, which feed on digital citizens’ available 

data, to personalise content that users may find appealing or interest-
ing (Citron  et al., 2014). This concept is described as a filter bubble 
and refers to the mental isolation caused by algorithms dishing up 
information tailored to each user’s supposed tastes, resulting in a 
self-reinforcing bias (Pariser, 2012). For example, a person with rac-
ist tendencies will be shown content that affirms his or her beliefs. 

Digital platforms are engaging in such practices with alarming effec-
tiveness. For example, a research study showed that by aggregat-
ing a user’s 300 Facebook ‘likes’, the algorithm did a better job of 
pinning down the user’s personality than his/her spouse (Quenqua, 
2015). Such predictive capabilities are used to keep digital citizens 
online longer and to hinder them from straying to other sites.

Clearly, data is being used by corporations and digital platforms to 
get and keep a competitive edge. These corporate practices paint 
an alarming picture of the way digital citizens are being disempow-
ered and compromised. Severe threats to their privacy (which we 
will explore in the following section) entail users losing ownership 
of their data, much of which contains sensitive personal details. 
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While the digitalisation boom has enhanced users’ online experience, 
it has left them more disempowered than ever. Severe breaches of 
privacy are one of users’ biggest worries. Before discussing these 
infringements, we first try to define privacy from a Social Contract 
standpoint (something also referred to as The Contractarian Approach 
(sic) (Windsor, 2016). This view is gaining prominence in academic 
circles given its suitability for addressing privacy issues in online set-
tings (Drucker  et al., 2007; Martin, 2012).

The threatened 
digital citizen

2.1 What is Privacy? 
In our mind’s eye, when we think of a ‘private per-
son’, we see an individual who does not disclose 
much information to others. The Social Contract 
approach presents privacy in a similar manner. It 
begins with the assumption that individuals wish to 
remain private and inaccessible by restricting oth-
ers’ access to their personal information (Martin, 
2016b). However, such ‘splendid isolation’ is im-
practical because information exchange is needed 
to make society and the economy work (Mayes  et 
al., 2005). For example, in order to get a job, make 
friends, or even to have a fling, people need to dis-
close certain personal details. 

Therefore there is a clash between the wish to re-
strict information and the need to function in society. 
To tackle this problem, individuals are careful with 
whom they share information and for what purpose 
(Martin, 2016b). The kind of information one shares 
with one’s lover will differ from what one shares with 
one’s employers. Privacy, then, must be understood 
as ‘contextual integrity’. That is because in information 
exchange, both the type of information shared and 
the relationships and the situations in which it takes 
place are taken into account (Nissenbaum, 2004).

As such, privacy Social Contracts are negotiated 
agreements, reflecting contextual integrity and expec-
tations as to how those receiving the information are 
likely to behave. To illustrate this, imagine a scenario 
where a person chooses to share information about 
his education, work experience and extra-curricular 
activities with a potential employer. However, this 

information exchange may only be intended for the 
use of the HR department. Now, imagine that the 
company discloses the employee’s information at 
a job fair to potential candidates without asking the 
data owner for permission to do so. Taking a Social 
Contract perspective, this is a breach of privacy 
because it violates the agreement the two parties 
reached on how the information was to be used. 

For a Social Contract covering information-sharing 
to be valid, it must meet three guiding principles, 
namely: (1) informed consent; (2) voice; (3) exit 
(Martin, 2016b). Informed consent dictates that 
the individual whose information is being gathered 
must give his free, informed consent to its speci-
fied use (Donaldson, 2001). ‘Voice’ means that 
in an information-sharing contract, the individual 
furnishing the information must be able to retain 
influence over how his data will be used (Culnan  
et al., 2003). If an individual thinks his information 
is being misused by the party he shared it with, 
he must have the power to lodge a complaint and 
seek redress. Last, ‘exit’ means that the contract-
ing individuals must be entitled to withdraw their 
information at any time from the entity with whom 
they shared it, effectively cancelling or opting out 
from the contract (Martin  et al., 2017). 

Privacy, then, must be 
understood as ‘contextual 
integrity’ 
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2.1.1 The Dynamic Nature of Privacy
In keeping with the foregoing explanation, one needs to grasp the 
dynamic rather than the static nature of privacy concerns. Static 
views of privacy state that when individuals choose to share their 
information with another entity or when their information becomes 
accessible, they relinquish any rights to privacy (Acquisti  et al., 2005; 
Alder  et al., 2007). Under such a view, once we provide information 
to others, they are free to do with it as they see fit. This is unrealistic 
in our personal lives because our information can contain sensitive 
details that we would not like to see falling into the wrong hands. 

The dynamic perspective of privacy stresses that even when users 
choose to share information, they do not relinquish their right to pri-
vacy (Martin, 2016b). The principles of ‘voice’ and ‘exit’ also highlight 
the dynamic facet of privacy when sharing information. Having ‘voice’ 
ensures an active relationship between the information-sharing indi-
vidual and the recipient, underpinning privacy expectations.
 

If an individual’s privacy expectations 
are not met, he should be able to cancel 
the contract. Since expectations may 
change, the relationship is a dynamic 
one. This is often reflected in our daily 
lives. When we share sensitive personal 
details with our friends, we do not ex-
pect them to reveal the information to 
others. After all, it is still our information. 
If our trust were betrayed, we would 
seek to remedy the situation.

2.2 Privacy Violations of Digital Citizens  
Through Data Collection and Surveillance
Corporations’ realisation of the strategic value of Big Data has 
led to the disempowerment of users. Put plainly, companies have 
gone on a data-collecting spree. Online users’ activities are being 
harvested by digital platforms, data brokers and corporations so 
that they can feed the insatiable appetite of data-mining systems 
(Wielki, 2015). 

User disempowerment stems from the severe information asym-
metries between users and data collectors (Drucker  et al., 2007). 
When engaged in online activities, digital users are not told their 
information is being harvested, often through cookies (Borgesius et 
al., 2017). This means that privacy is being systematically breached 
because users have not given their informed consent for the gather-
ing and processing of their data. It is little wonder that online plat-
forms go to great lengths to keep users in the dark on this issue.
 
What makes things even worse is that users cannot easily opt 
out. Even when users are aware that their data is being harvested, 
digital platforms either nudge users to opt-in or fail to tell them 
they can choose not to share their data (Buttarelli, 2018). For 
example, opting to share one’s data on Facebook took a single 
click whereas it took online users no fewer than 13 clicks (liber-
ally laced with a lot of long-winded, complex language) to opt-out 
(Bershidsky, 2018). Digital citizens often find they have little or no 
choice but to share their data, becoming ‘captive consumers’ as 
a result (Popescu  et al., 2013). 

Digital platforms and corporations are increas-
ingly stooping to surveillance practices so as 
to harvest as much data as they can. ‘Dataveil-
lance’ (sic) [Data + Surveillance] refers to sys-
tematic monitoring of users through informa-
tion technologies (Clarke, 2003). Surreptitious 
gathering of data while digital citizens engage 
in online activities constitutes Dataveillance. 
Some harrowing details have begun to emerge 
on just how far companies are willing to go. 
For instance, Google uses various methods to 
track Android users’ location even when they 
have turned off the ‘show your location’ option 
(Wakefield, 2018). Such intrusiveness is clearly 
a privacy violation because turning off location 
history implies the user does not wish to share 
GPS data. 

If an individual’s privacy expectations are not met,  
he should be able to cancel the contract 

‘Dataveillance’ (sic) [Data + Surveillance] refers to 
systematic monitoring of users through information 
technologies 

The dynamic 
perspective of 
privacy stresses that 
even when users 
choose to share 
information, they do 
not relinquish their 
right to privacy
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Cambridge Analytica, 
a political consulting 
firm, had used dirty 
tricks to help get 
Trump elected. The 
company had gained 
access to the data of 
50 million Facebook 
users. Cambridge 
Analytica then used 
complex analytics to 
target vulnerable voters 
and dissuade them 
from voting for  
Hillary Clinton

Based on their data, 
digital citizens are  
being pigeon-holed 
into groups to identify 
delinquents, determine 
applicants’ suitability 
for jobs, and as 
tenants

Another disturbing example of Dataveillance relates to the intro-
duction of Smart TVs, which can be connected to the internet to 
stream content. However, smart TV manufacturers have used this 
very feature to track the type of content being watched (Gordon, 
2018). Such intrusive practices have drawn comparisons with  ‘Big 
Brother’ surveillance — as epitomised in the dreaded ‘Telescreen’ 
featuring in George Orwell’s 1984, a novel on a dystopian society 
with round-the-clock surveillance of its citizens. 

2.2.1 Data-driven decision-making
Given their predictive abilities, many societal decisions are now 
being taken by algorithms. Based on their data, digital citizens are 
being pigeon-holed into groups to identify delinquents, determine 
applicants’ suitability for jobs, and as tenants (Lyon, 2003). This is 
a new form of disempowerment for digital citizens because deci-
sions affecting their role in society are being based on their data, 
which is gathered without their consent. Thus they are deprived of 
a voice in how their personal data is used for things directly affect-
ing their quality of life (Christl, 2017). 

Data-driven decisions are also dis-
empowering online users in the digital 
marketplace, a setting that is often 
touted as providing them with benefits 
such as enhanced personalisation. 
Using data on consumption patterns, 
digital vendors such as Amazon assess 
the price sensitivities of digital citizens 
and engage in discriminatory pricing  

practices (Borgesius  et al., 2017). Those users who are less price-
sensitive are sold the same products at higher prices — a clear 
and shameful example of data misuse. 

Another danger is that greater surveillance and data-driven de-
cision-making will shape users’ behaviour. In this modern dys-
topia, users will go to great lengths to avoid harming their digital 
reputations. Some might argue that this is a recipe for conformity 
and thought control (Calo, 2013). The trend is likely to further 
disempower users, who will lose true freedom of choice as they 
become aware that they are being watched around the clock 
(Royakkers  et al., 2018).
 
2.2.2 Political Consequences – The Manipulated Voter
The debate on online privacy and digital platforms/corporations’ 
unethical data practices heated up when it emerged that Cam-
bridge Analytica, a political consulting firm, had used dirty tricks 
to help get Trump elected. The company had gained access to the 
data of 50 million Facebook users. Cambridge Analytica then used 
complex analytics to target vulnerable voters and dissuade them 
from voting for Hillary Clinton (Cadwalladr  et al., 2018). Similar 
accusations were levelled concerning the Brexit Referendum , in 
which the company worked for the ‘Leave’ campaign (Scott, 2018). 
Such uses of digital citizens’ data threaten the democratic values 
of Western societies and to disenfranchise voters. Here, surrepti-
tiously-gathered data is being used to load the dice and influence 
the electorate to vote a certain way. 
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With the balance of power tilting more and more against 
digital citizens, societal awareness is increasing the pres-
sure on business leaders and political actors to find solu-
tions. Various suggestions have been put forth for tackling 
the disempowering misuses of citizens’ data.

Reactions to the 
disempowerment of  
digital citizens

3.1 The Corporate Response:  
Privacy Policies
In a bid to stress their commitment to pro-
tecting users, several companies have issued 
comprehensive privacy policies, which provide 
details of their data collection and processing 
activities (Bowie  et al., 2006). However, these 
policies have raised several issues. First, privacy 
policies are often dreamt up without consulting 
stakeholders (Pollach, 2011). Given that digital 
citizens have higher expectations than corpora-
tions when it comes to privacy, such policies do 
little to protect users from data misuse (Martin, 
2016b).

Second, privacy policies are becoming ever 
harder to read and understand for the average 
digital citizen (Ermakova  et al., 2016). They 
use complex jargon and are often very long-
winded, which makes reading them extremely 
time-consuming (Martin, 2018). Moreover, many 
of the details on data-gathering and data uses 
are buried deep in the documents and framed 
in fiendishly obtuse language. The upshot is 
that users remain uninformed (Martin, 2016). 

Third, privacy policies are unfit for purpose be-
cause they fail to properly disclose information-
sharing with Third Party vendors (Cranor  et al., 
2014). This is worrying because users are kept 
in the dark about which Third Parties informa-
tion is shared with and why. 

3.1.1. Apple’s Focus on Privacy
Many technology companies in Silicon Valley 
have come under attack for their unethical data 
practices but  Apple is one of those making a 
stand for users’ privacy (Cook, 2014). Its char-
ismatic CEO, Tom Cook, has been critical of 
privacy infringements in recent years and the 
company has also positioned its products in 
terms of their enhanced privacy features (Gro-
thaus, 2018). 

A critical aspect of Apple’s business model 
sets it apart from other technological giants in 
Silicon Valley such as Facebook and Google. 
Whereas the digital platforms of Facebook and 
Google are extremely reliant on advertisements 
for their revenue, Apple’s revenue is dominated 
by hardware sales (Fung, 2018). Consequently, 
Apple’s business model is not heavily dependent 
upon aggregating and commercially exploiting 
users’ data. 

Privacy policies are often dreamt up  
without consulting stakeholders

Use complex jargon 
and are often very 
long-winded, which 
makes reading them 
extremely time-
consuming 

Fail to properly 
disclose information-
sharing with Third 
Party vendors

Privacy Policies
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Reactions to the disempowerment  
of digital citizens

European institutions have favoured public 
regulation to deal with the problem. Recognising 
the growing power imbalance between their 
citizens and data-collecting entities, the 
European Union (EU) Parliament created the 
General Data Protection Regulation (GDPR), 
which came into force in May 2018 

3.2 The European Union’s General  
Data Protection Regulation
Growing worries about misuse of users’ data have given rise to 
calls for more regulation of the tech industry. Given that nothing 
can be done to stem the tide of digitalisation in our personal 
and social lives, the solution lies in taking steps to safeguard 
citizens’ online rights. In The United States, the stress is on 
self-regulation of the tech industry through the adoption of 
voluntary guidelines such as Fair Information Practices (FIPs), 
issued by the Federal Trade Commission (Martin  et al., 2017). 
However, the rising flood of privacy breaches makes many 
wonder whether self-regulation works. 

By contrast, European institutions have favoured public regula-
tion to deal with the problem. Recognising the growing power 
imbalance between their citizens and data-collecting entities, 
the European Union (EU) Parliament created the General Data 
Protection Regulation (GDPR), which came into force in May 
2018 (Krystlik, 2017; Tikkinen-Piri  et al., 2018). 

The GDPR is designed to ‘harmonise data privacy laws across 
Europe’ so as to not only protect EU citizens from privacy vio-
lations but also to give them more control over their data (Eu-
ropean Union, 2017). Much stress is put on obtaining informed 
consent from EU citizens at the point of data collection, while 
stronger measures are taken to ensure greater transparency 
by reducing informational asymmetries between data collec-
tors and digital citizens (EU, 2016). Failing to comply with the 
GDPR guidelines leads to heavy fines for data collectors — up 
to €20 million or 4% of their global turnover. 

The single set of rules is to be applied to European and non-
European corporations interacting with EU residents to hold 
these companies responsible for their privacy-infringing be-
haviour (Tankard, 2016). As the regulations are new, it remains 
to be seen how effective they will be in empowering EU citi-
zens. There is evidence suggesting that Facebook and Google 
are tricking digital citizens into providing ‘informed consent’ 
— something that recently led the French authorities to fine 
Google €50 million for privacy violations (Hern, 2019). 

  

Digital citizens occupy a unique position in the on-
line sphere given that they can hold multiple roles. 
They are consumers of online content (reading news, 
purchasing products or services in e-marketplaces, 
watching YouTube videos, etc.). Similarly, they can 
also engage in the digital sphere as producers of con-
tent. Many individuals use the Internet to blog, post 
videos or tweet to a wider audience. Digital platforms’ 
data-gathering activities also highlight citizens’ role 
in producing content, which also spawns data that 
is then used in the ways discussed earlier. 

Thus empowerment issues must be understood in 
the light of both users’ roles as producers and as 
consumers. There are many ways of empowering 
digital citizens both through the use they make 
of the Internet and through their data. We have 
placed these ways in the following categories to 
give a better idea of what empowerment entails in 
the digital realm. 

Understanding the  
empowered digital citizen
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would give users the power to decide what data is gathered, 
with whom it is shared, and how the information is processed 
and analysed (Lehtiniemi, 2017). Furthermore, even after 
the data is collected, online users can be given the chance 
to identify wrong information and demand it be amended 
(Janeček, 2018). With greater participation, digital citizens 
can engage more effectively in their role as data suppliers in 
the online sphere by managing their own information-sharing 
preferences (Efraimidis  et al., 2009).

If digital citizens are to keep control over data-sharing, they 
must be given a say in whether Third Parties should get 
the information and, if so, how it should be used (Malgieri, 
2018). The right to portability, which is also proposed in the 
GDPR, states that citizens can request the direct or indirect 
transfer of their personal information to another digital entity 
of their choice (European Commission, 2017). Furthermore, 
online users are empowered through the right to erasure, 
which entails asking the data collector to permanently de-
lete the users’ personal information (Malgieri, 2018). Such 
power helps stop data being used to turn users into ‘captive 
consumers’. 

Letting users exercise greater control and ownership over 
their data means they are less likely to fall victim to the kind 
of privacy breaches seen recently. 

4.2 Empowerment through Transparency  
and Accountability

Information asymmetries have done a great deal to disenfran-
chise digital citizens, who had no idea how badly their data 
was being misused. Greater transparency from data collec-
tors on the collection and the intended applications of users’ 
data can greatly empower individuals, who can then make 
informed choices when it comes to data-sharing (Yeh, 2017). 

Digital citizens can also be empowered by making data-
collecting platforms more accountable. Mechanisms can be 
adopted to ensure post hoc verification that data-sharing 
meets both statutory requirements and citizens’ privacy ex-
pectations (Aïmeur  et al., 2012). Information on the use made 
of collected data can be recorded in audit logs to ensure that 
companies can be held accountable for their actions and 
prosecuted if they break the Law (Aïmeur  et al., 2012). This 
will put more pressure on data- collectors to comply with 
agreed data uses, rendering misuse less likely. 
 

4.3 Empowerment through Digital Literacy

The speed of technological development has created a skill-
gap between digital citizens and platforms, with the latter 
employing sophisticated tools for data-gathering and ana-
lytical purposes (Büchi  et al., 2017). In such a setting, digital 

4.1 Empowerment through Data Control

Much of the discussion on empowering digital citizens high-
lights their weakening position, as revealed by rising privacy 
infringements. Digital citizens increasingly perceive a lack of 
control and ownership over their data (Wright  et al., 2017). 
Thus digital citizens can be empowered through greater con-
trols over their personal data throughout the data lifecycle. 

To give them greater control over their data, online users can 
be enfranchised through ‘informational self-determination’. 
Put in plain language, this means letting them decide what 
information they share with others (Matzner, 2014). Sneaky 
data- gathering undermines this freedom because information 
is harvested and used without users’ knowledge. Here, requir-
ing explicit, informed consent for data-sharing boosts online 
users’ control over their personal details. Yet such consent 
must be given freely, without coercion or ‘nudging’ on the data 
collector’s part. For example, instead of presenting users with 
the choice of opting out of data-sharing, digital platforms can 
get a more meaningful form of consent by asking users to 
opt-in for data-sharing (Yeh, 2017). The digital user can thus 
be empowered through ‘informational self-determination’, 
with easily accessible, readily understood information that 
makes ‘informed consent’ meaningful (Lopez, 2018).

Lehtiniemi (2017) proposes that such empowerment lies in 
giving users a say in the data lifecycle. Such an approach 
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While some hail ‘personal data markets’ as a 
way of empowering citizens, some scholars see 
them as just a trick to legitimise invasive data-
gathering practices by online platforms.  
Here, the appeal to the ‘Free Market’ may just  
be a pretext 

literacy (that is, the skills, education and knowledge that lets 
users function effectively) can help empower citizens (Martin, 
2008). With greater internet skills, digital citizens can benefit 
more from their online activities while minimising the risks of 
privacy infringements (Büchi  et al., 2017).
Furthermore, digital literacy is empowering because it gives 
citizens greater scope to exploit their creative potential and 
come up with alternative online platforms meeting their ex-
pectations (Pinto, 2018). Thus digital literacy can help citizens 
not only challenge the practices of big corporations but also 
to develop their own products reflecting their own values 
(Couture  et al., 2018).

4.4 Empowerment through Self-Expression  
and Data-Sharing

The spate of scandals on malpractices by digital plat-
forms can make one forget that users’ online activities 
may well empower digital citizens. First, digital platforms 
let users create various forms of online content so that 
they can voice their opinions and influence others in the 
Internet world (Labrecque  et al., 2013). A notable exam-
ple of such online activity can be seen in Vloggers [video 
bloggers], who share their personal lives and opinions on 
online matters, reaching worldwide audience without hav-
ing to go through middlemen. 

The Internet gives citizens the chance to reach huge 
numbers of people online. Social movements are blos-

soming in the digital sphere, with like-minded citizens col-
lectively expressing their frustrations and desire for change 
(Labrecque  et al., 2013). The Arab Spring witnessed Middle 
Eastern populaces rise up against dictatorial regimes and 
social media platforms played a big part in citizens raising 
awareness for their cause (Rabindranath  et al., 2014).
 
Digital citizens also want their personal data to be used 
for worthy causes (Lehtiniemi, 2017). The notion of em-
powerment through data goes beyond not falling victim to 
the wiles of others to embrace constructive social ends. 
Thus, sharing one’s DNA data with researchers promotes 
societal good, and is thus a desirable, empowering act 
(Middleton, 2017). Sleigh (2018) also states that notwith-
standing privacy concerns, citizens are willing to share 
their data for mental health research purposes because 
they believe it is in a good cause. Julian Gill-Peterson 
(2015) claims that girls’ ‘sexting’ activities (basically, 
swapping sexy texts and pictures) helps practitioners ex-
plore ‘the inner woman’.  

4.4.1. Personal Data Markets – A Source of  
Empowerment or the Continuation of Exploit-
ative Practices?
An emerging data-sharing issue concerns payments to users 
in return for information. With online users being the data-
producers, corporations’ payment-for-data ruse is seen by 
some as yet another form of labour exploitation (Fuchs, 2014). 
Others argue that citizens should be allowed to sell their data 

so that they can share in the value of their asset and exert 
financial control over it (Li  et al., 2014). Many businesses 
and online platforms are emerging in the form of ‘personal 
data markets’. Their avowed purpose is to ‘empower’ digital 
citizens by paying them for sharing their data (Spiekermann  
et al., 2015). 

While some hail ‘personal data markets’ as a way of empower-
ing citizens, some scholars see them as just a trick to legitimise 
invasive data-gathering practices by online platforms. Here, the 
appeal to the ‘Free Market’ may just be a pretext (Lehtiniemi, 
2017). In his critique of online platforms such as Facebook, 
the value of a digital citizen’s data lies in the vast amounts of 
information collected on other users (McAfee & Brynjolfsson, 
2012). Charitsis et al. (2018) stress that digital citizens are paid 
peanuts for their personal data and that these ‘data markets’ 
merely serve to justify wholesale data harvesting. 
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In this chapter, we analyse 
three cases of social 
innovation under the lens 
of digital empowerment 
through personal data. We 
have selected three different 
approaches, all based on 
digital platforms that take 
a person-centric vision of 
The Data Economy and 
that nurture users’ digital 
sovereignty 

These three examples are paragons in terms of the key variables of so-
cial innovation: social impact; financial sustainability; type of innovation; 
cross-sectoral collaboration; replicability & scalability9. The final choice 
was influenced by their original narratives on digital empowerment, along with 
criteria that included: the availability of information; the maturity of the initia-
tive; access to key informants. Given the importance of governance in matters 
concerning personal data in whatever field, we showcase initiatives by the 
public sector, private corporations, and platform co-operatives. The mis-
sion, vision and values vary from case to case. Indeed, even the reasons vary 
for empowering individuals by giving them control over their personal data. In 
keeping with our critical position regarding the monetisation of personal data, it 
should be noted that none of the examples in Part 2 consider financial rewards 
as data-sharing incentives for individuals.

As a result, the final selection includes (1) e-Estonia, considered ‘The Digital 
Republic’10 given its sophisticated data exchange layer (X-tee) spanning gov-
ernment departments; (2) Cozy Cloud, a French start-up offering Personal 
Data Ecosystems for storing, sharing and combining personal data in a single 
spot; (3) MIDATA.Coop, a health data co-op linking patients, physicians and 
researchers in the reuse of health-related data in a quest to advance person-
alised medicine. 

What follows is the result of an intense research process. The cases are built 
on primary data gathered through 360° interviews in which we gathered infor-
mation from people within the organisations but also from other stakeholders 
(such as users and partners). For each case we interviewed between 5 and 
10 people, in order to give a comprehensive, grounded perspective on each 
initiative. Accuracy and consistency were ensured by checking to secondary 
data and publicly available information.

9 See the model drawn up by Buckland & Murillo (2015): 
Antenna for Social Innovation. The Quest for Precision. 
Institute for Social Innovation. ESADE. Available at: 
http://www.esade.edu/esocialhub/centro-de-conocimiento/
recursos/antenna-social-innovation-the-quest-precision-0 
[Accessed 17th June 2019] 

10 ‘Estonia, The Digital Republic’: 
https://www.newyorker.com/magazine/2017/12/18/
estonia-the-digital-republic
[Accessed 17th May 2019]
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2.1 DIGITAL ESTONIA  

As the President of Estonia, 
I represent the only truly digital society 
which actually has a State” 

Kersti Kaljulaid,  
President of Estonia

OVERVIEW
Estonia has developed an efficient, secure and 
transparent digital society that provides online 
government services (e-services) to citizens, 
resulting in time and cost savings. This is made 
possible by a data exchange layer, called X-
Road, which lets government agencies gather 
citizens’ data just once and securely exchange 
it among agencies instead of requesting it from 
citizens many times over.

SOCIAL IMPACT ECONOMIC SUSTAINABILITY INNOVATION TYPE CROSS-SECTOR 
COLLABORATION

REPLICABILITY  
AND SCALABILITY

Estonia is empowering its citi-
zens with convenient, inclusive 
services. No less than 99% 
of government services are 
available online. The transpar-
ency measures have boosted 
citizens’ trust in government, 
while a corruption-free and 
safe business environment 
has emerged. Efforts are also 
made to boost Estonians’ 
digital literacy skills.

Estonia spends 1% of its bud-
get on digital infrastructure; 
Efficient service provisioning 
saves the country 1407 man-
years, which is equivalent to 
2% of its annual GDP.

The data exchange layer – now 
an Open Source innovation 
– helps ensure that citizens’ 
data is duplicated and results 
in the interoperability of vari-
ous government information 
systems. The security and 
integrity of the data is main-
tained, and citizens can see 
which government agency 
has accessed their data. 

Estonia works closely with 
the private sector to foster 
innovations in service provi-
sioning and to enhance the 
digital society; the developers 
of Skype and other start-ups 
have fostered knowledge 
transfer from the private sec-
tor to public initiatives.

Other countries are imple-
menting the X-Road layer; 
cross-border data exchange 
initiatives with Finland are 
under way; pro-active health 
management solutions based 
on consent management are 
planned.

PRIZES, AWARDS,  
MENTIONS

LOCATION FOUNDED USERS

• Named ´The most ad-
vanced digital society in 
the world´ by Wired.

• Ranked 1st in the Bar-
clays Digital Development 
Index.

• Named ’The Digital Re-
public‘ by The New Yorker 
magazine.

Active nationwide 
in Estonia. 1997 98% 

of the population has ac-
cess to e-services through 

digital ID card; Two-thirds of 
the population uses  

them regularly.

“
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What is e-government?

The notion of online platforms and service providers in the digital 
age conjures up images of ambitious entrepreneurs and profit-
seeking private enterprises. By contrast, the public-sector – espe-
cially of less wealthy and less powerful countries – is often deemed 
to lack the cutting-edge technological means for delivering their 
offerings, relying on old-fashioned and highly bureaucratic mecha-
nisms (Borins, 2001; Thiel & Leeuw, 2008).However, the proliferation 
of Information and Communication Technologies (ICT) has been 
envisioned by scholars and governments around the world as an 
innovative, low-cost method for providing government services to 
citizens (Almarabeh, 2010; Brown, 2007; Gilbert et al., 2004; Sang 
et al., 2005).
 
Electronic government – or simply, e-government – can be described 
as the use of the internet or of digital channels by governments 
to provide information and services to their citizens, as well as to 
other stakeholders such as businesses and/or governmental agen-
cies (Palvia & Sharma, 2007). These endeavours seek is to boost 

productivity and service delivery to citizens, cut costs and to avoid 
the difficulties posed by rigid bureaucracies (Silcock, 2001). Ulti-
mately, e-government can foster greater public involvement in the 
democratic process through increased personalisation of informa-
tion (for causes they care about) and convenient mechanisms for 
providing feedback, leading to greater government accountability 
(West, 2004).  
 
One should note that although e-government and e-governance 
are often used interchangeably, they are subtly different concepts. 
While e-government mostly focuses on the delivery of government 
services through online channels, e-governance is a much broader 
concept of how technology is used by a government – involving its 
various relationships and networks – to perform e-government op-
erations functions meeting citizens’ needs (Sheridan & Riley, 2006). 

The growth of e-government  
initiatives and unique estonia
Governments around the world are showing interest in using tech-
nologies in their public sectors. The United Nation’s E-Government 
Survey of 2018 indicated that 140 countries are providing at least 
one transactional service online and that online service provisioning 
is the most significant contributor to the improvement of EDGI - the 
E-Government Development Index (United Nations, 2018). Euro-
pean countries are currently leading e-government development, 
especially in providing services to vulnerable population groups – 
such as the poverty-stricken, elderly citizens, victims of bullying, 
and the handicapped, among others (United Nations, 2018).

E-government can foster greater public involvement 
in the democratic process through increased 
personalisation of information (for causes they 
care about) and convenient mechanisms for 
providing feedback, leading to greater government 
accountability (West, 2004)

The United Nation’s E-Government 
Survey of 2018 indicated that 140 
countries are providing at least 
one transactional service online
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Ranked 16th in terms of EDGI, a small country in Northern Eu-
rope is cementing its reputation as “the world’s most advanced 
digital society”11. In digitalising and using their citizens’ data, 
Estonia has identified technology as an opportunity to enhance 
the provision of public services through greater efficiency and 
to create convenience for its citizens. Estonia presents a unique 
case for investigation as the country has shown great convic-

tion and persistence in employing technology to rapidly emerge 
from ‘underdeveloped country’ status in the early 1990s to the 
advanced economy it is today. 

Estonia has striven hard to offer nearly all government services on-
line. Such a large-scale initiative from the small Baltic nation serves 
as an inspiration to other countries to roll out e-services. Further-

more, the country has built a strong narrative within and beyond 
its borders regarding the benefits of digitalisation, encouraging 
citizens to adopt the e-services it has developed. 

FIGURE 2 - The Top 25 Ranked Countries by EDGI  Source:  
Adapted from The UN  
E-Government Survey 2018

11 Wired, Welcome to E-stonia, the world’s most digitally advanced society. Available from: 
<https://www.wired.co.uk/article/digital-estonia>. [Accessed 25th April 2019] 
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From Estonia to e-Estonia

To understand Estonia’s journey towards e-governance, one must 
first know of the Baltic country’s troubled history. Throughout their 
history, Estonians were subjected to foreign rule, be it at the hands 
of the Germans, Danes, Swedes or the Russians (Sillaste, 1995). 
The end of The Second World War began a long period of Soviet 
occupation and repression in Estonia (though in fact the Soviets 
had invaded the country five years earlier in 1940 under the terms 
of the Ribbentrop-Molotov Pact). The Occupation lasted until 1991, 
whereupon the country regained its independence (Shaffer, 2014). 

The liberation brought many challenges in governing the small 
republic12. Estonia’s economy was on the brink of collapse, with 
hyperinflation and grinding poverty, and the country did not pro-
duce goods or services that it could export to Western nations13. 
Furthermore, Soviet rule had not led to an injection of technology 
or the development of infrastructure for the small republic, which 
meant that the road to recovery and economic growth was going 
to be a rocky one. 

Estonia has an area of just over 45,000 square kilometres (some 
17,500 square miles) with a paltry population of over 1.3 million 
residents14. The small land area and population contributed to the 
country´s lack of resources, both natural and human. Faced with 
such scarcity, the impoverished nation did not have the means to 
stimulate economic growth and provide government services ef-
fectively. Furthermore, the low population density outside Tallinn, 
the country’s capital, did not make investments in physical offices 
worthwhile15. 

The need to find a solution to this conundrum lay in the emer-
gence of the Internet and investment in technology. The Estonian 
government embarked on a mission to modernise and make 
the leap into the digital age, making its State administration ef-
ficient by digitalising citizens’ data. The initiative was led by the 
country’s first post-Soviet Prime Minister Mart Laar and his young 
and energetic team – the Prime Minister was 32 years old when he 
took office in 1992, and the average age of his officials was 35.16

While necessary, digitalisation was a daring decision because it 
meant spending less on roads and other crumbling infrastructure 
inherited from the Soviet Era. For Estonia, backwardness was seized 
as an opportunity – technology and digitalisation were going to be 
the paths to effective governance and economic progress. 

The Tiger Leap Project
The government took many steps to promote digital literacy within 
the country through its ‘Tiger Leap’ programme, drawn up in 1996 
by the then President Lennart Mari17. This initiative drove invest-
ments in Estonia’s computer network infrastructure but, more 
importantly, it gave Estonian students Internet access to develop 
digital skills. 

Information and Communications Technology (ICT) was made a 
key part of the Estonian education system, with students as young 
as 7 learning computer programming and designing computer 
games by the age of 1018. In 2000, the country became the first 
in the world to recognise Internet access as a human right for 
its citizens, almost 16 years before the United Nations passed a 
resolution to the same effect19. 

12 CNBC, How a tiny country bordering Russia became one of the most tech-savvy societies 
in the world. Available from: <https://www.cnbc.com/2019/02/08/how-estonia-became-a-
digital-society.html>. [Accessed 25th April 2019] 

13 Frontier Centre for Public Policy, Mart Laar, Prime Minister of Estonia (1992-1994 and 
1999-2002). Available from: <https://fcpp.org/2007/09/20/mart-laar-prime-minister-of-
estonia-1992-94-and-1999-2002/>. [Accessed 25th April 2019]  

14 The population around the time of independence in 1991 was over 1.5 million. However, 
due to the negative population growth rate and emigration, Estonia’s population has been 
declining since. Statistics Estonia. Available from: <https://www.stat.ee/public/rahvastik-
upyramiid/>. [Accessed 25th April 2019]

15 Quartz, “Every country should have a cyber war”: What Estonia learned from Russian 
hacking. Available from: <https://qz.com/1052269/every-country-should-have-a-cyber-
war-what-estonia-learned-from-russian-hacking/> [Accessed 25th April 2019] 

16 The Economist, “Estonia’s latest challenge”. Available from: <https://www.economist.
com/europe/1999/03/11/estonias-latest-challenge?zid=307&amp;ah=5e80419d1bc9821
ebe173f4f0f060a07>. [Accessed 25th April 2019]  

17 ERR News, “Carl Bildt: After Tiger Leap, E-Estonia Should Be Exported Abroad”. Avail-
able from: <https://news.err.ee/114146/carl-bildt-after-tiger-leap-e-estonia-should-be-
exported-abroad>. [Accessed 25th April 2019]  

18  BBC Business News, “How Estonia became E-stonia”. Available from: <https://www.
bbc.com/news/business-22317297>. [Accessed 25th April 2019]  

19 The Guardian, “Internet access is now a basic human right: part 2 – Chips with Everything 
tech podcast”. Available from: <https://www.theguardian.com/technology/audio/2016/
aug/04/internet-access-human-right-2-tech-podcast>. [Accessed 25th April 2019]  

In 2000, the country became the first in the world 
to recognise Internet access as a human right for its 
citizens, almost 16 years before the United Nations 
passed a resolution to the same effect9
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The three pillars of Estonia’s e-society

Here, giving citizens digital services was a golden opportunity to 
transfer data between government agencies as needed rather than 
have each agency duplicate efforts by gathering its own. This vi-
sion led Estonia’s Information System Authority (RIA) to develop 
the X-Road software, which serves as the backbone of Estonia’s 
digital society22.  

The digital infrastructure to provide government services to Es-
tonians was built on three pillars – a unique identity code, digital 
identity cards, and the X-Road system (Priisalu & Ottis, 2017). The 
Estonian identification code is an 11-digit code (containing infor-
mation on the individual’s gender and date of birth) that is used to 
track the information of all Estonian residents – similar to a Social 
Security Number in The United States. The basic personal data of 
Estonian residents is stored in a database called the population 
register, which is kept by the country’s Ministry of The Interior20. 
By linking personal data with the identification codes for each indi-
vidual, Estonia embarked upon a journey to digitally offer govern-
ment services by using information on its citizens.
 
However, while the data was stored in government repositories, it 
was important to create a way for citizens to relate themselves to 
the planned e-services. To this end, Estonia developed digital iden-
tity cards that served as proof of identity in the digital setting and 
would enable citizens to access e-services21. The ID cards would 
let citizens prove their identity to the authorities. Here, Estonia’s 
digital ID card sought to perform the same kind of authentication 
used in electronic settings when using online services.
 
To make the system cost-effective, it had to allow government use 
of citizens’ data. Instead of having multiple data repositories main-
tained by various agencies, Estonia sought to slash the amount 
of data stored and to boost its reusability (Priisalu & Ottis, 2017). 

20 Republic of Estonia Ministry of Interior, “Population Register”. Available from <https://
www.siseministeerium.ee/en/population-register>. [Accessed 25th April 2019]  

21 e-estonia, “e-identity”. Available from: <https://e-estonia.com/solutions/e-identity/id-
card/>. [25th April 2019]  

22  Republic of Estonia Information System Authority, “Data Exchange Layer X-tee”. Avail-
able from: <https://www.ria.ee/en/state-information-system/x-tee.html>. [Accessed 25th 
April 2019]  

The digital infrastructure to provide 
government services to Estonians 
was built on three pillars – a unique 
identity code, digital identity cards, 
and the X-Road system

Instead of having multiple data 
repositories maintained by various 
agencies, Estonia sought to slash the 
amount of data stored and to boost 
its reusability

By linking personal data with 
the identification codes for each 
individual, Estonia embarked 
upon a journey to digitally offer 
government services by using 
information on its citizens
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X-tee data exchange laye

X-Road is an online data exchange layer that allows Estonia’s State 
information systems to share information digitally in a secure man-
ner23. While X-Road is the software behind it, Estonia’s implemen-
tation of the data exchange layer is referred to as X-tee. Govern-
ment authorities can exchange data with one another under strict 
security standards.
 
Jürgen Šuvalov, an X-tee Product Owner at RIA, explains that “X-
tee was introduced so that public agencies could use one another’s 
information to provide services to citizens”. Such information can 
be directly requested by the service provider from the government’s 
data banks. These data exchanges have encouraged greater re-
use of data rather than having it duplicated in various silos. Citi-
zens’ data stays in the decentralised information systems and 
databases of each member; X-tee just facilitates the transfer. 
Ultimately, the interoperability enabled by the data exchange layer 
has paved the way for effective use of data – particularly that of 
citizens – in the country. 

Along with public agencies, private enterprises – and entrepreneurs 
– can also apply to become members of the X-tee ecosystem by 
filing an application with RIA. Private enterprises can (among other 
things) use the X-tee to search government databases for citizens’ 
data, client authentication, and to submit data to the government 
(Vassil, 2016). To gain access to certain databases containing citi-
zens’ data, private enterprises must first file an application to RIA. 
This allows the applicant entity to join the X-Road ecosystem, sub-
ject to considerations of legitimacy and ‘a need to know’.   

When data is exchanged through X-tee, the transferred data is 
encrypted in transit for security purposes, and the logging system 
records the transaction and stores its details for evidential value24. 
“All of the messages exchanged over X-Road are digitally signed. 
Furthermore, all X-Road traffic is encrypted and the message logs 
are time-stamped. Every X-Road message has a digital signature 
providing evidence of who sent the message, while a time stamp 
shows when it was sent” (Jürgen Šuvalov). These measures not 
only ensure data security but also let citizens know when their data 
is accessed and by whom.   

There are over 1,000 organisations and entities using X-tee on a daily 
basis along with 52,000 organisations which are indirect users25. 
Over the years, Estonia has continued to promote its e-governance 
vision through investments in technology and by expanding the 
scope of its online services. 

23 Republic of Estonia Information System Authority, “Introduction of X-tee”. Available 
from: <https://www.ria.ee/en/state-information-system/x-tee/introduction-x-tee.html>. 
[Accessed 25th April 2019] 

24 e-estonia, “X-road”. Available from: <https://e-estonia.com/solutions/interoperability-
services/x-road/>. [Accessed 25th April 2019] 

25 e-estonia, “X-Road”. Available from: <https://e-estonia.com/solutions/interoperability-
services/x-road/>. [Accessed 25th April 2019] 

“X-tee was introduced so that public 
agencies could use one another’s information 
to provide services to citizens”

Jürgen Šuvalov

When data is exchanged through X-tee, the 
transferred data is encrypted in transit for  
security purposes, and the logging system  
records the transaction and stores its details for  
evidential value14
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FIGURE 3 - The X-Road Data Exchange Layer 

 Source:
Adaptation from the Estonian 
Informatics Centre. Available 
at:  https://www.innovations.
harvard.edu/file/x-road-
blogjpg
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Estonian citizens welcomed the government’s plans with open 
arms. This attitude and the state-wide availability of internet greatly 
facilitated public acceptance of digitisation. Furthermore, 99% of 
government services are available as e-services, which Estonians 
can access using their digital ID card; the three notable excep-
tions being marriage, divorce, and the purchase or transfer of real 
estate26. We briefly cover three major e-services, which have been 
widely adopted and acclaimed. All three highlight the efficacy of 
the country’s digital journey.

Social impact

e-Tax
One of the earliest e-services Estonia came up with was 
online tax filing (this was back in 2000). As citizens’ data 
is captured by the system, taxpayers merely need to re-
view the tax forms (whose fields have been populated) 
and make any changes and corrections they may deem 
appropriate. Estonians could file their taxes (formerly 
a tortuous, error-fraught task), within 3 minutes27. 
The system has been further improved with ‘one-click’ 
declarations showing the results of the tax return and the 
data, which citizens can then confirm. The ‘one-click’ 
system can be reviewed and signed within a minute27. 
Estonia reports that 98% of its tax declarations are 
filed electronically. 

e-Health
Estonia’s move to digitalise citizens’ data has proved 
a godsend in the health-care field. Here, no less than 
99%28 of citizens’ health data (be they test results or 
X-rays) is in digital form, which can be accessed using 
the e-Health record online portal – https://www.digilugu.
ee/. Not only has this given patients more control over 
their data (given that they can access it) but it has also let 
doctors take preventative health measures29. Since doc-
tors now have a comprehensive view of patients’ health 
histories, they can spot trends and encourage citizens to 
adopt healthier lifestyles, saving costs. Such information 
also helps Estonia improve its emergency care services, 
as first responders can give patients the right treatment 
based on their medical information and history. 

Similarly, Estonia has digitalised medical prescriptions, 
making them paperless and more convenient for patients. 
Doctors log the prescribed medicines in the patient’s 

health record and the patient can collect his prescription 
by simply showing his digital ID card at the pharmacy. 
The pharmacist can query patient information using his 
local system. The system also allows patients to be given 
repeat prescriptions without visiting the doctor, who can 
issue them directly from the health portal30. 
 
e-Voting
In 2005, Estonia took another step on the path to an ad-
vanced digital society when it became the first country to 
allow its citizens to vote online using the i-Voting system 
from anywhere in the world. Citizens can use their digital 
ID card to cast their vote with their digital signature in 
a pre-voting period, which also allows them to change 
their vote before the deadline31. No less than 31.7% of 
the votes cast by Estonians in the previous elections were 
through the i-Voting service32.      

26 MarketWatch, “In Estonia, marriage and divorce are among the very few government 
interactions that can’t be executed online”. Available from: <https://www.marketwatch.
com/story/in-estonia-marriage-and-divorce-are-among-the-very-few-official-tasks-that-
cant-be-done-online-2018-12-26>. [Accessed 25th April 2019] 
 
27 e-estonia, “e-Tax”. Available from: <https://e-estonia.com/solutions/business-and-
finance/e-tax/>. [Accessed 25th April 2019] 

28 e-estonia, “Healthcare”. Available from: <https://e-estonia.com/solutions/healthcare/>. 
[Accessed 5th April 2019] 

29 Health Europa, “Learning from the Estonian e-health system”. Available 
from: <https://www.healtheuropa.eu/estonian-e-health-system/89750/>. 
[Accessed 25th April 2019] 

30 Patients can get in touch with their doctors through various channels such 
as e-mail, phone, etc. to request a repeat prescription. The result is that 99% 
of prescriptions in Estonia are now digital. e-estonia, “Healthcare”. Available 
from: <https://e-estonia.com/solutions/healthcare/>. [Accessed 25th April 
2019]  e-estonia, “e-Prescription”. Available from: <https://e-estonia.com/
solutions/healthcare/e-prescription>. [Accessed 25th April 2019] 
 
31  e-estonia, “i-Voting”. Available from: <https://e-estonia.com/solutions/e-
governance/i-voting>. [Accessed 25th April 2019] 

32 Various mechanisms are in place to ensure that the vote is casted safely 
and is not changed in case of a hack or a security breach. Republic of Esto-
nia Information System Authority, “E-voting is (too) secure”. Available from: 
<https://www.ria.ee/en/news/e-voting-too-secure.html>. [Accessed 25th 
April 2019] Forbes, “How Estonia’s E-Voting System Could Be The Future”. 
Available from: <https://www.forbes.com/sites/kalevleetaru/2017/06/07/
how-estonias-e-voting-system-could-be-the-future/#602a27a13b95>. [Ac-
cessed 25th April 2019]
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Convenience, efficiency 
and inclusion
The Estonian digitalisation initiative has improved citizens’ access to 
government services. The benefits of service provisioning through 
digital channels stem from their convenience for citizens. X-tee has 
delivered efficient e-services to Estonian citizens because they do 
not have to furnish data separately to various government agen-
cies. Likewise, instead of spending hours at government offices, 
citizens can now access various services at any time from home 
or wherever else they choose. 

Thus digitalising services frees up more time for Estonians, which 
gives them more scope to be productive. Tobias Koch, a Business 
Engagement Manager at the e-Estonia Briefing Centre, explains: 
“Estonia is not known as a wealthy economy, gifted with resources, 
so that means it really depends on people to make a difference. 
You need to build systems that allow people to have the greatest 
impact. You need to work with people’s time; you need to work 
with people’s skills.”
 
E-services also foster social inclusion because they make life easier 
for those with health problems and/or physical handicaps. In par-
ticular, the ability to cast a vote digitally means that the housebound 
and Estonians abroad are not disenfranchised33. Such initiatives are 
in keeping with Estonia’s policy of implementing technical solutions 
to improve people’s lives – “We are not doing it for the sake of in-
formation technology, we’re doing this for society” (Tobias Koch). 

The path towards digitalisation has allowed the Estonian govern-
ment to showcase its transparency policies. Citizens can view which 
entities hold their personal data and, in most cases, can demand 
explanations on why their data was accessed34. For Estonians, these 
transparency measures make it much easier to trust the govern-
ment will make proper, effective use of their information. 

Furthermore, the Estonian government has shown honesty and 
transparency in telling its citizens about security threats. The cy-
ber-attacks of 2007 (which came in the middle of a dispute with 
Russia) highlight the government’s commitment to transparency35. 
While several government websites were disrupted, the personal 
data of Estonian citizens was not compromised (Priisalu & Ottis, 
2017). Rather than hiding details of the attack, the government 
told the public what was going on and repeated its commitment to 
protecting citizens (Priisalu & Ottis, 2017). The move was lauded 
by many experts and was well-received by the public, who appre-
ciated the government’s decision to reveal the nature and scale 
of the attack. 

While Estonians — like citizens elsewhere — have a healthy scepti-
cism of government and politicians, the latest results of the Euro-
barometer public opinion survey show that 54% of Estonians trust 
their government – a figure above the EU average36. The Estonian 
authorities argue that trust is key in implementing e-governance so-
lutions. Government transparency has done much to win this trust37.  

Transparency and trust 
in government

33  Disabled voters have strongly supported the e-voting initiative. Wired, “E-Voting Fans: The 
Disabled”. Available from: <https://www.wired.com/2004/10/e-voting-fans-the-disabled/>. 
[Accessed 25th April 2019]

34 Estonian World, “The right mix: how Estonia ensures privacy and access to e-services 
in the digital age”. Available from: <https://estonianworld.com/security/right-mix-estonia-
ensures-privacy-access-e-services-digital-age/>. [Accessed 25th April 2019]

35  The dispute was regarding Estonia’s decision to move the statue of a Russian soldier 
from the Tallinn city centre. While the country’s Russian minority associated the statue 
with their liberation from Nazi rule by the Soviet Union, Estonians saw it as a symbol of 
the oppressive regime they were subject to after WWII. BBC News, “How a cyber attack 
transformed Estonia”. Available from: <https://www.bbc.com/news/39655415>. [Accessed 
25th April 2019] 

36 European Commission, “PublicOpinionMobile”. Available from: <http://ec.europa.eu/
commfrontoffice/publicopinionmobile/index.cfm/Chart/getChart/chartType/barChart//
themeKy/18/groupKy/98/countries/EE/savFile/895/periodStart/2001-04-12%2000:00:00.0/
periodEnd/2018-11-08%2000:00:00.0>. [Accessed 25th April 2019] 

37 e-estonia, “The cornerstone of e-governance is trust”. Available from: <https://e-estonia.
com/cornerstone-governance-trust/>. [Accessed 25th April 2019] 
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Improved education system  
and a smart labour force
Efforts to boost the country’s digital literacy through the Tiger Leap 
project and a plethora of e-school solutions lie behind Estonia’s 
empowerment of youth and rising academic standards. The coun-
try has begun digital learning material through the e-Schoolbag38. 
Furthermore, school management tools such as eKool and Studium 
not only allow parents and teachers to monitor children’s academic 
performance and development but also let schools manage admin-
istrative tasks during the school year.39

Efficient education has made Estonia soar to the top of school 
rankings. In the 2015 PISA ranking, Estonia was rated along with 
China and Singapore as one of the three top-performing coun-
tries40. As well as boasting some of the top performers in each 
category, the Baltic nation’s students, on average, ranked 5th in 
Science, 9th in Mathematics, 6th in basic reading skills, and 4th in 
problem-solving abilities41.
 
This result is an indicator of the effectiveness of Estonia’s education 
system. Such initiatives have led Estonians to develop high-level 
digital skills, as shown in the recently released Barclays Index (in 
which the country was jointly ranked 1st in digital empowerment, 
along with South Korea)42. Furthermore, the country’s digital focus 
has led to a stream of talent for the IT industry as 1 in 10 Estonian 
students pursue a career in the sector – twice the average for other 
OECD countries43. Estonia’s smart-tech and start-up culture 
provides an alluring prospect for these students. The sector 
not only provides an outlet for their skills and creativity but also 
boosts job creation and Estonia’s economic growth. 

Along with its digitalisation efforts, Estonia has done a great deal 
to tackle corruption. For citizens, the provision of online services 
has lessened contact with government officials and given citizens’ 
greater control over their data through transparency and account-
ability measures. In addition to detecting data misuses and taking 
remedial steps, much of Estonians’ interaction with government is 
through digital channels, greatly reducing the scope for bribery. As 
Toomas Hendrik Ilves, the Estonian President from 2006 to 2016, 
quipped, “You cannot bribe a computer.”44

     
To join X-tee, all companies must furnish various kinds of infor-
mation such as ownership and assets, along with other financial 
documents45. Such measures verify the identity of registered com-
panies, whereupon other X-tee members can conduct business with 
them in a safe, transparent manner. Furthermore, the efficiency of 
government services such as registering a business and e-Tax 
have slashed red tape and fostered a safe, convenient busi-
ness environment.  
       
As a result, Estonia has performed extremely well in most economic 
indices covering transparency and the business environment. The 
country ranks 15th – termed ’very low’ – on the Trace International 
Bribery Risk Matrix46and 18th on Transparency International’s Cor-
ruption Perception Index47. Similarly, the World Bank’s ‘Ease of 
Doing Business Index’ ranked Estonia as the 16th most business-
friendly country in the world48.

Tackling corruption and providing  
a safe business environment

38 e-estonia, “eKool and Studium”. Available from: <https://e-estonia.com/solutions/
education/e-school/>. [Accessed 25th April 2019] 

39 eKool. Available from: <https://ekool.eu/index_en.html>. [Accessed 25th April 2019]  

40 OECD, “Key findings”. Available from: <https://www.oecd.org/pisa/keyfindings/>. [Ac-
cessed 25th April 2019] 32 OECD, “Education GPS – Estonia – Student performance (PISA 
2015)”. Available from: <http://gpseducation.oecd.org/CountryProfile?primaryCountry=E
ST&treshold=10&topic=PI>. [Accessed 25th April 2019] 

41 OECD, “Education GPS – Estonia – Student performance (PISA 2015)”. Available from: 
<http://gpseducation.oecd.org/CountryProfile?primaryCountry=EST&treshold=10&topic=
PI>. [Accessed 25th April 2019]   

42 The Barclays Digital Development Index assesses empowerment of respondents (adult 
workers) based on their digital skill while accounting for the level of national efforts to 
improve digital skills. Estonian World, “Barclays: Estonia and South Korea lead in digital 
empowerment”. Available from: <http://estonianworld.com/technology/barclays-estonia-
south-korea-lead-digital-empowerment/> [Accessed 25th April 2019]  

43 e-estonia, “eKool and Studium”. Available from: <https://e-estonia.com/solutions/
education/e-school/>. [Accessed 25th April 2019] 

44 UNESCO, “Global lessons from Estonia’s tech-savvy government”. Available from: <https://
en.unesco.org/courier/2017-april-june/global-lessons-estonia-s-tech-savvy-government>. 
[Accessed 25th April 2019] 
 
45 Medium, “Here’s why Estonian companies have high levels of transparency”. Available 
from: <https://medium.com/e-residency-blog/heres-why-estonian-companies-have-high-
levels-of-transparency-3de97ce631ed>. [Accessed 25th April 2019]

46 TRACE International, “Trace Bribery Risk Matrix”. Available from: <https://www.tracein-
ternational.org/trace-matrix?#111>. [Accessed 25th April 2019] 

47 Transparency International, “Transparency International – Estonia”. Available from: <https://
www.transparency.org/country/EST>. [Accessed 25th April 2019]

48 The World Bank, “Ease of doing business index”. Available from: <https://data.worldbank.
org/indicator/IC.BUS.EASE.XQ?locations=EE>. [Accessed 25th April 2019] 
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Financial sustainability

49 e-estonia, “enter e-Estonia, the coolest digital society”. Available from: <https://e-estonia.
com/wp-content/uploads/e-estonia-190412-konekaartidega-edm.pdf>. [Accessed 25th 
April 2019] 

50 Riigi Teataja, “Digital Signatures Act”. Available from <https://www.riigiteataja.ee/en/
eli/530102013080/consolide>. [Accessed 25th April 2019] 

51 X-Road, “X-TEE”. Available from: <https://www.x-tee.ee/factsheets/EE/#eng>. [Accessed 
25th April 2019]

Growth Milestones

e-Tax

X-Road implemented 

Digital ID-card

i-Voting

e-Health system

e-Prescription

e-Residence programme

BREAKTHROUGHS  
AND SERVICES

YEAR

Digital signatures enabled

TABLE 1 - The Growth Milestones 
on Estonia's Digital Journey 

The first major e-service was online tax-filing through e-Tax in 
200049. In the following year, Estonia made one of the greatest leaps 
forward in its digital journey when it implemented the X-Road data 
exchange layer, the backbone of the nation’s digital society. Digital 
ID cards were launched in 2002, giving citizens the option of using 
digital signatures. The Digital Signature Act of 200050 gave digital 
signatures the same legal status as handwritten ones and as a re-
sult, citizens could now sign various documents and forms online, 
which greatly boosted the adoption of e-services. 

As a result of these breakthroughs, Estonia broadened the range 
of e-services offered in later years to include i-Voting, e-Health and 
e-Prescription (in 2005, 2008 and 2010, respectively). Since 2003, 
the number of services has grown from roughly 40 (Vassil, 2016) 
to over 2,700 at present.51

2000

2001

2002

2005

2008

2010

2014
 Source:  

Adapted from: https://e-estonia.com/wp-content/
uploads/e-estonia-190412-konekaartidega-edm.pdf

The Estonian government has made great strides in reaching its 
efficiency goals through the digitalisation of society. To grasp the 
progress made, one needs to consider the kinds of services Esto-
nia has digitalised. The  table 1 gives some of the main milestones 
on this path. 
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Business model – saved working hours, 
budget allocation and cost 
The purpose of Estonia’s digitisation was to boost the country’s 
competitiveness and to operate a financially lean State by slashing 
service costs. The return on investment largely comes from cutting 
labour costs to the bone and boosting the tax take, as Mari Aru at 
the Estonian Embassy in Berlin explained52. 
 
The impact of Estonia’s digitisation can be gauged by the amount 
of time saved through the roll-out of X-Road. The data exchange 
layer has allowed the efficient processing of human-initiated que-
ries. This  means that as the number of requests rise, so does the 
number of working hours saved. On average, 5% of the requests 
made on X-tee are begun by humans and it is estimated that 15 
minutes can be saved in processing each request53.
 
Over the years, the number of requests (and thus working hours 
saved by X-Road) has soared. In 2017, it was estimated that 820 
man-years54 were saved by X-Road. By 2018, this number had 
grown to 1,407 man-years.These numbers can be interpreted as 
the number of employees working round the clock, every day for 
a year (Vassil, 2016). These results highlight how Estonia has used 
the X-Road system to enhance national efficiency, freeing up hu-
man resources for non-menial tasks. 
 
Given its centrality to Estonia’s  workings and competitiveness, 
the government directly funds the X-Road system. The country 
spends roughly 1% of its annual budget on the X-Road. Thus Es-
tonia earmarks only €50 million (or US $63 million) per annum for 

the system. To put this in context, Estonia’s total State budget is 
US $8 billion [8 x 109]. The spending on X-Road is thus just a drop 
in the ocean55. This spending is on maintenance and on uprating 
information systems, and to support agencies such as RIA with 
their operating costs. 
  
Developing a sound digital infrastructure has yielded big dividends 
for Estonia. It has been estimated that acceptance of digital ID and 
signatures by Estonians produces yearly savings equivalent to 2% 
of the nation’s GDP56. By comparison, Estonia’s spending on na-
tional defence is also about 2% of its GDP57. 

52 Sifted, “Founders flee to Estonia’s digital paradise”. Available from: <https://sifted.
eu/articles/founders-flee-to-estonia-for-the-simple-life/?utm_source=siFTed&utm_
campaign=9398769498-EMAIL_CAMPAIGN_2019_03_11_03_51&utm_medium=email&utm_te
rm=0_3d44334990-9398769498-78956149.com>. >. [Accessed 25th April 2019] 

53  For the remaining 95% of the queries, it is difficult to assess how much time is saved per 
each query. Consequently, those numbers are not considered. X-Road, “X-TEE”. Available 
from: <https://www.x-tee.ee/factsheets/EE/#eng>. [Accessed 25th April 2019]

54 e-estonia, “How do Estonians save annually 820 years of work without much effort”. 
Available from: <https://e-estonia.com/how-save-annually-820-years-of-work/>. [Accessed 
25th April 2019]

55  Estonia’s X-Road has garnered acclaim because it has enabled the country to deliver 
e-government services more cost-effectively than other countries’ implementation such as 
‘Electronic Russia’. Harvard Kennedy School ASH Center for Democratic Governance and 
Innovation, “E-stonia: One Small Country’s Digital Government is Having a Big Impact”. 
Available from: <https://www.innovations.harvard.edu/blog/estonia-one-small-country-
digital-government-having-big-impact-x-road>. [Accessed 25th April 2019] 

56 Quartz, “Estonia is running its country like a tech company”. Available from: <https://
qz.com/1535549/living-on-the-blockchain-is-a-game-changer-for-estonian-citizens/?utm_
source=pocket&utm_medium=email&utm_campaign=pockethits>. [Accessed 25th April 
2019]

57 Republic of Estonia Ministry of Defence, “Defence budget”. Available from: <http://www.
kaitseministeerium.ee/en/objectives-activities/defence-budget>. [Accessed 25th April 2019]
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Growth strategies and success drivers

The country’s efforts to boost citizens’ digital literacy and access to 
the Internet have made the dream come true. Ranked 1st worldwide 
on the Freedom of the Net index, Estonians face few obstacles in 
accessing online services, with the country developing a strong in-
ternet infrastructure with several free, public Wi-Fi zones available58. 
Citizens not only have the skills to use online services but also the 
means to do so – 90% of Estonians are regular internet users while 
88% of the country’s households have a computer59. These factors 
have played a key role in the success of government initiatives.

In its e-governance initiatives, Estonia has worked closely with the 
private sector, especially with the Information and Communications 
Technology (ICT) industry, to develop e-solutions for Estonian citi-
zens. Given that experience can foster more innovation, Estonia 
aims to expand business opportunities for its well-reputed ICT 
sector, which accounts for up to 7% of national GDP60.

e-Estonia Briefing Centre
As the country has developed a strong identity as an efficient, digital 
nation, Estonia has sought to create new opportunities for growth 
by exporting its digital solutions to other countries. The ‘e-Estonia 
Briefing Centre’, operating under the Ministry of Economic Affairs 
and Communications, sells the story of Estonia’s digital journey to 
political and business leaders, and to foreign media61. Providing 
tailor-made presentations to over 4,000 delegations from over 130 
countries, the Tallinn-based centre fosters e-governance initiatives 
and international opportunities for Estonian businesses62. 

Tobias Koch sheds light on his role at the Briefing Centre: “We have 
already had 795 delegations from around the world so far this year. 
That’s probably 130, a little more than 130, countries, approximately 
40% from the private sector, 40% from the public sector. My job 
at the [Briefing Centre] is to translate this to business leads, for 
Estonian businesses so they do not need to fly to Barcelona to 
meet a company. We might have that company come to the Brief-
ing Centre because they’ve heard about e-Estonia and they want 
to learn what this is about”. Such measures show the Estonian 
government’s eagerness to open new avenues of economic activ-
ity for Estonia’s ICT sector.   

e-Residency 
Additionally, Estonia has become the first country to offer e-residency 
to digital entrepreneurs. With low birth-rates and high emigration, 
Estonia faces an ageing population and as a result, the country 
decided to launch its e-residency programme in 2014 to boost its 
economy63. With an application fee of €100, an individual – from 
any country in the world – can receive a digital ID and become an 
e-resident of Estonia64. 

58  Freedom House, “Estonia Country Profile”. Available from: <https://freedomhouse.org/
report/freedom-net/2016/estonia#a1-obstacles>. [Accessed 25th April 2019]

59 e-estonia, “e-estonia facts”. Available from: <https://e-estonia.com/wp-content/uploads/e-
estonia-facts-18-09-21.pdf>. [Accessed 25th April 2019] 

60 e-estonia, “IT sector – e-Estonia”. Available from: <https://e-estonia.com/it-sector/>. 
[Accessed 25th April 2019]

61 e-estonia, “Briefing Centre – e-Estonia”. Available from: <https://e-estonia.com/show-
room/>. [Accessed 25th April 2019]

62 e-estonia, “e-estonia briefing centre. Visit the gateway to Estonian innovation”. Available 
from: <https://e-estonia.com/wp-content/uploads/showroombusiness-2019.pdf>. [Ac-
cessed 25th April 2019] 

63 Quartz, “Estonia’s “e-residents” are growing faster than babies are being born in the 
country”. Available from: <https://qz.com/1392004/estonias-e-residents-are-growing-
faster-than-the-native-born-population/>. [Accessed 25th April 2019]

64 Republic of Estonia E-Residency, “What is e-Residency| How to Start an EU Company 
Online”. Available from: <https://e-resident.gov.ee/>. [Accessed 25th April 2019]  
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solutions to other countries 

With an application  
fee of  

€100,  
an individual –  
from any country in the world – can receive a digital 
ID and become an e-resident of Estonia64 
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65  Recipients cannot apply for legal residency, citizenship or 
enter the country simply due to their e-residency; the digital 
ID also cannot be used as a travel document. Republic of 
Estonia E-Residency, “What is e-Residency – Knowledge 
Base”. Available from: < https://learn.e-resident.gov.ee/
hc/en-us/articles/360000711978-What-is-e-Residency>. 
[Accessed 25th April 2019]

66 Bloomberg, “Envying Estonia’s Digital Government”. 
Available from: <https://www.bloomberg.com/opinion/ar-
ticles/2015-03-04/envying-estonia-s-digital-government>. 
[Accessed 25th April 2019]

67 Republic of Estonia E-Residency, “What is e-Residency 
– Knowledge Base”. Available from: <https://learn.e-resi-
dent.gov.ee/hc/en-us/articles/360000711978-What-is-e-
Residency>. [Accessed 25th April 2019]

68 Republic of Estonia Tax And Customs Board, “e-Resi-
dency”. Available from: <https://www.emta.ee/eng/private-
client/taxation-tax-system/e-residency>. [Accessed 25th 
April 2019]

69 Republic of Estonia E-Residency, “e-Residency Market-
place: Estonian Business Service Providers”. Available from: 
<https://e-resident.gov.ee/marketplace/service-providers/>. 
[Accessed 25th April 2019] 
 
70 Nordic Institute of Interoperability Services, “History of 
the Institute”. Available from: <https://www.niis.org/history>. 
[Accessed 25th April 2019]

  

Unlike a traditional bureaucracy (with its reputation for 
inefficiency and hide-bound methods), Estonia’s public 
administration is more akin to a Silicon Valley tech com-
pany because it is always seeking improvement and new 
ways of enhancing citizens’ quality of life. 

In 2015 and 2016, the X-Road data exchange layer’s source 
code was released, under the MIT license as Open-Source 
on GitHub70. This allows any organisation to develop an X-
Road environment for free. However, the human resources 
required to create and manage X-Road depend on the 
specific implementation.

Innovation type

While ‘e-residency’ is not the same as physical residence in Es-
tonia65, it allows entrepreneurs to access Estonia’s efficient digital 
ecosystem from anywhere in the world to run their businesses. En-
trepreneurs can gain access to Estonian e-services, such as busi-
ness banking, as well as European markets because e-residency 
allows them to register European Union-based companies66.

Since its inception, over 50,000 individuals from over 165 countries 
have applied for e-residency status, resulting in the incorporation 
of 6,000 companies67. The financial benefits of e-residency for 
Estonia are not confined to greater tax revenues. While the ‘e-res-
ident’ entrepreneurs may offer services in other countries, Estonian 
taxation – a flat rate 20% – is only applicable to those businesses 
that are delivering their services (and hence, earning income), in 
Estonia68. Instead, the benefits for Estonia stem from the provision 
of services by domestic businesses to e-residents. Here, Estonian 
firms render various services to the e-residents: banking and pay-
ments; accounting; tax and legal consultancy; strategy consulting; 
company registrations; set-up, and so on.69         

Since its inception, over  

50,000  
individuals from over 165 countries  
have applied for e-residency status,  
resulting in the incorporation  
of 6,000 companies67
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Once-only principle through the 
interoperability of systems
Since, 2007, Estonia’s software design enshrines the ‘once only’ 
principle. What this means is that the State must not ask a citizen 
more than once for the same information71. For example, if the birth 
date or address of a citizen is kept by a government agency (i.e. 
Statistics Estonia), then he or she should not be asked to submit the 
same information to another department (for instance, to receive a 
driver’s license).
 
The X-tee data exchange layer, an Open-Source innovation, has 
helped turn theory into practice through the interoperability of institu-
tions’ information systems. The data exchange is facilitated even 
if the information systems engaged in the data exchange use 
different software platforms72. With such functionality, X-tee has 
greatly boosted the opportunities for re-using data.

The principle has also shifted the responsibility of providing infor-
mation from citizens to private and public organisations, given that 
it is the latter’s duty to share citizens’ data with one another while 
complying with Data Protection regulations (Wimmer et al., 2017). 
Not only does this make life easier for citizens, it also makes admin-
istrative processes less cumbersome. 

71 https://2017.tallinnconference.ee/app/uploads/2016/06/
Once_Only_Principle_1.pdf [Accessed 25th April 2019]

72 Stakeholder Community Once-Only Principle for Citi-
zens, “Once-Only Principle – Reducing Administrative 
Burden for Citizens and Businesses”. Available from: 
<https://www.ria.ee/en/state-information-system/x-tee.
html>. [Accessed 25th April 2019] 

73 Edward Snowden’s act of leaking NSA’s secret files 
raised concerns about the surveillance program of the 
US government through utilizing technology. NBC News, 
“Who is Edward Snowden, the Man Who Spilled the 
NSA’s Secrets?”. Available from: <https://www.nbcnews.
com/feature/edward-snowden-interview/who-edward-
snowden-man-who-spilled-nsas-secrets-n114861>. 
[Accessed 25th April 2019] 

Put the user in control

Estonia’s digitisation would not have been so successful if citizens 
had not enthusiastically backed it. This is made clear by the statistics 
on the adoption of various e-services. The revelations made by US 
Intelligence Community officer and whistleblower Edward Snowden73  

explains why many do not like the idea of giving the government 
control over their data. This reluctance to share information is par-

ticularly strong in The United States, where it is seen as threatening 
civil liberties. By contrast, Estonians have shown remarkable trust 
in their government to respect their privacy and not to spy on them. 
That said, this trust stems from initiatives that have given Estonians 
control over their own data.
 

IMAGE 1 - Estonian Citizen's View of Personal Data

 Source:  
https://joinup.ec.europa.eu/sites/default/files/inline-
files/3_Opening_PRESA%20ROZOV.pdf
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In order to protect citizens and to foster trust at all levels, Estonia’s 
leaders made information rights a national issue. According to the 
Public Information Act, Article 44 of the Estonian Constitution states, 
“Estonian citizens shall have the right to see information on them 
that is held by State and local government authorities and in State 
and local government archives, in accordance with the procedures 
determined by Law.”74 Furthermore, it states that this right also ap-
plies to foreigners residing in the country.
 
First of all, Estonian citizens grasp that sharing personal data yields 
great government services and for many, this trade-off is worthwhile 
– “for citizens, it is really convenience that they’re not willing to give 
up” (Sander Randorg). Second, citizens can see who has accessed 
their personal data – whether it be a private or public entity. Esto-
nians can perform this check by using their digital ID to access the 
citizens’ portal at www.eesti.ee. 

Robert Krimmer, a professor of e-Governance at the School of Busi-
ness and Governance at Tallinn University of Technology, noted that 
“Transparency and accountability are the two new additions to 
the [Estonian] Data Protection narrative. In Europe in general 
but in Estonia in particular, this was really a ‘game-changer’. It 
is crystal-clear who has access, when and to what kind of data 
and that and led to greater acceptance and social cohesion.”
 
For example, if a government agency or private entity has accessed a 
citizen’s data, the individual will be able to see this and can ask why. 

74  President of the Republic of Estonia, “Constitution of the Republic of Estonia”. Available 
from: <https://www.president.ee/en/republic-of-estonia/the-constitution/>. [Accessed 25th 
April 2019] 

75 Estonian Data Protection Inspectorate, “Inspectorate”. Available from: <https://www.aki.
ee/en/inspectorate>. [Accessed 25th April 2019]

76 Estonian Data Protection Inspectorate, “Statistics”. Available from: <https://www.aki.ee/
en/inspectorate/statistics>. [Accessed 25th April 2019] 

If the reason for accessing the data was badly grounded, the citizen 
can launch a complaint against the accessing party. The complaints 
filed against these parties are sent to the Estonian Data Protection 
Inspectorate (DPI), which protects the data rights of Estonian citizens 
as granted by the country’s Constitution75. 

In the event of unauthorised access to citizens’ data, the Inspectorate 
can take action against the infringing party and levy fines penalties 
and/or impose restrictions – such as removal from the X-tee system. 
In 2018, 462 complaints were submitted to the DPI76. While many 
other EU countries have functional data protection agencies, the 
ability of Estonian citizens to view the exchange of their data makes 
it easy to enlist the inspectorate’s help in protecting one’s personal 
data and in taking action against violating parties.

IMAGE 2 - An Estonian Citizen's View of His Data Usage 

 Source:  
https://joinup.ec.europa.
eu/sites/default/files/
inline-files/3_Opening_
PRESA%20ROZOV.pdf

Put the user in control
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The Estonian Data Protection Inspectorate also takes pro-active 
measures to safeguard Estonia citizens from violations of their data. 
The steps it can take include monitoring and conducting on-the-
spot audits of data holders77. Furthermore, the DPI raises awareness 
of data rights by publishing guidelines for both citizens and data-
accessing entities. Maarja Kirss, the Co-operation Director at DPI, 
explains that while complaints are accepted both in digital and paper 
format, the DPI is working on “developing a self-service setting to 
make communication easier and faster. The lodging of complaints 
and data breach notifications is one of the areas we are looking at”.
 
To facilitate the adoption and acceptance of Estonia’s digital vision, 
the government has focused on boosting transparency and account-
ability. It is not that citizens are asked to trust the government; rather, 
they are provided with information to foster trust itself. “Trusting a 
government and blindly trusting a government are two completely 
different things. Blind trust is where you do not have access to your 
data but still trust the government to use it properly. This is not how it 
works in Estonia. You can trust the government and actors because 
you CAN control your data. This is called the Reverse Big Brother 
principle. This means that you submit data through Big Brother but 
you can hold him accountable” (Tobias Koch). 

Maintaining data integrity  
and security
Estonia has also taken steps to ensure data integrity and prevent abuse 
of the system. Data or information integrity refers to the accuracy of 
data over its lifecycle and is maintained as long as it has not been 
compromised (Boritz, 2005). In line with the GDPR, Estonian citizens 
can access their personal information stored with service providers 
and can request the correction or removal of incorrect information.     

More importantly, stress is placed on maintaining the security and 
integrity of data while it is in transit between X-tee members. Out-
bound data is encrypted and signed digitally before it is placed in 
transit. Upon receipt, the data is authenticated and properly logged78. 
These measures ensure data is fully authenticated and that any un-
authorised data access and/or tampering is detected. 

Estonia became the first country to employ blockchain technology 
at the national level through the use of Estonian-designed KSI79. 
Blockchain also allowed the country to establish irrefutable proof 
than the activity logs recording data exchanges were not tampered 
with. KSI’s effectiveness has been praised by many experts from 
around the world and in 2018, the American telecommunication gi-
ant Verizon decided to employ KSI’s technology to meet the security 
demands of its own customer base80. 

77 Estonian Data Protection Inspectorate, “Statistics”. Available from: <https://www.aki.ee/
en/inspectorate/statistics>. [Accessed 25th April 2019]

78 Embassy of Estonia in Prague, “Estonia’s digital transformation”. Available from: <http://
www.e-konference.eu/sites/default/files/estonias_digital_transformation_-_sten_schwede.
pdf>. [Accessed 25th April 2019]

79 e-estonia, “KSI Blockchain – e-Estonia” Available from: <https://e-estonia.com/solutions/
security-and-safety/ksi-blockchain/>. [Accessed 25th April 2019]

80 RCR Wireless News, “Verizon to deploy blockchain platform based on Guardtime 
technology”. Available from: <https://www.rcrwireless.com/20180215/verizon-to-deploy-
blockchain-platform-based-on-guardtime-technology-tag27>. [Accessed 25th April 2019]

Put the user in control
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The goal of turning Estonia into the world’s leading digital 
society called for greater participation from all walks of life. 
For governmental agencies, working with private entities 
can help them overcome a lack of technical know-how 
— which is a major hurdle to providing digital services 
(Sharma, 2007). Estonia is an intriguing case of powering 
effective e-governance initiatives through collaboration 
between the public and private sectors.

Cross-sector collaboration

81 Quartz, “Estonia is running its country like a tech company”. Available from: <https://
qz.com/1535549/living-on-the-blockchain-is-a-game-changer-for-estonian-citizens/?utm_
source=pocket&utm_medium=email&utm_campaign=pockethits>. [Accessed 25th April 
2019]

82 Skype, “Skype at 10: How an Estonian startup transformed itself (and the world)”. Avail-
able from: <https://www.microsoft.com/en-us/stories/skype/skype-chapter-2-welcome-
to-estonia.aspx>. [Accessed 25th April 2019] 

83 Estonian World, “Skype and the Estonian start-up ecosystem”. Available from: <http://
estonianworld.com/technology/skype-estonian-start-ecosystem/>. [Accessed 25th April 
2019] 

The private sector – a source 
of innovation 

As well as making big investments in digital infrastruc-
ture, the early leaders of post-Soviet Estonia also realised 
that the “The Estonian government needs to work with 
the private sector to secure innovation. The government 
itself does not innovate because that is what the private 
sector does. Rather the government’s role is to facilitate 
innovation and thus help the nation advance” (Tobias 
Koch). Private-sector entities in Estonia showed great 
willingness to do their bit to help the country on its e-
governance journey. Keenly aware of the country’s small 
population, many private-sector leaders saw developing 
a strong digital ecosystem as an excellent goal. In fact, 
the initiative for developing digital identities for Estonians 
was driven by banks and the ICT sector, who told the 
government of the many benefits of such a move, rang-
ing from greater efficiency to cutting fraud81.    

Skype’s success also played a key role in building and 
enhancing Estonia’s digital solutions. Of Skype’s six 
founders, three were Estonian developers and when the 
company gained international fame; its development team 
was operating from Tallinn82. In 2005, Skype was sold to 
eBay for US $2.5 billion. Meanwhile, many Estonian de-
velopers had gained valuable experience in developing 
peer-to-peer technology83. “After [developers] had made 
money in Skype, they went on to work with RIA. They 
brought peer-to-peer technology know-how with them 
and this proved invaluable in planning X-Road, where they 
sought to avoid bottlenecks/gateways and then having 
to interconnect the services directly” (Robert Krimmer). 
The influx of such talent in RIA led the Estonian State to 
blossom into an advanced digital society.
 

Skype – knowledge transfer  
and a success story
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84  Republic of Estonia Information System Authority, “ID-Card and Digi-ID”. Available from: 
<https://www.id.ee/index.php?id=30500>. [Accessed 25th April 2019] 

85 Estonian Association of Information Technology and Telecommunications, “About ITL”. 
Available from: <https://www.itl.ee/index.php?page=181>. [Accessed 25th April 2019]

86 Estonian Association of Information Technology and Telecommunications, “Vision 2030”. 
Available from: <https://www.itl.ee/vision_2030_smart_estonia>. [Accessed 25th April 2019] 

Skype – knowledge transfer  
and a success story

Additionally, as Skype’s founders invested money into emerging 
Estonian start-ups, it created a snowball effect. The country experi-
enced a rise in tech start-ups whose offerings people believed could 
have a major global impact. Private entities are now creating new 
digital services that are consolidating Estonia’s digital supremacy. 
For example, a start-up created a new mobile application called 
Smart-ID, which has modernised the use of digital ID for Estonian 
citizens. Initially, citizens would access e-services online by using 
their digital ID card, which they would plug into a card reader to 
confirm their identity84. While that option remains, Smart-ID lets 
citizens perform the same functions on any smart devices they may 
own from anywhere in the world. Initiatives such as these highlight 
the vital role that Estonian start-ups are playing in improving the 
country’s digital ecosystem with innovative offerings. 

Envisioning the future 
together

Along with their economic interests, there is a strong sense of duty 
among private enterprises that they have to play their part in Estonia’s 
progress. The Estonian Association of Information Technology and 
Telecommunications (ITL) comprises various national and international 
organisations seeking to contribute to Estonia’s digital future while 
collectively promoting their interests85. ITL has publicly released a 
document titled ‘Vision 2030’ that sets out various improvements and 
undertakings that are needed to counter emerging challenges. The 
document provides a route-map for the advancement of Estonia’s 
information society and its citizens from now to 2030. 

Among other things, Estonia’s leaders stress the importance of mak-
ing bold changes in product design, automating the private sector to 
use data in real time, investing in Education to create a smart labour 
force, and the use of artificial intelligence and machine-learning to 
improve State operations86. The Vision 2030 document reveals the 
private sector’s trail-blazing plan for forging an advanced digital 
society. Estonia has received many accolades for its e-governance 
initiatives yet the ITL has no intention of resting upon its laurels and 
instead continues to drive change and further improvements.

As Skype’s founders invested 
money into emerging Estonian 
start-ups, it created a snowball 
effect. The country experienced 
a rise in tech start-ups whose 
offerings people believed could 
have a major global impact

Estonia’s leaders stress the 
importance of making bold changes 
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private sector to use data in real 
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machine-learning to improve State 
operations86
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Replicability and scalability

87 e-estonia, “X-Road”. Available from: <https://e-estonia.com/solutions/interoperability-
services/x-road/>. [Accessed 25th April 2019]

88 e-estonia, “Estonia’s most talented IT people are helping Japan to build a digital society”. 
Available from: <https://e-estonia.com/estonias-most-talented-it-people-are-helping-japan-
to-build-a-digital-society/>. [Accessed 25th April 2019]

89 Nordic Institute of Interoperability Services, “X-Road – the data exchange layer”. Avail-
able from: <https://www.niis.org/data-exchange-layer-x-road>. [Accessed 25th April 2019]

90 This was the first digitally signed international agreement. Nordic Institute of Interoper-
ability Services, “History of the Institute”. Available from: <https://www.niis.org/history>. 
[Accessed 25th April 2019]

91 The source code of X-Road was also published as Open Source. Nordic Institute of 
Interoperability Services, “History of the Institute”. Available from: <https://www.niis.org/
history>. [Accessed 25th April 2019]

92 ERR News, “Finnish digital prescription valid in Estonia from Monday”. Available from: 
<https://news.err.ee/902486/finnish-digital-prescriptions-valid-in-estonia-from-monday>. 
[Accessed 25th April 2019]

93 e-estonia, “Estonia’s EU presidency: digital Europe and the free movement of data”. 
Available from: <https://e-estonia.com/estonias-eu-presidency-digital-europe-and-the-
free-movement-of-data/>. [Accessed 25th April 2019]

From Estonia to beyond

The success of Estonia’s e-governance has not gone 
unnoticed, not least because of the country’s marketing 
efforts. The remarkable efficiency of X-Road, the back-
bone of Estonia’s digital society, has grabbed the world’s 
attention. 

Iceland, Finland, The Faroe Islands, along with non-
European countries such as Namibia, Kyrgyzstan and 
Azerbaijan are just some of the nations that have already 
implemented the X-Road data exchange layer87. There 
are many more countries — including tech giant Japan 
— that plan to use the data exchange layer developed 
by the Estonians in the future88.

The X-Road code is now Open Source and other countries 
can benefit from it to implement their e-governance solu-
tions for free. However, various key requirements must 
be met if the general public is to adopt e-governance 
solutions. Along with digital literacy (which enables users 
to benefit from e-services), the country needs the means 
to ensure transparency and accountability. The trust so 
created needs to be sealed by putting citizens in control 
of their own data. 

Estonia has forged strong bilateral relations with neigh-
bouring Finland and X-Road is also used in the Finnish 
data exchange layer known as Suomi.fi89. In 2013, the 
Prime Ministers of the two countries digitally signed a 
Memorandum of Understanding to work together in en-
abling secure data transfer between them by connecting 
their respective databases90. A formal agreement was 
signed in 2017, forming the Nordic Institute of Interop-
erability Solutions (NIIS), aiming to foster cross-border 
e-governance solutions and to co-operate in develop-
ing the X-Road core91. 

Furthermore, the two countries have made efforts to 
recognise each other’s digital IDs and each country’s 
digital prescriptions are accepted in the other, improving 
citizens’ access to medication92. Such initiatives highlight 
the benefits to be gained from the free movement of data 
across national borders. The Estonian government fore-
sees a day when this will apply throughout the EU, with 
free movement of data among the region’s 28 countries93. 

The Nordic Institute of Interoperability 
Solutions (NIIS) - Cross border  
data exchange

The success of Estonia’s e-governance has 
not gone unnoticed, not least because of the 
country’s marketing efforts. The remarkable 
efficiency of X-Road, the backbone of 
Estonia’s digital society, has grabbed the 
world’s attention 
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94 e-estonia, “Healthcare is changing and technology is changing with it”. Available from: 
<https://e-estonia.com/healthcare-is-changing-and-technology-is-changing-with-it/>. 
[Accessed 25th April 2019]

The need to be brave

Replicating Estonia’s feat of building a digital ecosystem will take 
courage by both those in government and the general public. 
Greater technological reliance brings security challenges such as 
hacks or cyber-attacks. The move towards e-governance may be 
strewn with obstacles but one needs to weigh the benefits against 
the risks. This is precisely what the Estonians did after the 2007 
cyber-attacks. “You will find many Estonians who will say that one 
can never be sure that something like that [the attack on Estonian 
system] will never happen again” (Tobias Koch).    

Next steps for Estonia: Enable the  
use of Health Data

Personal Health data is often classed as extremely sensitive. How-
ever, if used properly, it can yield many benefits through medical 
research. The Estonian health sector is keen to access such infor-
mation, which is not only useful for research but also helps draw 
up better preventive health strategies. The Estonian Healthcare 
4.0 solution aims to facilitate citizens’ data for such purposes even 
though legal and technical barriers currently stop citizens from shar-
ing their information with third parties94. Sander Randorg, a Product 
Owner at RIA who is working on designing a consent management 
platform, lists the benefits of enabling consent-based data sharing 
with private organisations: “The government holds a lot of data, and 
there are quite a lot of private sector companies that can take the 
data and provide innovative services that yield value for customers 
and citizens alike. You give a bit of your data and receive services 
that can dramatically improve your quality of life”.     

Name Position

Robert Krimmer

Jürgen Šuvalov

Tobias Koch

Sander Randorg

Maarja Kirss

e-Governance Professor  
and Estonian resident

Product Owner (X-tee), RIA

Business Engagement Manager,  
e-Estonia Briefing Centre

Product Owners (Personal Data  
Usage Monitor), RIA

Co-operation Director, Estonian Data 
Protection Inspectorate

TABLE 2: List of interviewees and affiliation

We acknowledge the insights provided by the interviewees and are 
grateful for their invaluable contributions:

Interviewees
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2.2 COZY CLOUD

You will stay because  
you can leave” 

Bénjamin André  
CEO and Founder

SOCIAL IMPACT ECONOMIC SUSTAINABILITY INNOVATION TYPE CROSS-SECTOR 
COLLABORATION

REPLICABILITY  
AND SCALABILITY

Cozy Cloud is empower-
ing individuals by allowing 
data decentralisation at the 
individual level by providing 
them with a ‘digital home’, a 
personal cloud in which they 
can store data, and giving 
them greater control and 
more varied use of their data. 
Cozy is a way of using data 
to emancipate rather than to 
manipulate individuals.

Synergetic revenue streams: 
(1) A couple of Venture Capital 
rounds at the beginning; (2) 
Freemium model for users 
(depending on the storage 
needed); (3) Development of 
VRM for companies.

A Personal cloud, user-centred 
enabling unique cross-servic-
es integration and personal 
mash-ups while respecting 
user privacy (no vendor lock-
in and data silos). It offers 
friendly design, and terms and 
conditions to make the cloud 
accessible for all users.

It was incubated by Mozilla. 
Supported by MAIF (insur-
ance sector). A major pilot 
was carried out with FING 
(an advocacy association, in 
English: ‘The Next-Generation 
Internet Foundation’).

The platform is free and 
Open-Source software, al-
lowing self-developed APIs 
for service connections. 

PRIZES, AWARDS,  
MENTIONS

LOCATION FOUNDED USERS

• Bitnami contest, 2015.

• French Innovation Digital 
Contest, 2016.

• Moon-Shot 2040 (17th 
Grand Prix de l’Innovation 
de la Ville de Paris, 2018) 
[17th City of Paris Innova-
tion Prize].

Active mainly in France  
and expanding to other  

European countries.
2012, 

Puteaux  
(Île de France, France).

Over 40,000, 
among those, 62% are  

active on a weekly basis.

“
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Cloud computing emerged as a new information technology para-
digm that promises to revolutionise traditional IT ubiquitous access 
(Hsu, Ray, & Li-Hsieh, 2014). This shift basically implies remote 
storage, placing the information in external servers. These servers 
are owned and operated by Third Parties, and accessed through 
the Internet or any other mean of connection (Gellman, 2009).
 
According to Regalado, “The notion of network-based computing 
dates back to the 1960s but many believe the first use of ’cloud 
computing’ in its modern context occurred on August 9, 2006, when 
then Google CEO Eric Schmidt introduced the term to an industry 
conference”95. Cloud computing may include different services: IaaS 
(Infrastructure as a Service), PaaS (Platform as a Service), SaaS 
(Software as a Service) and NaaS (Network as a Service). The most 
common category and the one of most interest for this case study are  
Platform as a Service (PaaS) and Infrastructure as a Service (IaaS)96.

Since 2007, several big players in the IT sector (Amazon, IBM, Mi-
crosoft) started developing cloud solutions, and new companies 

95 Technology Review, Who Coined ’Cloud Computing’? Available at: 
https://www.technologyreview.com/s/425970/who-coined-cloud-computing/ [Accessed 
26th June 2019]

96 According to the National Institute of Standards of Technology in the US, Cloud Comput-
ing can be defined as “The capability provided to the consumer is to provision processing, 
storage, networks, and other fundamental computing resources where the consumer is 
able to deploy and run arbitrary software, which can include operating systems and ap-
plications. The consumer does not manage or control the underlying cloud infrastructure 
but has control over operating systems, storage, and deployed applications; and possibly 
limited control of select networking components (e.g., host firewalls)”

The origins of Cloud computing

such as Dropbox sprang up, exploiting the fall in storage and pro-
cessing costs as well as better connectivity. Cloud infrastructure 
providers started to offer solutions for business, with start-ups 
and small companies as the early adopters (BSA, 2018). In March 
2012, Gartner released a report claiming that the next big move in 
the PC industry was Cloud Computing (Gartner, 2012). The next 
three years confirmed this trend — no less than 70% of IT market 
growth between 2012 and 2015 stemmed from greater demand for 
Cloud Computing (Brinda & Heric, 2017). By the end of 2018, 26% 
of EU companies with over 10 employees had purchased Cloud 
Computing services (Eurostat, 2018). In France (where Cozy Cloud 

is based), 20% of enterprises use Cloud Computing. The most 
common uses are for e-mailing and communications (69%), stor-
age of files (68%) and office software (shared documents, 53%). 

The relevance of Cloud Computing for individuals is the promise of 
a seamless experience across smart devices. The popularisation 
of such devices means that users now generate greater amounts 
of data, and thus there is a need for more storage. Cozy Cloud 
compares the trend towards offering ‘personal cloud’ services to 
the “personal computers” movement in the 1980s (see Image 3)

Since 2007, several big players in the 
IT sector (Amazon, IBM, Microsoft) 
started developing cloud solutions, 
and new companies such as Dropbox 
sprang up, exploiting the fall in 
storage and processing costs as well 
as better connectivity

IMAGE 3 -Evolution of Personal Cloud paradigm

 Source: infographics offered by Cozy Cloud employees during an interview

In France (where Cozy  
Cloud is based),  

20%  
of enterprises use Cloud Computing. 
The most common uses are for 
e-mailing and communications 
(69%), storage of files (68%)  
and office software (shared 
documents, 53%)
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The ‘personal cloud’ arrived around 2011, generally under Freemi-
um pricing. The next year, Dropbox reached the milestone of over 
100 million users97, mainly on the consumer side around the globe. 
According to Eurostat, in 2017 over one third (35%) of people in 
the EU who had used the Internet within the 3 months prior to the 
survey had used cloud services; this was an 8 per cent rise com-
pared with 2014’98. In France the rise was 27% in the same year.

The Cloud Computing sector is reproducing the dynamics of the 
winner-takes-all scenario, and is highly concentrated and split be-
tween Microsoft, Amazon and IBM. According to the latest data 
available, the ‘The Big Seven’ accounted for over US $76.3 billion99 
in 2017 (see Figure 4)

The benefits for corporations are many, ranging from unlocking 
greater productivity to cutting spending on infrastructure and off-
setting the risks to the provider. At the same time, with Cloud Com-
puting ubiquity a reality, globalising the workforce and advancing 
towards distributed networks of talent is cheaper and quicker (Hsu 
et al., 2014)

97 Tech Crunch, ‘Dropbox is now the Data Fabric’ 
https://techcrunch.com/2012/11/13/dropbox-100-million/ [Accessed 21st June 2019]

98 Eurostat, ‘Digital Economy & Society in the EU’ (2018). Available at 
https://ec.europa.eu/eurostat/cache/infographs/ict/bloc-3b.html [Accessed 21st June 2019]

99  The US short-scale [échelle courte] billion is used throughout (109) rather than the long-
scale [échelle longue] billion (1012) used in Europe and many other parts of the world. 

FIGURE 4 - 2017 Cloud Revenue  
by Company 
(in billions of dollars)

According to Eurostat, 
in 2017 over one third 
(35%) of people in the 
EU who had used the 
Internet within the 3 
months prior to the 
survey had used  
cloud services 

This was an  

8 % 
rise compared with 
2014’ 

In France the rise was  

27%  
in the same year
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Source: Adaptation form a 
Forbes piece100

100 Forbes, ‘Why Microsoft Is 
Ruling The Cloud, IBM Is Matching 
Amazon, And Google Is $15 
Billion Behind’, retrieved from : 
https://www.forbes.com/sites/
bobevans1/2018/02/05/why-
microsoft-is-ruling-the-cloud-ibm-
is-matching-amazon-and-google-is-
15-billion-behind/#69c8bd541dc1
[Accessed 26th June 2019]
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However, Cloud Computing has significant implications for data 
security, data centralisation and the privacy of personal informa-
tion as well as for the confidentiality of business and govern-
mental information. 

The growing use of Cloud Computing has been accompanied by 
a rise in data breaches. Yahoo is the greatest data breach so far. It 
occurred in 2013 and in December 2016 Yahoo CISO, Bob Lord, 
confirmed that: “Based on further analysis of this data by the forensic 
experts, we believe an unauthorised Third Party, in August 2013, 
stole data associated with more than one billion user accounts”101. 
However, the highest profile breach affected iCloud in 2014 and 
was dubbed Celebgate. In it, dozens of female celebrities where 
affected as their accounts have been hacked and very intimate 
photos were publicly posted in 4chan and Reddit social networks. 
An extended debate on privacy concerns, security and misogyny 
on the Internet raged for weeks following the revelations. 

101  For the full blog post, see: https://yahoo.tumblr.com/post/154479236569/important-
security-information-for-yahoo-users [Accessed 21st June 2019]

All in all, consumers are increasingly worried about the security of 
their personal information and the Third Parties who have access to 
it. This, combined with the movement of empowered digital citizens 
and legal frameworks (such as the GDPR), is driving the market for 
privacy-enhancing solutions. Personal Information Management 
Systems (PIMS) represent an evolution in personal clouds. They 
suppose a paradigm change, shifting from a massively distributed 
data model towards an integration of all personal data in a single 
place, controlled and managed by the data subject. Cozy Cloud is 
an example of a PIMS that gives users back control of their data.

Cozy Cloud was started by Benjamin André, a graduate in Computer 
Science at ENSIMAG (a top French Higher Education institution). 
The company was founded in November 2012 with one vision: to 
enable regular users to have a personal cloud that is both priva-
cy-enhancing and easy to use.

The original seed was back in 2007, when André developed his 
own connectors to aggregate bank statements, with everything set 
and running on his own server. With this simple aggregation exer-
cise, he discovered the power of breaking data silos. From these 
bases, he developed the first mock-up of Cozy Cloud. However, 
its architecture was not scalable. He therefore decided to create a 
team and Frank R. joined as the co-founder: “A big part of being 
an entrepreneur is grasping that you cannot do everything yourself. 
You need Interns, partners, freelancers, and to convince clients and 
investors” (Benjamin André, CEO). By February 2013, a core team 
had been set up in Puteaux (Île-de-France).

From the outset, all the development was Open Source. The early 
prototypes were focused on “Cozy, a piece of Open Source software 
that gives you an online address book, calendar, note-taking appli-
cation, task manager, photo gallery, and e-mail backup system, but 
doesn’t force you onto a third-party cloud service. It runs on your 
own computer server” 102, which was a way of interconnecting the 
information without donating one’s data to a Third Party. As Benjamin 

102  WIRED, ‘Two Frenchmen Help You Quantify Yourself (Without Selling Your Soul)’. Avail-
able at https://www.wired.com/2013/09/cozy-cloud/ [Accessed 21st June 2019]

The rise of Cozy Cloud

The company was founded in  

November 2012  
with one vision:  
to enable regular users to have a 
personal cloud that is both privacy-
enhancing and easy to use
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explained in an interview for Redecentralise: “To illustrate the fact 
that your apps are sharing your data — I like the note-taking app, 
because usually in a note-taking app you can only add text. Here [at 
Cozy] your notes can access your contact list, so you can have an 
auto-completion [function] on your contact meaning that you can 
insert a reference to any of your contacts. And you could tag your 
photo with the same contact, because in any app your contact will 
be the same everywhere — you don’t have the contacts of Gmail 
and the contacts of Facebook”103. 

The second release in 2013 was the Open Bank Manager, as an 
alternative to Mint inspired in the first aggregators, back in 2007. 
In December 2014 the core apps of Cozy reached version 1.0, and 
version 2.0 in June 2015. In 2016 they launched their first use case 
that was available and usable for lay users: Cozy Drive. It was really 

103 Interview with Bénjamin André for Redecentralise, in 2014. Available at https://redecentralize.org/interviews/2014/01/30/11-benjamin-cozycloud.html#! [Accessed 21st June 2019]

104 European Commission, ‘2018 reform of EU data protection rules’. Available at https://ec.europa.eu/commission/priorities/justice-and-fundamental-rights/data-protection/2018-reform-
eu-data-protection-rules_en [Accessed 21st June 2019]

similar to Dropbox, offering storage in a single space and synchro-
nisation across devices.

However, the use case was not adding any value and they started 
to explore how data integration could be the path to follow. The 
EU’s General Data Protection Regulation (GDPR) was passed in 
April 2016 and it was expected to come into force in May 2018104. 
At the time, Céline Steyer, Cozy’s Engagement and Brand Leader 
stated, “Considering that companies have to comply with GDPR 
before May 2018, Cozy wants to play a role in that. Many institu-
tions have to create APIs (Application Programming Interfaces) 
and open up access to user data. While big tech companies are 
probably going to take advantage of those APIs to grab even more 
personal data, Cozy thinks that big French companies should also 
provide Cozy integrations to compete with tech giants”.

“Cozy wants to allow decentralisation at the level of the individual 
by making a digital home, a personal cloud available in which the 
user can gather all his or her data to have more uses and gain con-
trol without ever having to worry about digital privacy” (Benjamin 
André, CEO).

The current service was publicly launched on the 25th of January 
2018, with great stress on privacy. It grabbed the attention of several 
specialised magazines: “The start-up first launched a Dropbox-like 
competitor to store, synchronise and share all your files. Now, the 
company wants to go one step further and create an ecosystem 
of Open-Source services that respect your privacy”105.
The system constitutes a private and customisable environment, a 
PIMS106 accessible from any device. In addition to storage space 
(like Dropbox), users have access to easy-to-use applications to 
automatically manage and organise their data. “You can aggregate 
your data there, you can check your invoices from there. Take the 
bank aggregator for instance: you see all your bank accounts to-
gether”. This is what Benjamin had discovered early on that doing 
away with fragmentation in silos empowers users by putting all the 
pieces back together. 

105 TechCrunch, ‘Cozy is building a personal cloud service that respects your privacy’ 
Available at https://techcrunch.com/2018/01/25/cozy-is-building-a-personal-cloud-ser-
vice-that-respects-your-privacy/ [Accessed 26th June 2019]

106 PIMS stands for “Personal Information Management System”

A digital home“Cozy wants to allow decentralisation 
at the level of the individual by 
making a digital home, a personal 
cloud available in which the user can 
gather all his or her data to have more 
uses and gain control without ever having 
to worry about digital privacy” 

Benjamin André, CEO

“Considering that companies have to comply with GDPR before 
May 2018, Cozy wants to play a role in that. Many institutions have 
to create APIs (Application Programming Interfaces) and open up 
access to user data. While big tech companies are probably going 
to take advantage of those APIs to grab even more personal data, 
Cozy thinks that big French companies should also provide Cozy 
integrations to compete with tech giants”

Céline Steyer, Brand Leader
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Cozy Cloud is openly against GAFA corporations (Google, Amazon, 
Facebook, Apple). All these major platforms collect personal data, 
and according to Benjamin “This creates a problem with the data 
architecture as it is too centralised”. This centralisation not only 
stems from the fact that data is kept in few hands but also that the 
same service provider exerts the role of editor (service design and 
execution) and host (data storage). 

At the same time, the Cozy team states that all pre-digital business 
are threatened by GAFA and that competitive advantage basically 
been linked to so-called data extractivism107 and to surveillance 
practices, giving companies inside knowledge of customers of 
pre-digital services and thus enabling to disrupt many sectors (see 
Image 4). 

There are different models for approaching the data issue; they 
mention the “Chinese model versus the US model, and probably 
a European approach”. Benjamin claims that “All this needs to be 
rebalanced. We do not want to reverse anything, just rebalance the 
symmetry that has been broken between individuals and platforms”. 

107 Term coined by Evgeny Morozov. “Will tech giants move on from the internet, now we’ve 
all been harvested?”, Available from: 
https://www.theguardian.com/technology/2018/jan/28/morozov-artificial-intelligence-
data-technology-online 
[Accessed 6th May 2019]

AntiGAFA narrative to take control back

Centralisation not only stems from the fact that data is kept in few 
hands but also that the same service provider exerts the role of 
editor (service design and execution) and host (data storage)

IMAGE 4 -Disrupting all industries
 Source: “Gafanomics”108

108 Fabernobel Innovate, Gafanomics. New Economy, New 
Rules, 2018. Available from:
https://innovate.fabernovel.com/en/case/gafanomics-
new-economy-new-rules
(Slide 11). [6th May 2019]

What they want to create at Cozy is “a new 
paradigm beyond data monetisation and 
corporate surveillance by empowering indi-
viduals so that these can gain control over 
their data”. Thus, Cozy is “a solution where 
the individual can take control through free 
software, self-hosting and data protection” 
(Céline Steyer).

For Benjamin, the digital ethics means “align-
ing the interest of the service provider with 
the interest of the users”. This boils down to 
individuals taking back control of their data, 
becoming their own data managers, without 
an economic exchange or any financial re-
ward. They are also promoting the benefits 
of personal data management: “You can 
both comply with GDPR and break up silos, 
giving you a much more fluid, insightful view 
of your own data”. Accordingly, they see 
the new right to data portability as a way to 
break these silos and ‘vendor lock-in’, which 
is the term used in Economics to describe 
corporate practices that make customers 
dependent on a product or service such that 
switching to another vendor implies incurring 
major costs and overcoming high barriers. 
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Social impact
Privacy concerns regarding digital services have grown over the 
last few years but scandals such as the Cambridge Analytica one 
have made users warier of certain online services. This trend clearly 
mirrors Cozy’s AntiGAFA positioning and it is no coincidence that 
the company saw a 20% surge in users in the aftermath of the 
Cambridge Analytica scandal. As Céline admits, “[Cambridge Ana-
lytica] was a big day to us. This and other scandals help to speed 
up market maturation in adopting ethical digital services that re-
spect users’ privacy”.
 
Cozy Cloud plays an important role in democratising privacy-
enhancing personal clouds by making them accessible, afford-
able and easy to use. “In early 2000, infrastructure was expensive, 
so we had to rely on web servers. But today the infrastructure has 
become cheap, making it easier to mutualise” (Benjamin André, 
CEO). This is reflected in their storyline as well: Cozy’s prototypes 
and releases up until 2016 were meant to be self-hosted, which 
limited adoption to ‘geeks’. However, with the public release in 
2018, users can now choose between self-hosting and using Cozy’s 
external servers. 

Anyone can easily set up a free account in a few simple steps109. 
Currently, the Personal Cloud (or ‘Digital Home’ as they call it) in-
cludes the following main functions: 

109  See https://manager.cozycloud.cc/cozy/create?lang=en 

Cozy Banks 
The bank aggregator allows 
users to have all their bank 
accounts in one place, get 
a comprehensive overview 
of all expenses, automatic 
categorisation of the ex-

110 “Cozy Cloud is a French company that develops Cozy Banks and our servers are also hosted in France by OVH • We use the technology of our pro-
vider Budget Insight • As safe as your bank’s website • Your credentials and connections are always protected (encrypted) • Cozy Banks is dedicated 
for read-only, no payment order or wire transfers are possible Read more about Security: https://help.cozy.io/category/93-security”, retrieved from the 
personal dashboard front page. 

penses (income, leisure, 
health, rent, etc.), with the 
data being as secure as 
with the bank110. 

Cozy Drive 
for file storage and sharing.

Cozy Photos 
Photo storage with a timeline 
of all the memories; organ-
isation of photos through 
albums, and album-sharing 
with just a link.

Cozy Store 
the user can decide which 
connectors to use and get 
them for the ‘Cozy Store‘, 
which is inspired by An-
droids’ PlayStore.

IMAGE 5 - 

Screenshot of the 
Welcome Page, 
after profile set 
up to start using 
the service
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Looking back on the first year and a half since it went 
live, Cozy now has a desktop version plus mobile ver-
sion for IOS and Android. Right now, over 110 brands111 
can be connected via APIs112, meaning that personal 
data can be directly imported from the service provid-
er to one’s Cozy Cloud space. Translated into users, 
there are over 40,000 individual users (62% of whom 
are active weekly)113. 

In addition to service provision, Cozy Cloud’s value 
proposition embraces ethical issues and advocates a 
digital economy in which individuals are emancipated. 
The most basic form of emancipation is to use Cozy 
Cloud for storage and data aggregation using the APIs 
that have been developed so far. The second approach 
is to become a user-developer and build one’s own APIs, 
and even to self-host on one’s own private servers. 

111 These include: Banking services (more than 25 French and International 
banks); 8 energy providers; 4 internet service providers; 10 insurance 
companies; 15 online services (from food delivery to streaming services); 
A couple of press agencies; 4 public services connections; 20 shopping 
brands; 4 telecoms; 12 transportation and travelling companies; others 
services (NGOs, e-ticketing and alike)

112 Technically, there are API Access but also scraping (simulate user actions 
when API is not available from the vendor). 

113 Information provided in the course of many interviews, last in March 2019

The early adopters of Cozy Cloud were in fact other 
developers approaching them for either their shared 
cosmovision or their willingness to contribute by devel-
oping their own APIs. According to Frank, the former 
CTO of the company, “We needed time to manage the 
contributions from the community. However the Com-
munity is a strong asset: they voted for us in contests, 
even when they did not understand what we were asking 
them to do. We were able to mobilise the community 
pretty easily”. As Paul Tran-Van (Data Scientist and Head 
of R&D) put it, “We invite everyone to not only build 
the platform but also to join a community that shares 
antiGAFA narratives and wants to create alternatives”. 
Here, he was referring to the fact that Cozy brought 
together a group of developers with a great sense 
of belonging and mutual trust and who were mainly 
attracted by the decentralisation narrative.
 
An initial community of voluntary developers was very 
active between 2013 and 2015 on Github114. As soon as 
people started to work on the product, they launched 
an official repository at https://github.com/cozy/. From 
Cozy Cloud they were even promoting the interaction 
between volunteers as a networking space. Around 
2016, after realising that one of the biggest barriers to 

114 Interview with Bénjamin André for Redecentralize, in 2014. 
Available at https://redecentralize.org/interviews/2014/01/30/11-
benjamin-cozycloud.html [Accessed 21st June 2019]

IMAGE 6 - Screenshot of the Cozy Store,  
where the different connectors can be set up

Developer’s community

Cozy Cloud’s value proposition 
embraces ethical issues and 
advocates a digital economy 
in which individuals are 
emancipated. The most basic 
form of emancipation is to use 
Cozy Cloud for storage and data 

aggregation using the APIs that 
have been developed so far. The 
second approach is to become a 
user-developer and build one’s 
own APIs, and even to self-host on 
one’s own private servers
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open contributions was fear of damaging the platform core, they 
developed the ‘konnectors’ space: https://github.com/konnectors/. 
In this case the action perimeter is smaller and contributors feel 
more comfortable and less worried about causing damage. ”Here 
the perimeter is smaller so it was more comfortable; it meant less 
work for them and less pressure. In the end, they were volunteer-
ing, and after this change, people contributed even more” (F. R., 
former co-founder).
 
Today, 80% of konnectors are developed by Cozy Cloud and some 
are offered by other developers who have built the API for con-
necting both services. Contributions are publicly acknowledged 
and documentation available so it is easy to see which connector 
has been developed by an external contributor. Under the service 
name, there is a ‘By ...’ attribution, which shows either ‘Cozy Cloud’ 
or the developer’s name, as applicable (see Image 7)

They also have a forum page where they can post questions and 
comments to the tech team and the community of contributors: 
https://forum.cozy.io/. Today, there are 4 site administrators, 13 
moderators (both Cozy developers and Cozy team members), and 
there is a person in charge of support, who answers most of the 
questions (which are typically on the aspects covering and what is 
being worked on). 

IMAGE 7 - Example of services available at Cozy  
Story in Public Services category

During the interviews, we asked three users for their opinions of 
and perspectives on Cozy Cloud115. They have been using Cozy 
Cloud for between 15 months and 4 years. Word-of-mouth is the 
commonest way of hearing of the product (something that reflects 
the company’s organic growth strategy). Only one of the users had 
heard of Cozy through social media. They use it for personal and 
professional matters and the most frequent functionalities are stor-
age (Drive and Photos), synchronisation across devices and, to a 
lesser extent, the Bank Aggregator. The reasons for using Cozy 
all revolve around privacy and convenience: 

115 The survey was sent by e-mail through the UI design leader to a group of frequent test 
users, so the sample is positively biased. All three are male, living in Paris or close to it and 
aged between 28 and 41. 

User’s voice:

User 1

The product is fun, convenient 
and respects private life better 
than some big groups of Cloud 
solutions.
In addition, the ability to send 
invoices directly to the cloud is 
very convenient. 

User 2

To replace the use I made of 
Dropbox, to ensure that my files 
and data are not exploited 

User 3

The concept perfectly meets my 
concerns

TABLE 3 -  Motivations to use Cozy Cloud

Do you use it 
because…
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Financial sustainability
Regarding privacy, all three users were concerned about 
keeping their personal information out of sight of the 
GAFA corporations. When asked about their feeling of 
empowerment since they began using Cozy Cloud, two 
users confirmed that they could manage and understand 
the permissions for their data, and one of the users felt 
more trust than empowerment “I trust Cozy Cloud to 
respect my privacy more than I feel I have control”.

In their opinion, the tool is easy to use and accessible 
to anyone with minimum digital skills. They consider 
the clean, easy, intuitive interface to be a big plus. The 

116 For details and calculations, see the inception paper (Schneider, Berent, Thomas, & Krosnick, 2007).

connectors they most value are the ones allowing them 
to automatically retrieve data. All three users have rec-
ommended the tool to their friends and acquaintances. 
An external source of recommendations is Net Promoter 
Score, a standardised indicator to measure client satis-
faction and loyalty116. In 2015, Cozy obtained a score of 
23, almost as high as that of Dropbox, which scored 25 
(according to the interviewees). Besides, social proof is 
also measured in user’s ratings: according to their front 
pages, their scores in both IOS and Android indicate 
that mean satisfaction levels are 4.7 out of 5.  

The seeds of Cozy Cloud were sown when the former employer 
of Benjamin André (CEO and Founder) offered him to fund him for 
two years so that he could develop his own company117. This was 
followed by another year of funding by a Business Angel for unem-
ployed people. As a result, he was able to develop a proof of con-
cept for over 3 years at a time when the market was still immature.

117  Between 2008 and 2011 he worked as the IT Head of optimisation applications for re-
fining activities at TOTAL (oil company).

“I trust Cozy Cloud to respect my 
privacy more than I feel  
I have control”
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In keeping with Cozy Cloud’s mission and ambition, the company’s business model does 
not rely on data monetisation and the firm is not encouraging people to trade their own 
data. So far, Cozy has developed three parallel income streams, identified as “three syn-
ergetic business models”:

TABLE 4 - Funding rounds  
of Cozy Cloud

Date Leading investor Amount

 Source: Interviews and 
corporate documents

Business Model

IMAGE 8 - Evolution of Personal Cloud paradigm

 Source: slide deck shared by Cozy Cloud Interviewees

March 2014 EIT Seed Round

 Digital Accelerator

June 2014 Innovacom118 €1.1m
 Seed4Soft

June 2016 Innovacom €1m

 MAIF119 €3M

TOTAL   €5.2m

118 Innovacom is a Paris-based venture capital firm that focuses on investments in telecom-
munication and information technology start-ups. 

119 MAIF offers liability insurance to its residents who are unable to obtain automobile insur-
ance in the private market. This capital investment was made through MAIF Avenir.

Growth Milestones

In July 2013, Cozy Cloud was selected for 
the LeWeb competition and joined Mozilla 
Web FWD Acceleration programme, which 
culminated in Version 1.0 being presented in 
November 2013. The first round of funding 
arrived only 6 months later, and as of today 
the company has raised over €5 million in 
three venture rounds (see Table 4)

The Cozy Cloud testbed results were prom-
ising and Innovacom seized the opportunity 
straightaway: “When Benjamin André came to 
us with his Open Source platform project for 
revolutionising personal data management, 
we appreciated the real added value of his 
solution. By allowing individuals to manage 
their own server to process, synchronise 
and host their data from all terminals includ-
ing connected objects, Cozy Cloud offers 
them a true digital home. It gives them back 
control over this data scattered among the 
various social networks, messaging and 
other services offered by GAFA (Google, 
Amazon, Facebook, Apple)”120 Jérôme Faul, 
Managing Partner at Innovacom.

120 This quotation was retrieved from:  
http://innovacom.com/company/cosy-cloud/?lang=en 
[Accessed 23rd March 2019]
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For consumers: FREEMIUM
 
For end-users, they offer freemium options, 
depending on storage needs. Up to 5GB 
is completely free (and they state that this 
will be ‘free for life’). The price for the next 
band up to 50GB is €2.99 per month, and 
for the nextW band up to 1000GB, €9.99 
per month. All three options allow:

Data retrieval from suppliers with Cozy 
Collect

Use with all applications (Banks, store, pho-
tos, documents and those to come)

Synchronisation, saving, and sharing of the 
stored documents across all devices

For Businesses: White Label  
and VRM Operator

The White Label is corporate-oriented. This 
revenue stream empowers service opera-
tors to pursue digital transformation beyond 
their boundaries to forge trust with their 
consumers.

The third business model is based on the 
‘VRM New Generation’ (see Image 9), which 
stands for Vendor Relationship Management 
New Generation121. According to the com-
petition landscape they have identified, this 
business model maximises cross-fertilisation 
of digital services while respecting privacy 
and offering control to users. In Image 9 they 
depict their position compared to other on-
line service providers in the digital market: 
the horizontal axis represents advertising 
‘business as usual’ versus privacy respect 
and control; while the vertical axis covers 
governance (from centralised to more hori-
zontal networked models):

121  VRM is the counterpart of the Customer Relationship 
Management (CRM), as VRM focuses on “making the cus-
tomer a fully-empowered actor in the marketplace, rather 
than one whose power in many cases is dependent on ex-
clusive relationships with vendors, by coerced agreement 
provided entirely by those vendors” (Searls, 2009).

According to Paul Tran-Van, this is a move towards the European Digital Single Market Strategy, in particular “of-
fering pre-digital companies a new field of expression that is beyond the reach of GAFA, for relevant interactions. 
This re-invents the customer relationship in the era of GDPR with innovative, privacy-friendly services”.

IMAGE 9 - Competition models compared to Cozy Cloud

 Source: slide deck shared by Cozy Cloud Interviewees

According to the competition 
landscape they have identified, 
this business model maximises 
cross-fertilisation of digital 
services while respecting privacy 
and offering control to users

COZY CLOUD

64



COZY CLOUD1

PA
R

T

2

PA
R

T

2.1

PA
R

T

2.2

PA
R

T

2.3

PA
R

T

3

PA
R

T

4

PA
R

T

The company mainly relies on organic growth, which comes from 
word-of-mouth. At the same time, the developers’ community not 
only provides a broad base of contributors but also spreads the 
word further afield. As the company has become better known, its 
developers have also been covered in Press articles122.
 
After the Cozy Cloud launch in January 2018, one of the things 
driving its success was the Cambridge Analytica/Facebook scan-
dal and the misuse of users’ data for political ends. The scandal 
broke in March when a whistleblower revealed the sordid details123. 
This sparked wide social debate, boosting the privacy concerns 
of social media users. Cozy Cloud further stressed its antiGAFA 
narrative (which in fact reflected the company’s stance from the 
outset). The upshot was a 10% rise in the number of Cozy Cloud 
users in a matter of days.

The EU’s General Data Protection Regulation (GDPR) came into force 
just two months after the Cambridge Analytica/Facebook revelations 
and Mark Zuckerberg’s apologies in the US Congress. One of the 
most commented upon and innovative rights in the GDPR is the 
concept of data portability, which runs counter to vendors’ lock-in 
practices. In this respect, the GDPR should not only foster digital 
citizens’ independence but also lower the barriers to competition. 
This approach is part of the EU’s plans for a single digital market.

122 From general and specialised media such as Wired or TechCrunch, see a comprehensive 
list at https://cozy.io/en/ 

123 The Straits Times ‘Christopher Wylie: The whistleblower in the Cambridge Analytica 
scandal’, available at: http://www.straitstimes.com/world/united-states/christopher-wy-
lie-the-whistleblower-in-the-cambridge-analytica-scandal [Accessed 26th June 2019]

Cozy Cloud does not publish financial data 
given that it is not publicly-listed. Its yearly 
turnover has not been disclosed by the 
company either.

Growth Strategy and success drivers

After the Cozy Cloud launch in 
January 2018, one of the things 
driving its success was the 
Cambridge Analytica/Facebook 
scandal and the misuse of users’ 
data for political ends

Cozy Cloud further stressed its 
antiGAFA narrative (which in fact 
reflected the company’s stance 
from the outset). The upshot was 
a 10% rise in the number of Cozy 
Cloud users in a matter of days

Company Value

  

Cozy Cloud empowers individuals by giving them greater control 
over their own personal data as part of an Open Innovation ap-
proach. The platform’s backbone can be found at Github and is 
FOSS (Free/Open-Source Software). This dispenses with the ‘black 
box’ found in proprietary products. Thus in Cozy Cloud’s case (as 
with all Open Innovation projects), the code is open for inspection 
and can thus be examined and audited by experts (or in indeed, 
by anyone else). 

Innovation type

“Digital sovereignty should not only  
be for geeks”  

Benjamin André, CEO
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From the outset, Cozy Cloud has transitioned from an expert-only 
platform towards a service for lay citizens and pre-digital organ-
isations. Any innovation it proposes revolves around the axis of 
empowerment and privacy. It is particularly interested in enabling a 
Privacy-Enhancing ecosystem within its PIMS, which by definition 
“holds the promise of a Privacy-by-Design storage and comput-
ing platform where each individual can gather a complete digital 
environment in one place and share it with applications and users 
under their control” (Tran-Van, Anciaux, & Pucheral, 2017)124. 

Cozy Cloud has also taken advantage of two broader social trends: 
legislation (i.e. GDPR enforcement), and the rise of Smart Disclo-
sure125 initiatives in the context of Personal Information Management 
Systems. Various industries have begun to lead consortiums in the 
PIMS direction: Blue Button (US, health records); Green Button (US, 
electricity), MiData in the UK, and MesInfos — a French initiative 
that Cozy Cloud has partnered with126. 

124 Cozy Cloud is a commercial response to this, as well as ownCloud or SeaFile among 
others.

125 Initiated in the field of behavioural economics and based on the principle of offering 
complex information to consumers in ways that are enabling them to make informed de-
cisions (Pappalardo, 2012).

126 See the pilot project run together with MesInfos in “Cross-sectoral collaborations” section.

From the outset, Cozy Cloud 
has transitioned from an 
expert-only platform towards a 
service for lay citizens and pre-
digital organisations

IMAGE 10 -Screenshot of user-
friendly Terms and Conditions

 Source: slide deck 
shared by Cozy Cloud 
Interviewees
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Cozy offers a user-centred solution ’by design’ (Claire Swierkow-
ski, User Interface and User Experience Designer), allowing every 
user to choose his host, which may be Cozy or any other reputable 
Third Party offering hosting services, while the user can self-host 
as well (Céline Steyer).

This approach is making the service available to anyone, regardless 
of their level of expertise. Some members of the community are 
willing to develop their own applications, import data from other 
providers, and to develop new connectors based on the platform, 
or to install their own service. 

The platform’s usability and interfaces are based on user-centred 
design that furnishes a ‘digital home’ that is simple, intuitive, visual, 
and user-friendly. The same spirit is reflected in Cozy’s ‘Terms and 
Conditions’, which in the IT industry tend to run to many pages, 
be stuffed with impenetrable legalise and be written with fiendish 
intent. Cozy Cloud has solved this by first proffering a short, us-
er-friendly version of the Terms and Condition, following this up 
with the formal, legally-binding version127.

The process of setting up the profile is also a gentle introductory 
stroll through the Terms and Conditions/EULA (End-Users License 
Agreement) (see screenshot below). The company clearly makes 
an effort to be transparent on what users are letting themselves 
in for. The three aspects on the upper row cover users’ rights and 
duties, while the bottom three concern Cozy. 

127 Downloadable from here: https://files.cozycloud.cc/CGU-20171211.pdf 

As well as trying to make the Terms and Conditions self-explan-
atory, they have also been working on the transparency label for 
marketplace applications. They seek to clarify sub-contractors’ 
undertakings regarding disclosed personal data, where the users 
have the right to accept or refuse which data is required and for 
what purpose. Imagine you want to synchronise the information of 
the contacts you have on your Google account. Before the instal-
lation, a disclosure pop-up warns:

 Cozy will not share your information (it is encrypted and 
securely stored and is not part of the Cozy business model)

  Which types of data you are disclosing to connect to the 
service, with an icon per category, and an indication of the 
purpose. 

Democratising the use of personal cloud

Some members of the 
community are willing 
to develop their own 
applications, import data 
from other providers, 
and to develop new 
connectors based on the 
platform, or to install 
their own service 

Cozy Cloud has solved 
this by first proffering 
a short, user-friendly 
version of the Terms and 
Condition, following 
this up with the formal, 
legally-binding version

Cozy undertakes to never monetise users’ data and is wholly op-
posed to ‘vendor lock-in’ practices. The company has created 
marketing conditions in keeping with users’ interests: “We have 
taken into account your new rights, your data is yours for life and 
you can change the web hosting provider at any time. Being able 
to leave the service whenever you want is true empowerment” 
(Benjamin André, CEO).
 
In the company’s view, the most important breakthrough in the 
GDPR is the article on data portability, “because companies have 
to pack your data and send it directly to another provider, taking 
power away from the corporation and giving it back  to the user” 
(Benjamin André, CEO).

The firm is also working on secure ways to foster data-sharing 
among individuals, using their personal cloud or PIMS. In particular, 
it is pioneering a Share What You See With Who You Know frame-
work (SWYSWWY), considered as a ‘new way for the individual to 
intuitively share personal data and grasp the real effects of their 
sharing policies’ (Tran-Van, Anciaux, & Pucheral, 2018). 

Data portability at the core

Cozy undertakes to never monetise users’ data and 
is wholly opposed to ‘vendor lock-in’ practices. 
The company has created marketing conditions in 
keeping with users’ interests 
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IMAGE 11 - Cozy Banks aggregates all the financial information 
from different accounts

 Source: slide deck shared by Cozy Cloud Interviewees

Now that APIs are regulated by the GDPR, 
interoperability standards are progressing 
faster. These connectors [APIs - Application 
Programming Interface] are the building 

blocks from which the platform’s core is 
built. They allow data to be gathered from 
the various services

The asymmetric practices underlying vendor lock-in have 
spawned data silos. When the company first released 
the Open Bank Manager in 2013, APIs were rare and 
there were no backdoors. F.R. explained that the only 
way to retrieve data from banking sites was to rely on 
Weboob (Web Outside of Browser)128.

Now that APIs are regulated by the GDPR, interoper-
ability standards are progressing faster. These connec-
tors [APIs - Application Programming Interface] are the 
building blocks from which the platform’s core is built. 
They allow data to be gathered from the various services. 
All these data are initially separated and placed in silos 
(which means they are not interconnected). However, 
once the personal cloud is based on the individual and 

128  WIRED, ‘‘Quantified Self’ Movement Now Lets You Track Your Money Too’, available at https://www.wired.com/2013/12/open-bank-manager/ [Ac-
cessed 26th June 2019]

129 Intervention at Ouishare LabCamp, by T. N. (December 2015): https://www.youtube.com/watch?v=lwRBsRvfRTo 

everything is stored in a single space, those silos are 
broken. The power of data aggregation first occurred 
to Benjamin when he developed his first bank aggrega-
tors, which later grew into Cozy Banks (see Image 11)

Later on, in a published presentation by T. N. (Former 
Chief Product Officer), he stressed the need go beyond 
silos given that the value proposal is grounded on data 
aggregation, and in T.N.’s terms, moving “towards data 
remix”129. This is another layer of empowerment, where 
individuals can make data-driven decisions based 
on a wider picture of their personal lives thanks to 
this central storage place. 

Breaking data silos and promoting data 
aggregation
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The first connected service was developed for Le Groupe 
la Poste, the public institution for postal services130. Based 
on the know-how generated through creation of the plat-
form and development of the connectors, Cozy built an 
internal solution for them in 2014. 

In 2015, EDF (Electricité de France, which is mainly owned 
by the State) started using the Cozy platform in an at-
tempt to improve its customer relations. This collabora-
tion started the journey on the path towards the Vendor 
Relationship Management revenue stream model.

From 2013 to 2015, they also partnered with the Institut 
National de Recherche en Informatique et en Automatique 
(INRIA), which stands for the French National Research 
Institute for Digital Sciences. INRIA developed ‘PlugDB’ 
and partnered with Cozy Cloud for testbed. The objective 
of this bilateral contract was to secure the Cozy platform 
by integrating PlugDB in its core131. 

130 It was originally created in 1879 under the name of PTT (Post, Telegraph and Telephone), and later, in 1991 was divided into France Télécom (today Or-
ange) and La Poste, which became an autonomous public company. Since 2010, it is a Public Limited Company (PLC) that is wholly publicly owned. More 
information at https://www.groupelaposte.com/en/about-us 

131 PlugDB will act as a doorkeeper for the whole individual dataspace by managing the files’ metadata, the access control rules defined on these metadata, the 
decryption keys and the user/application authentication. Information retrieved from: https://team.inria.fr/petrus/cozycloud-bilateral-contract-dec-2013-nov-2015/ 
[Accessed 26th June 2019]

132 Information retrieved from: https://www.ovh.com/ca/en/about-us/ [Accessed 26th June 2019]

133 For further information see: https://help.cozy.io/article/251-where-are-your-servors-hosted [Accessed 26th June 2019]

As of April 2019, Cozy Cloud has signed agreements 
with over 100 organisations and companies to retrieve 
data from their premises to store them in users’ personal 
clouds. The key clause in the agreement is that individu-
als can get their information back through the API but 
companies cannot get access to the stored information. 
Cozy Cloud’s main strategic partners include OVH, Or-
ange, MAIF, Gandi.net and FING. All these collaborations 
have helped further develop the platform and consolidate 
the company.
 
OVH is the largest hosting company in France and one of 
the world’s biggest132. It has long advocated encryption, 
privacy and security in hosting (something that can be 
appreciated by the fact that WikiLeaks chose OVH as its 
hosting provider back in 2010). Today, most Cozy Cloud 
servers and all the personal clouds are hosted in loca-
tions in France that are both well-protected and owned 
by OVH133.

  

Cozy Cloud is a flexible company and the product is the result of 
the joint efforts of employees and the community. By its very nature, 
the firm is wholly built on partnerships with Third Parties.

Cross-sector collaboration

Government support Partners on the private sector

COZY CLOUD

69



COZY CLOUD1

PA
R

T

2

PA
R

T

2.1

PA
R

T

2.2

PA
R

T

2.3

PA
R

T

3

PA
R

T

4

PA
R

T

Orange’s support was key in boosting the firm’s business and 
taking the project even further. Cozy Cloud was part of ‘Open the 
Box’, a collaborative project between major corporations (including 
Orange) that focused on the smart home134.

In 2016 MAIF, became the biggest investor in the company and is 
now also partnering in building new use cases of privacy-enhancing 
data functionalities in the insurance sector. 

Earlier the same year, Cozy Cloud and Gandi announced their 
partnership to come up with commercial offerings to democra-
tise the personal Cloud. Having received funding from the BPI 
[Banque Publique d’Investissement — a French public investment 
bank]135 mainly for adapting a platform from a self-hosting model 
to a shared hosting model. This project won the French Innova-
tion Digital Contest.

134  Information retrieved from: https://startup.orange.com/en/start_up/cozy-cloud-2/ [Ac-
cessed 26th June 2019]

135 NEXTINPACT, ‘Comment Cozy Cloud et Gandi veulent démocratiser le cloud personnel’, 
available at: https://www.nextinpact.com/news/98415-comment-cozy-cloud-et-gandi-
veulent-democratiser-cloud-personnel.htm [Accessed 26th June 2019]

Last but not least, Cozy Cloud’s partnership with FING association 
stands out in terms of digital empowerment. FING is “The Next-
Generation Internet Foundation”136. Since 2013, this association has 
been advocating individuals’ production, exploitation, sharing, and 
control of their personal data for their own purposes. Their main 
goal is to restore information symmetry, persuading organisations 
to return the personal data they hold to their customers and users. 
This is what FING calls ‘Self-Data’. The association is the French 
Chapter of MyData137. 

Cozy Cloud was invited to participate in Mesinfos (my informa-
tion), a multi-stakeholder project led by FING to make progress 
in the Self-Data field, moving from “paper and experiments into 
reality”138. The aim of this pilot was to “gather organisations hold-
ing personal data, platforms/personal clouds, a territory, and an 
innovation ecosystem to pave the way for a concrete Self-Data 
world (in which organisations give back data to their clients, and 
without time limits)’. 

136  FING is an association under French Law (Loi du 1er juillet 1901 relative au contrat 
d’association), and is funded by Le Groupe La Poste, Orange, Région Provence – Alpes – 
Côte d’Azur, and Caisse des Dépôts Groupe. For more information, visit: 
http://fing.org/?lang=fr

137 The MyData movement was launched by Aalto University and Open Knowledge Finland 
in 2016. Now it has become a European community (with an eponymous annual event). 
Retrieved from http://mesinfos.fing.org/wp-content/uploads/2016/06/charte_selfdata_fr.pdf. 
MyData is also one of the short cases in Part III of this publication. 

138 For further information on this project, visit their site (English version): 
http://mesinfos.fing.org/english/. The Self-Data Charter section is of special interest.

The project ran for two years between 2016 and 2018, with over 
2000 participants. Each tester got a Cozy Cloud personal space 
(courtesy of MAIF). The data came from two sources: (1) from testers, 
who were able to store photos, files and calendars among other 
documents; (2) from service providers drawn from various sectors 
(Insurance, Energy, Telecom)139. The service providers directly sent 
the data to the corresponding users’ Cozy Cloud accounts. Individ-
uals had control over the information being transferred and stored 
at every stage.

The ‘mesinfonauts’, as the pilot testers were called, had good digital 
skills (most of them had more than one device, connected to the 
Internet daily and were used to browsing, online shopping and online 
banking). The project introduced data portability and data re-use 
some time before data portability was recognised as a right. The 
project offered training to both testers and organisations to forge 

139 Providers were chosen not only for their willingness to participate but also to offer the 
individuals a 360° perspective: Orange (mobile use and geolocation), MAIF (house and 
vehicle insurances), ENEDIS and GRDF (gas consumption, electricity consumption), and 
Grand Lyon (water consumption).

MESINFOS, the multi-stakeholder pilot

The aim of this pilot was to “gather organisations 
holding personal data, platforms/personal clouds, 
a territory, and an innovation ecosystem to pave 
the way for a concrete Self-Data world (in which 
organisations give back data to their clients, and 
without time limits)’
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Replicability and scalability
trust in the platform and to empower them. Individuals needed to 
get used to controlling their data while discovering the benefits of 
re-using that data to manage their lives, control their digital iden-
tities, and make better choices through greater self-knowledge140. 
In addition, organisations needed to set up data channels and to 
develop new frameworks for data re-use, beyond monetisation. 
Several datasets were eventually released to explore new ways 
of re-using data, and new services. The final stage of the project 
sought to create the conditions needed for the emergence of a 
Self-Data market.

According to Sarah Medjek, the MesInfos Research and Outreach 
Co-ordinator at FING, the pilot showed that although testers said 
that they were concerned about privacy, and that they were willing 
to manage their personal data, few of them made full use of Cozy 
(in particular, of those services allowing real data re-use). The re-
port noted: “The pilot findings demonstrate that use and support 
are what empower individuals to use data control tools. We need 
mediation spaces and organisations that represent citizens -- con-
sumer rights associations, advocacy groups, and the like -- to launch 
awareness campaigns, build tools with citizens and co-create a 
Self Data narrative that makes sense to various audiences and their 
needs”(Jacquart, Medjek, & Molins, 2018, p. 57).

140 “Seven things you can do with your data”, retrieved from the English version of the 
Self-Data Charter, downloadable at: http://mydata2016.org/wordpress/wp-content/up-
loads/2016/07/lafing_blog_english.pdf [Accessed 26th June 2019].

Individuals needed to get used 
to controlling their data while 
discovering the benefits of re-using 
that data to manage their lives, 
control their digital identities, and 
make better choices through greater 
self-knowledge .

“The pilot findings demonstrate that use and 
support are what empower individuals to 
use data control tools. We need mediation 
spaces and organisations that represent 
citizens -- consumer rights associations, 
advocacy groups, and the like -- to launch 
awareness campaigns, build tools with 
citizens and co-create a Self Data 
narrative that makes sense to various 
audiences and their needs”

Jacquart, Medjek, & Molins

“Personal clouds will be as used as readily as smartphones. They 
will be our digital centre of gravity, federating our Internet 
of Things”

Benjamin André, CEO
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Cozy is replicable by nature as it is Open Source and the code is 
accessible. Users can choose whether to self-host it or host it on 
Cozy’s Servers. The community is building and developing new 
APIs, so the number of connected services is set to grow. The cur-
rent versions are ready for scalability (in terms of number of users 
and storage capacity). At the moment, Cozy is mainly used by and 
is useful for those living in France, probably linked to a concrete 
vision and rationale, given the start-up is located there and the 
developers are mainly French.

Cozy is available in French and English at the moment, and the 
plan is to translate the platform fully in several languages: Arabic, 
Czech (Czech Republic), German, Spanish, Italian, Japanese, Ko-
rean, Dutch, Polish, Russian and Chinese.

From France to the world

They are currently working on new developments for users to sim-
plify management of permissions on data. The idea is to develop 
easy, intuitive labels: “It is the same approach that one takes when 
buying a Fridge: you now that ‘A’ is better than ‘B’ and that ‘F’ is 
the worst you can choose” (Claire Swierkowski, UI and UX Designer 
at Cozy).

In terms of scaling, Cozy’s next move would be to reach education 
institutions and offer ad hoc services for schools and families. Ex-
panding beyond France should be easy throughout Europe given 
the legal framework is harmonised through the GDPR and is clearly 
aligned with the EU’s Digital Single Market strategy. 

To some extent, the firm is also engaging in more social advocacy. 
The last conversations held just before closing this publication (April 
2019) revealed that they were preparing a Class Action together 
with the magazine UFC Que choisir141 (belonging to the consumer 
association of the same name) to denounce the fact that GDPR 
is not applied by all companies — especially in connection with 
the right of data portability (Article 20). This discovery was made 
through Cozy’s regular activity and APIs.

141 Available at: https://www.quechoisir.org/ [Accessed 26th June 2019]

Next steps for Cozy

In terms of scaling, Cozy’s next move 
would be to reach education institutions 
and offer ad hoc services for schools 
and families. Expanding beyond France 
should be easy throughout Europe given 
the legal framework is harmonised 
through the GDPR and is clearly aligned 
with the EU’s Digital Single  
Market strategy
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TABLE 5- List of interviewees 

Name

Benjamin André

Céline Steyer

Paul Tran-Van

Claire Swierkowsk

3 users (anonymised)

CEO & Founder  
of Cozy Cloud

Engagement & Brand 
Development Leader  
at Cozy Cloud

Data Scientist and 
Head of R&D at Cozy Cloud

UI and UX Designer 
at Cozy Cloud

Currently in the company or linked to it

Position Name

Sarah Medjek

Frank R.

T. N.

Research Leader  
of the MesInfos project  
at FING

Former Co-Founder  
of Cozy Cloud

Former Chief Product Officer 
at Cozy Cloud

Other voices included

Position

We acknowledge the insights provided by the interviewees and are 
grateful for their invaluable contributions:

Interviewees

There is an open debate within the industry on whether the cur-
rent model of Cloud Computing (remote storage, centralised by 
main corporations with data centres located all around the globe) 
is suitable for Virtual Reality and other layers of information (other 
than web searches, file storage or communications through social 
networks). For these new cutting-edge applications, the latency and 
data transfer rates currently found in Cloud Computing may pose 
insuperable barriers to the general adoption of Virtual or Augmented 
Reality, and the deployment of Autonomous Vehicles. 

In this respect, many forecasts argue that future trends in Cloud 
Computing (the so-called ‘Next generation of Cloud Computing’) 
will most likely be shaped by developments in Artificial Intelligence 
(AI) and the roll-out of 5G over the next few years142. 

A complementary trend is Edge Computing, which is based on 
the idea that power and processing capacity need to be some-
where in between ‘local’ and ‘cloud’143. Following this lead, several 
start-ups are considering the scenario of microservers organised 
as a distributed network (rather than a centralised one). In this 
case, companies such as Cozy Cloud would have the chance to 
position themselves as an element in the network and keep their 
AntiGAFA promises. 

142 Several examples were showcased at The Mobile World Congress 2019 in Barcelona 
https://www.gsma.com/futurenetworks/digest/future-networks-innovation-city-mwc19-
barcelona/ 

143 For further info see this post: https://www.linkedin.com/pulse/10-things-you-should-
know-telco-edge-compute-philip-laidler/ 

The future of Cloud Computing
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2.3 MIDATA.coop

We are developing an ethical and legal 
framework for governing privacy, data 
ownership and consent in biomedical 
citizen science projects using  
citizen-generated data held and 
controlled by the citizens in a  
co-operative structure” 

DESCRIPTION
This platform enables citizens and patients 
to gather health data in one place, while 
offering a management system for actively 
administrating data sharing on their terms. 
Members and account holders can par-
ticipate in app-based research projects and 
benefit from app-based services. There are 
no financial rewards for data sharers, as 
MIDATA promotes collective interests such 
as active contribution to medical research.

SOCIAL IMPACT ECONOMIC SUSTAINABILITY INNOVATION TYPE CROSS-SECTOR 
COLLABORATION

REPLICABILITY  
AND SCALABILITY

MIDATA promotes digital 
self-determination and gives 
its users complete, granular 
control over who can access 
their data. Also generates 
awareness about data dona-
tion for research purposes, for 
advancing towards precision 
medicine. 
This personal data store allow 
account holders to manage 
their consent for participating 
in specific projects. Over 14 
projects have been launched 
in three years, Ally Science 
being the biggest one with 
almost 10,000 users. 

It is currently funded on a 
project-basis, with money com-
ing from private foundations, 
research grants, and industry 
collaboration. A business model 
under development foresees 
fees for companies willing 
to reuse data for research 
purposes. As a non-profit 
co-operative, all benefits are 
reinvested within the project 
or returned to society at large.

Citizen-controlled secondary 
use of personal data is a new 
model of data access sharing 
and data integration. They are 
developing an ethical and le-
gal framework for governing 
privacy, data ownership and 
consent in biomedical Citizen 
Science projects drawing on 
user -generated data held 
and controlled by citizens in 
a co-operative structure.

It already runs projects with 
Swiss University Hospitals, 
supporting patients’ reported 
outcomes research and clini-
cal trials.

The MIDATA model is designed 
for regional adaptation: MIDA-
TA Switzerland supports the 
foundation of regional and/or 
national MIDATA co-operatives 
that share the data platform 
infrastructure. 

PRIZES, AWARDS,  
MENTIONS

GLOBAL REACH FOUNDED LEGAL FORM WEBSITE

• Best of Swiss Apps  
shortlist 2018.

Currently Switzerland,  
but with global reach 
through international  

partners.

2015
Zurich (Switzerland).

Data Co-operative,  
Not-for-Profit. 

https://www.midata.coop/ 
(Login Portal, Swiss only: 
https://ch.midata.coop).

“

MI DATA.coop
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MIDATA Cooperative144 was established in Zurich (Switzerland) in 
2015 and conceived as the Health Data Repository promoted by 
the Data and Health Association. This platform enables healthy 
citizens and patients to gather all sorts of health-relevant and per-
sonal data in one place, while offering a management system for 
administrating data-sharing on their own terms. Account holders 
can decide to share data with friends or physicians, or to partic-
ipate in research trials by providing access to their information. 
There are no financial rewards for data sharers. MIDATA uses the 
information to: (1) develop new treatments; (2) improve general 
healthcare; (3) provide new data services. At the patient/citizen 
level, MIDATA fosters citizens’ digital self-determination and col-
lective interests, while enabling the use of Personal Health Data as 
a common resource (Rodon, 2018). The platform has a core and is 
developed on a project basis, covering the needs of specific use 
cases (normally tied to given research projects by public agencies 
or private actors). It was set up as a co-op. Neither patients nor 
co-op members receive any financial rewards — a decision tak-
en to avoid personal health data being treated like a commodity. 
Moreover, this model stresses that the value of personal data lies 
not in the data set of individuals but in that of the collective, that 
this value should be ploughed back into society. MIDATA is an ex-
ample of citizen-controlled re-use of data. 

144 The corporate name is MIDATA Genossenschaft, as per Article 1 of The Articles of 
Association (see the unofficial English version at: https://www.midata.coop/wp-content/
uploads/2019/01/MIDATA_Statuten_20170905_English.pdf

The World Economic Forum first considered personal data as a 
new asset class in 2011 (World Economic Forum, 2011) and the 
idea has taken hold. Health Data is treated as one of the main cat-
egories given both the data’s importance and sensitivity. Such data 
may include medical history, medical device logs, prescriptions and 
health insurance coverage. Today, great strides are being made in 
eHealth and mobile health, and the scope for data-gathering seems 
boundless. That is why Health decision-makers in both public and 
private sectors are keen to realise the promise of precision medi-
cine and personalised health. The one-size-fits-all approach used in 
traditional Health management is inefficient. There are high hopes 
that these new data-driven methods will yield tailor-made preven-
tion, diagnosis and treatment for patients. Early discussions on 
personalised medicine started around 2010 across Europe, and a 
well-known public-sector initiative featured in President Obama’s 
State of the Union address in January 2015. No less than US $215 
million of investment funds were earmarked for the initiative in the 
Federal 2016 Budget145

Health policy‐making organisations and health research funders from 
across Europe recently came together to set up the International 
Consortium for Personalised Medicine (Nimmesgern, Benedikts-
son, & Norstedt, 2017).

145 Retrieved from the following press release: https://obamawhitehouse.archives.gov/the-
press-office/2015/01/30/fact-sheet-president-obama-s-precision-medicine-initiative. The 
continuation of this initiative under Trump’s Administration is uncertain. [Accessed 28th 
June 2019]

The promise of personalised medicine

This platform enables healthy citizens and  
patients to gather all sorts of health-relevant 
and personal data in one place, while offering a 
management system for administrating data- 
sharing on their own terms

MIDATA uses the information to: 
 
01   develop new treatments;
 
02   improve general healthcare;  
 
03  provide new data services

This model stresses that the value of personal data 
lies not in the data set of individuals but in that of 
the collective, that this value should be ploughed 
back into society. MIDATA is an example of citizen-
controlled re-use of data
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However, personalised medicine is “not only about the genome. 
The better we can measure and monitor the phenotype, the earlier 
we can catch diseases and the better we can treat patients” (Rump 
& Naef, 2018). In other words, a particular health condition is a 
combination of the inherited genome (i.e. molecular profiling and 
genomic sequences) with the phenotype, including environmental 
and behavioural factors (i.e. lifestyle). Today it is easier than ever 
to capture personal health records of any kind.
 
On the one hand, the cost of DNA sequencing has dropped faster 
than one would expect by applying Moore’s Law146:

146 Today, some laboratories offer the service for under US $500 and around 17 million 
people have had their genome sequenced, according to PatientLikeMe and Ancestry. See 
WIRED, ‘Now you can sequence your whole genome for just $200’: 
https://www.wired.com/story/whole-genome-sequencing-cost-200-dollars/ [Accessed 
28th June 2019]

TABLE 6 - Challenges in the one-size-fits-all health care 
model, potentially addressed by Personalised Health

One-size fits all Personalised health

Many common medicines 
are not efficient for many 
patients

As Europe’s population 
ages, chronic diseases 
become more prevalent

6% of acute hospital 
admissions are due to 
serious adverse reactions to 
medicines

Treat patients with therapies 
that work best for them

Efficiency, cut healthcare 
costs

Avoid adverse reactions to 
medicines

Source: Adaptation, based on 
Nimmesgern et al., 2017

A particular health condition is a combination of 
the inherited genome (i.e. molecular profiling and 
genomic sequences) with the phenotype, including 
environmental and behavioural factors (i.e. lifestyle)

FIGURE 5 - Costs of DNA sequencing compared to the 
curve under Moore's Law

 Source: National Human Ge-
nome Research Institute 147

147 Wetterstrand KA. DNA Sequenc-
ing Costs: Data from the NHGRI 
Genome Sequencing Program 
(GSP) Available at: https://www.
genome.gov/about-genomics/
fact-sheets/DNA-Sequencing-
Costs-Data. [Accessed 14th May 
2019]

 

On the other hand, there is high penetration of Smartphones and 
the booming market in health-related apps. This phenomenon has 
been identified as the “quantification of the self”(Lupton, 2014), 
where individuals, equipped with a variety of sensors and wearables, 
can self-track a wide range of parameters (from sleep patterns to 
blood oxygen, and food intake). 

However, all these data are stored in silos belonging to different data 
holders148, making it hard to aggregate this valuable information. 
According to Hafen: “For this new medicine to become a reality, 
millions of personal health data sets will have to be aggregated” (E. 
Hafen, Kossmann, & Brand, 2014a). The value of such aggregated 

148 The Economist, ‘Data is giving rise to a new economy’, available at: 
https://www.economist.com/briefing/2017/05/06/data-is-giving-rise-to-a-new-economy. 
[Accessed 28th June 2019]
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personal data has been recognised as a new asset class and many 
commercial entities are competing for this new asset” (E. Hafen 
et al., 2014a). Many examples of for-profit corporations such as 
23andMe149, Ancestry150, and PatientsLikeMe151 base their business 
models on data monetisation, selling aggregated, anonymised data 
to many healthcare stakeholders, including Pharma industries and 
Insurers (Pickard & Swan, 2014). However, they paved the way for 
bringing genetic testing and interpretation to individual consum-
ers. By early 2018, over 12 million individuals had been tested by 
consumer genetics companies (see Figure 6).

149 Official website: http://23andme.com/. According to CrunchBase, it was founded in 
2006 and it has raised more than $780M of funding (see https://www.crunchbase.com/
organization/23andme#section-locked-charts) [Accessed 14th May 2019]

150  Official website: https://www.ancestry.com/. Ancestry combines relational information 
with DNA results, offering to their costumers’ unique insights about origins and genealogy. 
According to CrunchBase, it was founded in 1983 and it has raised over US $33 million in 
funding (see: https://www.crunchbase.com/organization/ancestry-com#section-m-a-de-
tails). [Accessed 14th May 2019]

151 Official website: http://www.patientslikeme.com/, a health social network where patients 
can connect with others and find new treatments and share personal strategies to improve 
their outcomes. [Accessed 14th May 2019]

By early 2018, over 12 million individuals had been tested by consumer genetics companies

FIGURE 6 - Total number of people tested by consumer 
genetics companiesPrivacy concerns and DNA 

databases  
— a killer application
In April 2018, a criminal known as ’The 
Golden State Killer’152 was caught 
after comparing decades of online 
stored DNA with a public data set 
available through GEDmatch (similar 
to 23andMe). Apparently, a relative 
of the suspect had used the service 
and a small sample was enough to 
get clues and pin down the killer. This 
episode was followed by a public 
debate on consent and the need to 
have a court order for such criminal 
investigations.
In response, the Future of Privacy 
Forum launched a set of “Privacy 
Best Practices for Consumer Genetic 
Testing Services”153.

 

152 The Verge, ‘23andMe and other DNA-testing firms 
promise not to share data without consent’, available at: 
https://www.theverge.com/2018/8/1/17638680/genetic-da-
ta-privacy-consumer-rights-guidelines-23andme-ancestry. 
[Accessed 28th June 2019]

153 The full list of recommendations can be found here: 
https://fpf.org/2018/07/31/privacy-best-practices-for-con-
sumer-genetic-testing-services/ [Accessed 28th June 2019]

Health data is extremely sensitive, and the system relies wholly on 
patients’ and citizens’ trust. Privacy concerns, hacking attacks and 
misuse of personal data threaten innovation in this field: “There 
is growing unease over the ever-expanding sale of our medical 
information not just among privacy advocates but among health 
industry insiders as well. The entire health care system depends 
on patients trusting that their information will be kept confidential” 
(Tanner, 2016). 
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“There is growing unease over the ever-expanding sale of our 
medical information not just among privacy advocates but 
among health industry insiders as well. The entire health care 
system depends on patients trusting that their information will be 
kept confidential”

 Source: MIT Technol-
ogy Review154

154 MIT Technology Review, 
‘2017 was the year con-
sumer DNA testing blew 
up’, available at:  https://
www.technologyreview.
com/s/610233/2017-was-
the-year-consumer-dna-
testing-blew-up/
[Accessed 28th June 2019]
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In parallel, public research repositories, government-backed initia-
tives and academic-based consortiums are developing solutions 
respecting privacy (Pickard & Swan, 2014). Noteworthy research-
based examples are openSNP, Personal Genome Project, Sage 
Bionetworks; while standards for sharing genomic and phenotypic 
data started in 2014 (eMerge Network, Genome Standards Con-
sortium or Phenx.org).
 
From a patient-centred perspective, Personal Data Stores are seen 
as a way to restore the balance of power between companies 
and individuals, boost consumer confidence, create new big data 
research opportunities and facilitate savings in the public sector 
(Hasselbalch & Tranberg, 2016). Some have identified this as a 
shift from B2C to Me2B155. Traditional B2C platforms are running 
on the voluntary submission of data by individuals, while Me2B is 
more aligned with crowd-sourcing and Citizen Science. The rise of 
Me2B digital platforms may transform the notion of value creation 
and capture by individuals (Farrelly & Chew, 2019).
 
Data co-ops are another option, offering a different angle on gov-
ernance and ownership. Many examples have sprung up recently, 
such as Health Bank Co-op (mirroring the idea of bank accounts 
and statements), Data for Good Foundation (reinforcing the idea 
of sharing data for collective benefits), and Savvy Co-op (fostering 
co-design where patients are the protagonists of health innovation). 
Then there is MIDATA, offering an example of citizen-controlled re-
use of health data.

155 Concept coined by CtrlShift, a business innovation consultancy firm based in the UK 
(CtrlShift, 2016).

The alignment between public health and data for the common good 
is strengthened by this new notion of digital platforms as “collective 
creations driven by public purpose. (…) The digital economy must 
be subject to the needs of all sides; it is a partnership of equals 
where regulators should have the confidence to be market shapers 
and value creators”156.
 
Last but not the least, data aggregation, data-sharing and (further 
ahead) interoperability require standards and federated forms to 
overcome legal, geographical and capital boundaries. A current 
example is HL7 with the Argonaut project in the US (a sort of html 
of health records). The current standard is “HL7 FHIR Fast Health-
care Interoperability Resources Specification”157.

156 MIT Technology Review, ‘Let’s make private data into a public good’, available at:
https://www-technologyreview-com.cdn.ampproject.org/v/s/www.technologyreview.
com/s/611489/lets-make-private-data-into-a-public-good/amp/?amp_js_v=0.1&usqp=m
q331AQGCAEoATgB#origin=https%3A%2F%2Fwww.google.es&prerenderSize=1&visibil
ityState=prerender&paddin
[Accessed 28th June 2019]

157 For further information, see: 
https://www.hl7.org/implement/standards/product_brief.cfm?product_id=491. HL7 refers 
to a set of international standards for transferring clinical and administrative data between 
software applications used by various healthcare providers. These standards focus on the 
application layer, which is “layer 7” in the OSI model. The HL7 standards are produced 
by the Health Level Seven International, an international standards organization, and are 
adopted by other standards issuing bodies such as American National Standards Institute 
and International Organization for Standardization.

From a patient-centred 
perspective, Personal Data Stores 
are seen as a way to restore 
the balance of power between 
companies and individuals, boost 
consumer confidence, create new 
big data research opportunities 
and facilitate savings in the  
public sector

Data aggregation, data-
sharing and (further ahead) 
interoperability require standards 
and federated forms to overcome 
legal, geographical and capital 
boundaries. A current example 
is HL7 with the Argonaut project 
in the US (a sort of html of health 
records). The current standard 
is “HL7 FHIR Fast Healthcare 
Interoperability Resources 
Specification”157
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Ernst Hafen, Serge Bignens and a further 14 co-founders set up 
MIDATA in 2015, as a health data store based on a digital platform 
where citizens can take control of their own personal data. This 
platform offers secure storage, as well as a hub for data manage-
ment and data-sharing of personal and health-related data. Citizens 
and patients can share their data on a case-by-case basis with any 
other account holder but the main purpose is to share data with 
doctors and researchers working on clinical studies. The compa-
ny’s motto — “My Data - Our Health” — enshrines this approach.

However, the story began much earlier. Ernst started looking for 
an alternative in 2008, with the advent of 23andme and other con-
sumer genome-sequencing companies. He became interested in 
the concept of “Citizen Science” and personal data. Back then, in 
an interview for Bio2040 (a blog on the future of Bio and Drug Dis-
covery), he asked “Does it make sense for me to give my personal 
genomic data to a US Start-up company?” (Rump & Naef, 2018). 
He greatly disliked the model of using the DNA service because 
it forced him to give away data (namely, the DNA contained in the 
saliva sample for testing) to a large corporation “without retaining 
rights, without transparency or even profit” (Hasselbalch & Tran-
berg, 2016). This is when he had the idea of data co-operatives as 
a way of democratising the data economy. The main reasons were:

The rise of MIDATA

Citizens and patients can share their data on a case-
by-case basis with any other account holder but 
the main purpose is to share data with doctors and 
researchers working on clinical studies

IMAGE 12 -MIDATA Cooperatives mission and vision
Personal data are sensitive and part 
of one’s digital identity

The value of personal data lies in its 
aggregation.

The value should be returned to in-
dividuals and the community, not to 
third parties.

The co-op is owned and controlled by 
its member and not by shareholders 
(of Google, Facebook, etc.). Profits 
are invested according to member 
needs.

Co-ops cannot be bought.

A co-op is the ideal corporate form 
for a sharing economy since everyone 
has similar amounts of personal data.

 Source: Based on interviews and lecture at the 
Open Data.ch Conference 2016

MIDATA is leading Healthcare to the next stage of integrated data management and use. 
The founders depart from the idea that the richness of health data is equally distrib-
uted throughout the population. As Hafen pointed out in an interview, “Personal health 
and genomic data are new assets that each of us owns. Whether one is living in Vietnam 
or Switzerland, we are all rich in health data”. That said, individuals are not only seen as 
data providers but also as willing participants in a two-way exchange: “If everyone is rich 
in tons of data, anyone contributing their data should have an equal say in how it is used” 
(Hafen). While this data is not a scarce resource and is evenly distributed, one needs to 
bear in mind other factors (such as varying technical skills and social opportunities) af-
fecting an individual’s ability to pool data for the common good. 
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In the context of the ’data feudalism’ (as he poses) practised by 
private companies, Prof. Hafen imagines a dystopic near-future 
where health data is commodified to the point where health records 
become the property of companies basing their business model 
on data brokerage. There are several challenges:

  

Social impact

“In a scenario where the US and China are  
winning the AI race, we may get to the point  
where every hospital will need to pay bills to  
Google to get access to your health records” 

Prof. Hafen         

 Source: slides shared by 
the MIDATA team during the 
interview process

IMAGE 13 - The Challenges in setting up well-functioning health-data ecosystem
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Digitalised information can be copied endless times. The key dis-
cussion is who has the right to get a copy, host it and manage its 
permissions. Ever since the early days, MIDATA has felt that as 
long as individuals have the right to a digital copy of their personal 
information, “there is scope for a new parallel personal data eco-
system under citizens’ control without directly interfering with the 
current personal data economy” (Ernst Hafen, 2019). In 2015, André 
Golliez (co-founder of Open Data.ch), Ernst Hafen, and with some 
other members of the Board of the Data and Health Association (the 
MIDATA matrix) discussed a constitutional right to a digital copy of 
one’s electronically processed personal data (André Golliez). Fathi 
Derder, a member of the National Council took the issues raised to 
the National Council. The Federal Council later took the matter up 
in November 2015, promising to consider overhauling Swiss data 
protection Law to bring it in line with the EU General Data Protection 
Regulation (GDPR)158. In May 2018, the EU passed “the right to a 
digital copy of one’s personal data” in the form of data portability 
(Art 20 GDPR). The Swiss Data Protection Act is still under review. 
Currently, Switzerland is the only country in Europe that does not 
recognise the right to data portability. 

158 The case was named “Das Recht auf Kopie” and Ernst Hafen was giving the cam-
paigning speech: https://www.youtube.com/watch?v=Mehblk9Wkgo [Accessed 28th June 
2019]. An association was built for advocating this right to a digital copy, mirroring the data 
portability Article 20 in the GDPR. This article reads as follows: As part of GDPR, Article 
20, the European Union is creating a new right to data portability for citizens “It allows 
for data subjects to receive the personal data that they have provided to a controller, in a 
structured, commonly used and machine-readable format, and to transmit those data to 
another data controller.”

Owning a copy of one’s own personal data is a basic condition for 
self-determination. Owning this “new asset class”, allows one to 
manage data as a resource. As mentioned above, the key to preci-
sion medicine requires lots of individuals willing to share their health 
data for a specific research purpose.
 
MIDATA is a clear response to this situation, ensuring data ag-
gregation for which individuals are the data hubs, and seeking 
individual and societal influence over health decision-making. The 
co-op serves these ends and its final goals are to: (1) forge a social 
movement that turns health data into a common good; (2) builds 
a co-operation framework fostering individual self-determination. 
The model is based on data donation as a form of public support 
for health research, and is inspired by Citizen Science approaches. 
MIDATA uses its data in accordance with its terms and users’ ex-
plicit informed consent, thus acting as the guardian of individuals’ 
Personal Health Data (Dr Dominik Steiger, Head, MIDATA Office, 
member of the MIDATA management team). “We are providing ser-
vices offering full protection and warranties” (Stefano Napolitano, 
MIDATA IT Platform and Business Development team). 

One of the things setting MIDATA apart from other data storage 
platforms is the avoidance of monetary rewards for data-sharing. 
As Dr Ernst Hafen, the co-op’s co-founder and President said, “We 
do not want to introduce financial incentives for data-sharing be-
cause those are the wrong ones. That is what everyone does and 
we want to change it.” Given that the value lies in data aggregation, 
it makes no sense to reward individuals for sharing their data.

The right to a digital copy of your Health data

Currently, Switzerland is the  
only country in Europe that does  
not recognise the right to data 
portability 

The co-op serves these ends  
and its final goals are to:  
(1) forge a social movement  
that turns health data into a 
common good;  
(2) builds a co-operation 
framework fostering individual 
self-determination
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This approach ditches financial incentives, fostering an altruistic 
approach. Users become data donors and their actions spring from 
their wish to aid health research and serve the common weal. Ac-
cording to one user, “It is a bit like being a transplant donor where 
you give an organ but someone else benefits. With research, there 
is no promise that you will personally benefit.” (Patient J). This 
claim bears out the findings of over 10 MIDATA studies: “We have 
seen how patients are willing to take part and share data with us if 
they know they can contribute to science. The untapped potential 
is huge and we believe the patient-reported outcomes are vital for 
improving our healthcare system. We want everyone — including 
those of us who are not directly working in science — to be able 
to enrich his or her life by contributing to Science” (Serge Bignens, 
Co-founder). Patients gain collective influence by pooling data, 
creating a valuable resource that can be accessed but only on 
certain terms, such as openness on research results (Symons & 
Bass, 2017).

Besides, incentives shape the kind of people in the sample: “We 
also decided not to give financial incentives because this only en-
courages certain people to take part (the poor, and those gaming 
the system with fake data)” (Rump & Naef, 2018). That is why Ar-
ticle 5 of MIDATA’s Statutes stipulate that access to personal data 
cannot be sold to Third Parties, and that individual discounts for 
data-sharing are strictly forbidden (MIDATA founders, 2017). 

Any person can be an account holder159 and create a free personal 
data space hosted on the IT platform for storing information from 
diverse sources (hospital health records and other healthcare in-
stitutions, wearables and sensors, patient-reported outcomes, 
etc.)160. Dashboards give faceted views on news, data, coaching, 
studies in progress, among other things (Rodon, 2018). Yet the 
dashboard’s main purpose is more for administrative purposes than 
data management ones. It lets users revoke or consent to specific 
data-sharing requests. A user’s ’data space’ is a bit like a bank 
account. The data will only be used if the user gives his explicit 
consent, which can be managed and revoked anytime through the 
account interface. Data is displayed to viewers by data type.

Another layer of participation is becoming a member of the co-op 
as well as having an account. The process requires a request to 
join (subject to approval by the Board of Directors), along with sub-
scription and payment of one share certificate (with a nominal value 
of 40 CHF) (Article 9 of the Statutes). Members are also owners of 
the co-op and can partake in its governance and decisions, in The 
General Assembly, and appoint The Board of Directors. MIDATA’s 
vision is inspired by the principles of ‘liquid democracy’161. 

159 Due to legal and technical constraints, it is currently available for Swiss citizens only. 

160  Opening a MIDATA account is free of charge. It includes secure data hosting, data ad-
ministration and data trust services.

161  Medium Politics, ‘An Introduction to Liquid Democracy’, available at: 
https://medium.com/@memetic007/liquid-democracy-9cf7a4cb7f. 
[Accessed 28th June 2019]

Users become data donors and their actions spring 
from their wish to aid health research and serve the 
common weal

Account holders, members, owners

The common agreement is that value should be ploughed back 
into individuals and into the community rather than being frittered 
away on Third Parties.

Moreover, MIDATA aims to change the paradigm of personal data 
ecosystems. Its strategy for doing so not only involves offering the 
IT platform but also of helping members build communities around 
common purposes. A sense of belonging plays a key role — in-
deed, according to Patient J, this weighs more heavily than direct 
benefits, “We are inventing tomorrow’s world”.

Members are also owners of the co-op 
and can partake in its governance and 
decisions, in The General Assembly, and 
appoint The Board of Directors. MIDATA’s 
vision is inspired by the principles of 
‘liquid democracy’

MIDATA’s Statutes stipulate that access 
to personal data cannot be sold to Third 
Parties, and that individual discounts 
for data-sharing are strictly forbidden 
(MIDATA founders, 2017)
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MIDATA explicitly wants to foster citizens’ digital freedom “by en-
abling account holders to use their personal data as self-determin-
ing agents, and as they wish (in particular for research purposes” 
(MIDATA 2016). This is achieved by letting account holders accept 
requests for the analysis of their data and to give explicit, informed 
consent for certain data sets to be used for specific purposes. The 
challenges in tackling such self-determination are:

 How to re-use and get value out of personal data (in this 
case, societal value)

 How to store and manage data

 How to access and download personal data

Individuals with an account “hold the key to decrypting that data” (E. 
Hafen, Kossmann, & Brand, 2014b), meaning that they can decide 
with whom they share their information and for what purposes. In 
particular, Article 4 of MIDATA’s Statutes states that each person 
is in control of his/her personal data stored on the platform. Each 
individual can decide whether to share their personal data (or spe-
cific subsets thereof) with other account holders, the co-op or third 
parties (which may be clinicians, family and friends, researchers or 
others). They also have the right to delete their personal data from 
the platform and, should they so wish, their accounts. “At MIDATA 
we enable agency and self-determination through a combination 
of technological and legal means that work together to protect 
and enshrine account-holders rights” (Dr. Dominik Steiger, Head 
of MIDATA Office).

Self-determination

Each individual can decide whether to share their 
personal data (or specific subsets thereof) with other 
account holders, the co-op or third parties (which 
may be clinicians, family and friends, researchers 
or others). They also have the right to delete their 
personal data from the platform and, should they so 
wish, their accounts

TABLE 7 - Examples of fiduciary mediation, by MIDATA

 Source: Authors,  
based on Hafen, 2019A data company providing  

a mHealth app 
For research or  
clinical trials 

Data access by  
Third Parties

MIDATA ensures that access 
to data (with account holders’ 
permission) is fair and data pro-
vided must not be sold to third 
parties.

 Results arising from these 
personal data will be publi-
shed (even when the results are 
unexpected) and the copies ge-
nerated during the project will 
be returned to the user.

The co-op ensures a fair price 
for data access (as a fee by 
each account holders & sensiti-
ve to the amount of data acces-
sed)

Data is always exchanged by virtue of the individual’s explicit, in-
formed consent. However, self-determination is also affected by 
digital literacy and capacity. Few people have the technical expertise 
to tell trustworthy projects from disreputable ones. Thus, MIDATA 
creates a safe space for self-determination, acting as a trusted 
broker on behalf of its members vis-à-vis Third Parties. 

Governance, Data-sharing & trust building
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The co-op is governed by four bodies:

 The General Assembly (the supreme governing body, which 
appoints and releases members of the other three bodies)

 The Board of Directors

 The auditors (mainly for annual accounts, this may be a 
Third Party) 

 The Data Ethics Council (including patient advocates). 
This Council has the powers to review the ethical quality of 
the service and research projects, review the ethical qual-
ity of the consent agreement template documents linked to 
the services. It may make recommendations to the Board 
of Directors.

Trust-Building
MIDATA’s core resource is the data provided by account-holders. 
That is why trust is vital at every level. The co-op’s trust-building 
efforts focus on citizen engagement on the one hand, and security 
on the other. The key steps that have been taken are:

 The Communitarian Aspect: Start with well-defined exist-
ing communities, where there is already trust. For instance, 
a community of patients sharing a specific disease.

 The Utility Function: Start with clearly-defined projects 
where the MIDATA model adds value to users. This way, the 
least important aspects are the platform and governance 
because the reward for participation is clear.

 The Fun Factor: Connecting personal data ownership 
and Citizen Science.

Furthermore, all projects are carefully chosen and have to meet legal, 
ethical and technological requirements to ensure fair, transparent 
data use. Each project should be designed to yield real benefits 
for participants and society as a whole. The Data Ethics Review 
Board carefully reviews projects to ensure that these requirements 
are met. 

All projects are carefully chosen and have to meet 
legal, ethical and technological requirements to 
ensure fair, transparent data use

MIDATA has been active for close on three years and the platform 
is only available in Switzerland. The first project or use case was 
launched in summer 2016 and since then, the co-op has come up 
with over 15 use cases of varying scope and covering a wide range 
of diseases. The biggest one, Ally Science, reached about 10,000 
users — roughly 0.2% of the Swiss population.

In MIDATA’s model, health data is seen as a common resource and 
the co-op seeks to foster account holders’ collective interests by 
enabling use of their personal data. Thus holders can accept data 
analysis requests and give their explicit, informed consent to mak-
ing the results available to Third Parties.

MIDATA also wants to shake up the Pharma industry by encourag-
ing research projects that benefit society, regardless of the number 
of patients or the Pharma business model. 

Current benefits and expected outcomes

MIDATA also wants to shake up the Pharma industry 
by encouraging research projects that benefit society, 
regardless of the number of patients or the Pharma 
business model 
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USER’S Voice
Patient J joined the co-op early on out of personal conviction. He was already col-
lecting health data using spreadsheets and was looking for a better way to store 
data and create health reports. He was interested in the scope offered by person-
alised medicine and the translational opportunities. Given his personal links with 
the founders, he became a member.

He strongly identifies with the altruistic approach to data donation. He has received 
various benefits over the last two years: 

Less stress in waiting for results (these are often available the same day  
as a PDF sent to one’s Smartphone).

Saves time.

Ease of access within the same hospital, cutting across departmental 
boundaries 

A safe, central place to store one’s data.

He feels his data is safe.

The platform can be trusted and is easy to use.

Empowered through data, better decisions. 

At the same time, he claims that MIDATA requires responsibility as a patient in en-
tering as much data as possible because “The more data there is, the more useful 
it is”. While MIDATA aims at everyone but early adopters who are proactive and 
willing to share data are quick to get accounts. “You also have to respect those 
who choose to ignore their illness”. It is also true that using this platform requires 
a minimum of digital skills.

Researchers and Health staff have seen improvements 
in efficiency, as well as cost and time savings. Early 
detection allows for better prevention programmes 
and broader tele-care. Lower rates of hospitalisation 
combined with better life-conditions at home are also 
helping to reshape the future and come up with more 
dignified ways to live and die.
 
At this juncture in the interview, Prof Hafen explained 
how thousands of deaths could have been prevented 
if the risk of strokes posed by a painkiller had been de-
tected early on: “In the Vioxx scandal162, a sub-group of 
patients who took Merck’s medicine were facing critical 
cardiovascular problems. Many died from heart-attacks. 
At the time it was not possible to link the cardiovascular 
problems to taking Vioxx. If citizens had been able to 
securely share their up-to-date health data with scien-
tists (on the lines that MIDATA makes possible), tens of 
thousands of deaths could have been prevented as we 
would have caught these problems much earlier”. That 

162  This scandal was well reported by The New York Times, available at: https://www.nytimes.com/2004/11/14/business/despite-warnings-drug-giant-
took-long-path-to-vioxx-recall.html. [Accessed 28th June 2019]

was back in early 2000. The impact of lower genome 
sequencing costs and the wearables market still lay in 
the future. 

Independent patient databases such as MIDATA could 
also slash the time and money spent on recruiting patients 
for clinical studies by about 30%. Such recruitment is one 
of the largest cost drivers in the drug discovery process 
because finding the right patients (CMR International, 
2018) is a long, wearisome task that comes dear. The 
fact that patents have an expiry date makes this all the 
more important: “A company with a blockbuster drug 
and a yearly revenue of US $3.65 billion a year is losing 
US $10 m each day that it is not on the market”(Rump 
& Naef, 2018). Having a centralised database will help 
reach potential study participants directly, thus requir-
ing less effort in deciding whether they fit the inclusion 
criteria (bearing in mind that certain parameters are 
tightly drawn and evidence-based).

Independent patient databases 
such as MIDATA could also slash 
the time and money spent on 
recruiting patients for clinical 
studies by about 

30%
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Growth Milestones

Initial funding for co-ops is always a challenge as shareholders are 
the members and even if they invest, equity is not given to financial 
investors. Consequently, financial support may come from chari-
table foundations or through research grants.
 
In the case of MIDATA, the first development of the concept and 
the platform was made possible through university funding. Plat-
form developers belonged to the ETH Zurich Systems Group, Bern 
University of Applied Sciences. Shortly afterwards, donations by 
foundations helped to build the backbone and start hosting and 
sharing data. Once projects started up, funding began to flow in 
from research grants and industry sponsorship. So far, over €2 
million has been raised for projects within the MIDATA research 
ecosystem.

  

Financial sustainability
The founders opted for a not-for-profit co-op for two reasons. The 
first was because they wanted to grant ownership to participants. 
The second was that they wanted to avoid being taken over by 
a big corporation. “We do not want to rely on venture capital, we 
prioritise collective interests, that is why we created a not-for-profit 
co-op” (Hafen, Co-founder and President of MIDATA). 

MIDATA’s business model is based on projects, which generally 
come from research institutions or private foundations. The rev-
enues from new members’ share subscriptions are minimal:
“Co-op members have to subscribe for buy one share certificate” 
(Article 7). The Articles of Association specify a share price of 40 
CHF, with the shares being non-interest bearing. This one-off mem-
bership fee is intended to partially defray MIDATA’s admin costs 
(review, protocol, holding assemblies, etc.). 

The co-op does not pay any dividends and does not grant any 
other financial compensation to its members or account holders. 
It has to get by without charging users and members for data stor-
age and data maintenance. The net profit is used to improve the 
quality and quantity of the services offered with and through the 
MIDATA platform, to ensure financial sustainability and to pursue 
the co-op’s charitable purposes.

Business Model

The founders opted for a 
not-for-profit co-op for 
two reasons. The first 
was because they wanted 
to grant ownership to 
participants. The second 
was that they wanted to 
avoid being taken over by 
a big corporation

The net profit is used 
to improve the quality 
and quantity of the 
services offered with 
and through the MIDATA 
platform, to ensure 
financial sustainability 
and to pursue the co-op’s 
charitable purposes
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Revenues from citizen-controlled secondary use of data are invested 
in projects and services that benefit members and society at large. 
The non-profit nature of this data co-op model means that financial 
benefits are ploughed back to society and not to the individuals 
supplying and sharing their data. Decisions on reinvestment priori-
ties lie with The General Assembly, where each member has the 
right to vote and decide (Article 6 of MIDATA’s Statutes). Here, the 
co-op spends money on maintaining and developing the platform, 
and making regular security checks on the data services.
 
The co-op is currently defining prospective models where access 
to data incurs costs for companies and interested Third Parties. 
For instance, Pharma and Medtech companies will pay to query 
the data that users have agreed to share. They may also query data 
records to recruit patients with specific characteristics for clinical 
trials (providing account holders have previously said they are will-
ing to take part them). Pharma could return the results of the clini-
cal trials to participants’ accounts (so members can then decide 
whether the findings should be published). Research organisations 
will pay merely cost-covering fees. 

The team is being professionalised. There are already two employ-
ees on the payroll and 10 people are collaborating on various fronts 
(developers, proofs of concept, students). Although they are con-
tributing to MIDATA voluntarily, most of them belong to academic 
institutions and part of their research effort goes into MIDATA. 

The GDPR trend and the slow adoption of portability rights may 
well turn MIDATA into a key. The co-op already acts as a central 
repository for citizens to export data from a wide range of health 
services and providers. Data co-ops such as this one rely on ‘network 
effects’ and depend on their ability to attract thousands of users 
through the value of collectively aggregated data (as opposed to 
that of individually-shared data). MIDATA is set to become a major 
data broker as soon as the differential value of the data stored is 
unique, and efficient.

Growth strategy and drivers

Data co-ops such as this one rely on ‘network  
effects’ and depend on their ability to attract 
thousands of users through the value of  
collectively aggregated data

  

Innovation type

MIDATA fosters an innovation ecosystem 
that is based on a co-op model for citizen-
controlled reuse of data, enabled by an IT 
digital platform. 
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The opt-in logic is in place 
whenever data on the individual 
is requested. This data can be 
shared in its original form, a 
coded form (data being linked to 
a specific person via a code) or in 
anonymised form

The consent process gives fine-
grained control over who gets 
access to what data, for how long, 
and for what purpose

Citizen-controlled secondary use of personal data is a new model of data access sharing 
and data integration. MIDATA Is developing an ethical and legal framework for governing 
privacy, data ownership and consent in biomedical citizen science projects using citizen-
generated data held and controlled by the citizens within a cooperative structure. 

It is particularly interesting how MIDATA combines control over personal data with self-
determination. MIDATA follows best practice in ensuring consent to data sharing.

Health data is highly sensitive and even when shared in anonymised formats, de-anonymi-
sation processes are possible (and even easier when different databases are combined, 

data can be traced to a specific person without much effort). Thus, the key mechanism 
is consent (even when sharing anonymised data). Article 5 of MIDATA’s Statutes state 
that any access to personal data (whether in whole or in specific sub-sets), requires the 
member’s explicit, informed consent. The opt-in logic is in place whenever data on the 
individual is requested. This data can be shared in its original form, a coded form (data 
being linked to a specific person via a code) or in anonymised form. In order to facilitate 
the process, to ensure its fairness and to educate both individuals and Third Parties, 
the Data Ethics Review Board draws up and evaluates template documents on a project 
basis. Furthermore, the consent process gives fine-grained control over who gets ac-
cess to what data, for how long, and for what purpose.

Citizen-controlled reuse of data
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According to Ulrich Genick163, Personal Health Data is something 
of a conundrum. It is trapped in data silos, regulation blocks many 
legitimate uses, yet it is prey to many shady practices that ben-
efit neither the individual nor the community. Consequently, data 
integration and aggregation is not only the next step for preci-
sion medicine but also the path to unlocking data as a common 
resource to be used for the common good, eventually articulating 
collective narratives. 

The co-op’s data integration goal is to create a ’Google Maps of 
Health’ (Ernst Hafen, 2017) with multiple layers of information, col-
lected in multiple ways from a variety of sources. All that is needed 
is an integration point that relates all the data. In the case of a map, 
the aggregation is of GPS co-ordinates, whereas in the case of 
Health Data, it is the individual (and his/her blood pressure, fitness 
data, personal genomics, MRI, prescriptions and medical history). 

The concept of having a space for data storage and management 
was initially compared to a bank account. Thus, the platform was 
conceived as a health data bank. Formally speaking, the platform 
could function as a bank account, however, the governance frame-
work stemmed from the co-op model, favouring account holders 
and members instead of the shareholders.

163  Retrieved from a recorded talk at Platform Co-Op Showcase: 
https://livestream.com/accounts/686369/events/6514903/videos/141725493/player?au-
toPlay=false&height=360&mute=false&width=640 
(Accessed 5th November 2017)

Breaking data silos for consistent 
aggregation of data

IMAGE 14 -Analogy between the layers of information in a map and in  
the personal and health data that can be stored All that is needed is an 

integration point that relates 
all the data. In the case of a 
map, the aggregation is of 
GPS co-ordinates, whereas 
in the case of Health Data, it 
is the individual (and his/her 
blood pressure, fitness data, 
personal genomics,  
MRI, prescriptions and 
medical history)
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The technical solution for data storage and consent management 
is the MIDATA IT platform. This web portal allows management of 
accounts and consents, and works as a container for plug-ins offer-
ing various functions for the data stored on the platform. Account 
holders create and manage consents defining criteria for sharing an 
individual’s data with other users, groups of users or Third Parties. 
Different account types suit different users, such as researchers, 
health care providers, and regular account holders.

The platform runs on an advanced database and encryption tech-
nologies developed at ETH Zurich, acting as a hub for a mobile app 
ecosystem and enabling interoperability164. All these inputs make 
up a digital data repository that operates in the cloud. As an Open 
Platform, it allows different kinds of data to be incorporated 
from varied resources:
 

 Patient and Health Data Portal

 Mobile apps and devices

 Through APIs

164 Inter-operability via FHIR API: Fast Healthcare Inter-operability Resources (FHIR) is a 
next-generation standards framework created by HL7. FHIR is designed to enable the 
exchange of healthcare-related information. This includes clinical data as well as health-
care-related administrative, public health and research data. It is intended to be usable 
world-wide in a wide variety of contexts, including in-patient and ambulatory care. FHIR is 
seeing a fast rise in Health IT, with broad adoption of the standard. (Information provided 
by Dominink Steiger)

These apps can be developed by Third Parties in accordance with 
MIDATA’s rules and requirements. Contributions enrich the ’app 
store‘, making it easier for citizens to interpret and display their 
data. Interestingly, this model allows separation between the IT 
platform (storage, consent and management) and the data applica-
tions (mobile apps and APIs), which is “a trend in the health sector, 
as a solution for fair competition” (Jeff Hooybergs, VITO). 

The platform considers two types of actors: citizens and profession-
als. Citizens can be patients, friends, and relatives. The professional 
side comprises healthcare professionals and researchers. Users 
can organise their contacts in various circles that may later tie in 
with different levels of access to data. For instance, data can be 
placed in spaces (wellness, fitness, outcomes, medical records). A 
user can add a doctor to his/her medical space, thereby allowing 
the doctor to see all of the user’s medical records.

This platform can be used for social interactions (with other pa-
tients, family or health care professionals) to receive updates and 
external information, or to support research providing health data 
(or subsets of it) with curated projects and researchers. Technically 
speaking, the platforms allow data to be exported that is consistent 
with the study design, with patient’s explicit consent, and where it 
serves a specific purpose. 

To ensure privacy and security of the information, records are 
stored without any references to the owner and records are en-
crypted using multi-level encryption, allowing granular sharing 

MIDATA IT Platform

The platform runs on an 
advanced database and 
encryption technologies 
developed at ETH Zurich, 
acting as a hub for a mobile 
app ecosystem and enabling 
interoperability164

of specific data sets. These encryption keys are stored in access 
permission sets (templates reviewed by the Ethics Board) and these 
permissions are only accessible by the owner. Account holders may 
encrypt their access key, precluding server-side data breaches. 
The platform is hosted in Switzerland on redundant servers and 
external security audits are checked every year.

Records are stored without any 
references to the owner and 
records are encrypted using 
multi-level encryption, allowing 
granular sharing of specific 
data sets
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IMAGE 15 - List of partners supporting  
MIDATA (as of May 2019)165

  

MIDATA already runs projects with Swiss University Hospitals, 
supporting patients’ outcomes research and clinical trials. As a 
data aggregator, MIDATA is multi-stakeholder by definition (see 
Image 15165)

The co-op’s multi-stakeholder status stems from: (1) its collabora-
tive nature with various partners; (2) the fact that the platform was 
conceived as a multilateral one. Consequently, its growth relies 
on network effects and the number of visualisations depends on 
contributions and app developments by Third Parties. They can 
register new plug-ins and mobile apps, and manage them.

According to Stefano Napolitano (Platform IT and Business Devel-
opment team), they are adopting FHIR (Fast Healthcare Inter-oper-
ability Resources) as the API syntax. FHIR is based on the Health 
Level 7 standard framework for the transfer of clinical and admin-
istrative data between the software applications used by various 
healthcare providers.

165  Retrieved from https://www.midata.coop/en/partners/ [Accessed 14th May 2019]

Cross-sector collaboration
Any project willing to partner with MIDATA needs to 
consider at least three aspects:
 
 Meet legal, ethical and technological require-

ments for fair, transparent data use

 Citizens’ digital self-determination must be 
ensured

 Each project should be designed to bring a 
real benefit for the participants and society

All the projects classified under the category of mHealth 
solutions are generally device-based (Smartphones or 
tablets). The current list of projects offered can be found 
on their portal166. We will showcase three projects in this 
section. Mimoti was the first project launched for patients 
after bariatric surgery; MiTrendS was launched to track 
the progress of Multiple Sclerosis patients; and last but 
not least: Ally Science is their flagship project, targeting 
citizens with Hay Fever. 

166  For further information see: https://www.midata.coop/en/offers/. [Accessed 
28th June 2019]

Projects
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Mini-motivation

The first project based on MIDATA for medicinal research 
was promoted by the University Hospital in Bern, led by Dr. 
Philipp Nett. In May 2016 an app was launched to help pa-
tients who have undergone bariatric surgery. It was a basic 
mobile app, where patients could measure their weight, 
their daily steps and their well-being, to study the influence 
of physical activity on post-operative well-being. These 
data can be shared when consulting the physician at Bern 
University Hospital. The first feedback from patients was 
positive: they found the app useful, “as easy to type as a 
message for a friend”, and trusted the data security of the 
MIDATA platform. The added value was the collection of 
PROMS (patient-reported outcomes), patient empowerment, 
responsibility for one’s own well-being, and risk reduction.

Partners: 
Berner Fachhochschule (BFH), INSELSPITAL, Universitätsklinik 
Bern, Adipositaszentrum (Bern University Hospital), MIDATA.

The tablet app  
for Multiple Sclerosis patients 

In collaboration with the Neurology Clinic at the University Hospital Zürich, this app 
was developed to test the effectiveness of a new treatment for patients with chronic 
Multiple Sclerosis (MS). It is basically a tablet app that lets MS patients easily docu-
ment their illness from home and discuss it with their caregiver. MitrendS allows the 
user to continuously test MS-relevant parameters such as perception, motor function 
of the hand and arm, gait, fatigue and mood. Data comes from the physician, patients 
and sensors that patients wear, and is collected on the MIDATA platform. This data 
enables more accurate tracking of the disease’s progress.
 
According to Andreas Lutterotti, a neurologist at the Zurich University Hospital, “The 
common indicators are not sensitive to discrete changes or trends. Currently we are 
using standard measures and scores, such as EDSS scale” (measuring the ability to 
walk 200m, 500m and so on). “However, we do not have the time to walk with a pa-
tient to confirm the score is correct or not, or even to contrast their own perception of 
mobility. The app is giving more trustworthy information that goes beyond perceptions 
and subjective responses”.

Partners:
Neurology Clinic at the University Hospital Zürich, MIDATA

Mimoti “MitrendS”
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The Bern University of Applied Sciences 
(BFH) and University Hospital Zurich 
(USZ) decided to carry out the largest 
scientific study on this allergy in 
Switzerland to improve early warning 
systems and treatments, based on the 
monitoring of symptoms via  
Citizen Science

Ally Science: the flagship project

Among all the projects MIDATA has been fostering or participat-
ing in, Ally Science167 is by far the most relevant. In Switzerland 
1 in 5 people suffer from hay fever (in total 2 million), creating 
great discomfort to those allergic to pollen. The Bern University 
of Applied Sciences (BFH) and University Hospital Zurich (USZ) 
decided to carry out the largest scientific study on this allergy in 
Switzerland to improve early warning systems and treatments, 
based on the monitoring of symptoms via Citizen Science. With 
this aim in mind, in April 2019 the co-op launched an app and 
all the information gathered is stored in private accounts on the 
MIDATA IT platform.

The ‘making of’
It all started with a conversation between Peter Schmid-Grendel-
meier (Head of the USZ Allergy Unit, University Hospital Zürich) 
and Ernst Hafen. Schmid-Grendelmeier and his team were plan-
ning an ambitious pollen allergy study to gain greater insights 
into the problem: “First, we want to establish how many people 
in Switzerland experience allergic symptoms, which symptoms 
are most common, which of these are already being treated, 
and which allergies have been professionally diagnosed for app 
users. Another interesting question in this regard is the distribu- 

167 For further information, visit the official website of the project: 
https://allyscience.ch/en/home/ . [Accessed 28th June 2019]

tion of allergy-sufferers in Switzerland, in terms of which regions 
(cantons, towns, country) show particularly frequent or severe cases 
of allergy complaints”168. 

A study like this requires a large sample of citizen scientists with 
daily symptom updates across all the regions. 

The data need to be stored in an anonymised, secure way but at 
the same time be shareable with researchers. MIDATA perfectly 
meets these needs.
 
François von Känel, who is part of the MIDATA management team 
and is a researcher at the BFH, explains that students are normally 
involved in projects like this. MIDATA, as well as being a co-op, also 
provides a ‘back-end’ for students wishing to make prototypes and 
programme apps, putting health software useful for data manage-
ment and data-sharing at their fingertips. The first conversation 
about Ally Science was in 2017, when Peter contacted them. The 
use case was interesting as 20% of the population is affected and 
the disease “is not as dramatic as cancer”. Since September of 
2017, 4 student teams have been working on it: their idea being to 
design an app and motivate people to use it.

168  Retrieved from the website of the Dermatology Unit, at University Hospital Zürich:  
http://www.dermatologie.usz.ch/fachwissen/laboratorien/Seiten/allergologie.aspx .  
[Accessed 28th June 2019]

This app is also an example of multi-stakeholder collaboration, 
with no fewer than 9 partners. PlayStore offers the following 
description of the initiative: “The Ally Science app lays the foun-
dation for other studies investigating pollen allergies. The app 
has been designed by the Institute for Medical Informatics I4MI 
in Biel, part of Bern University of Applied Sciences BFH. It has 
been brought to fruition through a collaboration with technology 
partner ELCA and graphic and design partner Superhuit. Dyson 
is also supporting the project as an industry partner. Ally Science 
obtains pollen reports from MeteoSwiss – the Federal Office for 
Meteorology and Climatology”169. 

169 See the full text at Google Play, available at:  
https://play.google.com/store/apps/details?id=science.ally.app&hl=en_US. 
[Accessed 28th June 2019]
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Ally Science: the flagship project

Many stakeholders are interested in this app as this is a public 
health issue: “patients, healthcare professionals, weather fore-
casters, health insurers and at some point even decision-makers, 
for instance when planning what kind of trees should be planted 
in each area”(François von K, researcher at BFH involved in Ally 
Science development & MIDATA management team).

The concept was ready by November 2017 and the fundraising 
started. Finally, a total of CHF 30,000 was raised (around €27,000), 
coming mainly from BFH University, University Hospital of Zu-
rich, and Dyson as an industry partner. Collaboration was also 
forged with ELCA for development at a lower price (20% off the 
total). From December 2017 and for 4 months, they were racing 
to get the project off the ground before the next allergy season 
hit in April170. 

The launch
It was launched on April 24th, 2018. There was a Press Release 
and the project got a lot of media attention (60 press impacts 
all around Switzerland). According to François, it came as a 
big surprise that the journalists were so interested in Personal 
Data Management. 

170 For further details about the process and ‘the making of’, watch ‘Ally Science - making 
of: The history of an app for allergy sufferers’ (available in German, with French subtitles): 
https://youtu.be/8VlMkfPC5_E. [Accessed 28th June 2019]

The communication strategy was based on enthusing the public 
about the idea of contributing to the largest-ever allergy test and 
forming a nationwide community of hay fever sufferers. Trust-
building aspects such as data anonymisation and data security 
were stressed:

“Join ally science today. Be part of the Swiss sci-
ence community. Anonymised data that flows into 
research. To enable the larger allergy test. And 
all this made easy and secure for you” 

(retrieved from the demo)

It generated high expectations and had a 1st day effect: within 10 
days more than 5,000 users downloaded the app, reaching a peak 
of over 15,000 people. Now, there are still over 8,000 active users. 
According to the reviews, the general comments pointed towards 
a general approval of the concept despite some technical glitches 
(the app is rated 3.7 out of 5 by users). It has been widely adopted 
in cities (mainly in large conurbations in the German and French 
speaking cantons). The next step will be to spread its use to the 
countryside. 

On the research side, over 800 allergy specialists together with 300 
general practitioners and care providers are using the app. 

“Patients, healthcare professionals, 
weather forecasters, health insurers 
and at some point even decision-
makers, for instance when planning  
what kind of trees should be planted in 
each area”

It generated high expectations 
and had a 1st day effect:  
within 10 days more than  

5,000  
users downloaded the app,  
reaching a peak of over  
15,000 people 
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Ally Science: the flagship project

App features

Users start by creating a profile, including details of which pollen 
allergies are affecting them (where these have been diagnosed). 

 Pollen forecast for the next three days in user’s area (up 
to three frequent locations can be permanently tracked). This 
is updated every week.

 The Ally Symptom map: how fellow allergy sufferers in 
user’s region are feeling in real time and over the past week 
– “You can compare your symptoms with peers 5km around 
you” (Prof Schmid-Grendelmeier).

 Personal diary of symptom tracking, including:
 “How are you feeling today” The animated graphic 
provides a visual representation of your current symp-
toms.
 How was last week? Using the calendar, users can 
review how severe the symptoms were the previous 
week. 

 We know that anything that takes longer than 10 seconds makes 
users lose interest, leading to higher drop-out rates”. Thus, they 
joined a small web design company and carried out some ’User 
Experience‘ (UX) workshops. 

The app is available in the official languages in Switzerland (Ro-
mansh, Italian, French, German) and English.

Regarding the data, the app states clearly that data is anonymised 
and researchers do not has access to the information unless us-
ers give their permission: “Although leading Swiss allergists from 
University Hospital Zurich are heading the study based on the Ally 
Science anonymised data, they have no access to your data and 
do not offer any personal medical advice. (…) Your data is saved 
on your personal account on the MIDATA platform and, with your 
consent, is then anonymised and pooled with other users’ data 
and incorporated into the study” (Google Play description). Once 
the study is complete, all the data form Ally Science will remain in 
the MIDATA account and will be owned by the account holders.  

As Peter explained, they sought inspiration in other apps for moni-
toring symptoms but all of these had difficult processes for inputting 
data. “In some cases it took over 3 minutes to set up a profile and 
over a minute to introduce your symptoms”. François explained that 
a premise was: “symptom entry needs to be done in 10 seconds.
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Replicability and scalability
The project is scalable (the platform is ready 
to grow and include more apps). Data is 
cloud-hosted so storage should not be a 
concern. 

From a Swiss co-op to  
a European Federation

Although this project is based and working 
in Switzerland, the co-op has also drawn 
up a path for replicating the system abroad. 
The MIDATA model enables the building 
of regional and/or national co-ops that, 
by adopting a set of common rules, allow 
global research projects to be set up and 
carried out in a fair and democratic manner. 
MIDATA’s vision is to create a Federation of 
national MIDATA co-ops, which would share 
a common IT infrastructure and a common 
data storage instance. Revenues would flow 
back to the national co-ops, which would 
have different funding needs (this principle 
has been inspired by the metaphor of banks 
solving the problems of the financial sector). 
Likewise, a sort of SWIFT exchange mecha-
nism would be developed. Currently they are 
exploring potential partnerships in Germany 
(Charity and Berlin Institute of Health), The 
Netherlands (Medical Delta, TNO), and in 
collaboration with INDEPTH-Network.org in 
Ethiopia and Vietnam. Technically, they are 
working on standard APIs and easy plug-ins 
for partners (Dr Dominik Steiger, Head MI-
DATA office; Stefano Napolitano, MIDATA IT 
Platform and Business Development team).

Second iteration:
They are currently working on the 2019 version. At this stage, a new 
partner has joined the team: a start-up that has developed a tool 
using laser beams to count the particles suspended in the air. This 
method is being tested in Luzern and Biel and enables a real-time 
pollen count.
 
The second iteration will also let users include long-term follow-up 
of all their allergies, which will make it easier to compare symptoms 
with histamine levels. As Prof. Schmid-Grendelmeier mentioned 
“We also have plans to conduct studies on reactions to indoor 
allergens, including the prevalent house dust mite allergy, as well 
as the less common allergies to animal hair and mould spores. In 
addition, we want to investigate later whether people with these 
allergies would benefit from a higher indoor air quality, achieved 
using air purifiers”. 

Users will also be able to fully track their history (this is currently 
only available for the past week). This feature is much appreciat-
ed by users — something that is clear from both online feedback 
and some UX interviews. “Patients can also make a printout of the 
history and share it with their own clinician”. 

The idea is to replicate the app in other countries. However, there 
are legal barriers to doing so given the sensitivity of the data man-
aged. These hurdles are unlikely to be overcome in the short term. 

The idea is to replicate the app in other countries. 
However, there are legal barriers to doing so given 
the sensitivity of the data managed. These hurdles 
are unlikely to be overcome in the short term
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Setting up a local co-op can be done easily in a few weeks, for free, and by 
always following the rules, namely: a non-profit organisation, enshrining users’ 
ownership of data and control over its use. The platform cannot be used in EU 
countries as it would need to fully comply with the GDPR (François, MIDATA 
Management Team). At the moment “It is intrinsically compliant as consent is 
required for every operation” (Dr Dominik Steiger, Head MIDATA Office). 

Financial sustainability is the second biggest headache, after the legal frame-
work. “It is hard to find investors for the initial funding”. In Jeff’s view, “these 
options will scale up when governments are ready to invest in developing 
functionalities”. Furthermore, “A potential avenue is to get closer to Big Phar-
ma Industries and incorporate them as stakeholders for further research and 
product development — of course always under ethical standards and consent. 
There are many possibilities for the insurance sector — not at the individual 
level but rather on the portfolio one, or in expanding their services. The data 
economy offers a host of opportunities”. 

Setting up a local co-op can be 
done easily in a few weeks, for free, 
and by always following the rules, 
namely: a non-profit organisation, 
enshrining users’ ownership of data 
and control over its use

MIDATA’s initial focus is on health-related 
data since these are the most sensitive and 
valuable for one’s personal health. However, 
the co-op is planning to expand the approach 
beyond Health sectors. As per the Articles 
of Association, the next frontier could be 
Education (see Article 2.1.a).

Tapping into other fields
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TABLE 8 - List of interviewees

Name

Ernst Hafen

Dominik Steiger

Stefano Napolitano

François von Känel

Jasper Bouwsma

Co-founder of MIDATA

Head MIDATA Office, 
member of MIDATA 
Management Team

MIDATA IT Platform and 
Business Development team

MIDATA Application 
Development, member of 
MIDATA Management Team

MS Patient involved in the 
MiTrends project

Currently in the company or linked to it

Position Name

Andreas Lutterotti

Peter Schmid- 
Grendelmeier

Jeff Hooyberghs

Physician at the University 
Hospital Zurich

Head Allergy UNit,  
University Hospital Zurich 
(Ally Science Project)

VITO in Belgium,  
potential partners

Other voices included

Position

We acknowledge the insights provided by interviewees and are 
grateful for their invaluable contributions:

Interviewees
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In this section, we present 10 examples of digital initiatives that 
are fostering digital empowerment for individuals. The purpose of 
this collection is to showcase different dimensions of digital self-
determination, and to inspire those interested in the idea, regard-
less from which fields they hail. 

We have focused on those digital platforms that are citizen-centred 
and that allow users to play a pro-active role in their personal data (a 
role that broadly encompasses agency, self-education, transparency, 
raising awareness). The list has been compiled through web searches 
and expert curated lists (such as those in My Data Declaration171, 
those identified by DataEthics EU172, NESTA173, DECODE174 and as-
sociated research projects). The first database included over 100 
initiatives, from which around forty were short-listed. We whittled 
this down to just 10 cases, for which purpose we applied five social 
innovation criteria (social impact; economic viability; cross-sector 
collaboration; type of innovation; scalability and replicability). 

The eligibility for digital empowerment were:
 

 Digital platforms and/or APIs offering personal data 
management options (such as give or revoke consent)

Digital platforms defined as Personal Data Ecosystem, 
Personal Data Stores, Personal Information Management 
Systems (PIMS)

Digital platforms inspired by the idea of personal data 
wallets, with scope for exchange and monetary incentives 
for sharing one’s own data

 Advocacy groups defending individual empowerment 
and/or offering tools or education, as they can bring inter-
esting insights on the framework narratives and definitions 
of what agency should be when managing one’s own data

 Initiatives seeking transparency and that offer tools, 
APIs or platforms giving users insights on how their data 
is collected, used and/or shared, and offering options for 
making decisions based on this information

 Digital platforms for building alternative services 
(streaming, voice assistants, social networks) with a par-
ticular ethical data management purpose

We excluded ID verification platforms and e-commerce/payment 
platforms, unless they offered the user a pro-active role in control-
ling and managing the information. Consultancy firms offering B2B 
software solutions for being GDPR compliant were also dismissed. 

These 10 cases are not intended to offer a representative sample 
of the field but rather a varied selection in terms of governance, 
sectoral diversity, geographic miscellany and different degrees of 
maturity. The cases are presented in alphabetical order.

The information has been retrieved mainly from secondary data 
and desk research, based on entities’ own websites, reports, press 
releases and social media profiles. As far as possible, we have 
gathered feedback from someone involved in the organisation. 
When accessible, information on funding rounds and investors 
and foundational data were compared with other publicly avail-
able information.

The purpose of this 
collection is to showcase 
different dimensions 
of digital self-
determination, and to 
inspire those interested 
in the idea, regardless 
from which fields  
they hail

These 10 cases are not 
intended to offer a 
representative sample 
of the field but rather a 
varied selection in terms 
of governance, sectoral 
diversity, geographic 
miscellany and different 
degrees of maturity

171 The MyData Declaration emerged out of the “European PIMS (Personal Information 
Management Services) Community” which met in Brussels (November, 2015), Paris (April, 
2016), Helsinki (August, 2016), London (December, 2016) and Berlin (March, 2017). For 
further information see: https://mydata.org/declaration/ [Accessed 10th May 2019]

172 Is a European independent non-profit organisation with a global outreach. Their primary 
aim is to ensure a human centric approach to data technology and business development. 
For further information see: https://dataethics.eu/ [Accessed 10th May 2019]

173  In particular in the report “Me, my data and I: the future of personal data economy” 
2017, accessible at https://
www.nesta.org.uk/report/me-my-data-and-i-the-future-of-the-personal-data-economy/. 
[Accessed 10th May 2019]

174  DECODE project is a EU funded research, which provides tools that put individuals in 
control of whether they keep their personal data private or share it for the public good. For 
further information see: https://www.decodeproject.eu/ [Accessed 10th May 2019]
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Blue Button US

DESCRIPTION

This is a web-based feature targeting patients 
and allowing them to access, download and 
share their health records and health-related 
information. Information may be retrieved 
from doctor’s offices, hospitals, drug stores 
or health insurance companies. 

FOUNDATION

LEGAL FORM

PRIZES & AWARDS

WEBSITE AND  
SOCIAL MEDIA

2010 - United States

Public Initiative by Medicare  
(arm of the US Department of Health)

• GCN Awards 2011 (Media Group on 
Technology driving Government IT)

• Partnership for Public Service for the 
Citizen Services Medal 2012

• https://www.healthit.gov/topic/health-
it-initiatives/blue-button

• https://www.medicare.gov/manage-
your-health/medicares-blue-button-
blue-button-20

The Blue Button is a recognisable symbol that means that an organisation 
has a way for patients to access their information electronically, regardless 
of where it is stored (which is critical in such a fragmented healthcare sys-
tem). Test, health records, insurance records and other information can be 
shared for care co-ordination. 
Patient feel more empowered and they take a more active role in decision-
making regarding their health status or treatment options. 
In 2014, over 500 organisations from the private sector had already signed 
the pledge. This option is available for some 150 million US citizens (those 
covered by Medicare programmes), while 50% of physicians and 80% of 
hospitals are eligible.

This project receives an annual grant from the Office of the National Co-ordi-
nator with Dept. of Health & Human Services support (undisclosed amount).

The icon is a button for downloading individual information but also a symbol 
of a greater movement aligned with the HIPAA (Health Insurance Portability 
and Accountability Act).
Organisations may use the Blue Button+, a blueprint for the structured and 
secure transmission of personal health data on behalf of an individual con-
sumer. The guidelines were drawn by about seventy organisations and indi-
viduals in compliance with the Standards and Interoperability (S&I) Framework 
(based on HL7 FHIR, the most common in health data exchange)

Considered an example of ’smart disclosure’, it fosters collaboration between 
all Health Care stakeholders

Similar ‘button’ projects included in the ’My Data’ initiative are the Green 
Button (for personal energy usage data) and the Red Button (for personal 
educational data). The model has been replicated by the NHS in the UK and 
has served as inspiration for’ Mes Infos’ in France.

SOCIAL IMPACT

FINANCIAL 
SUSTAINABILITY

INNOVATION 
TYPE

CROSS-SECTOR 
COLLABORATION

REPLICABILITY 
AND SCALABILITY

KEY ASPECTS
 Empowerment 
through control of 
data
 
The role of 
transparency and 
accountability

FOUR PRINCIPLES 
 Involving 
citizens in the data 
life cycle
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CitizenMe

DESCRIPTION

CitizenMe is a Personal Information Manage-
ment service that empowers citizens with their 
personal data in the digital setting. The data 
is always stored in the citizen’s device, there 
are no CitizenMe’s servers. The only data Citi-
zenMe accesses automatically is anonymised 
and it is used for support purposes. All other 
data is shared on an opt-in basis. Citizens can 
earn money by exchanging their own data 
with market or academic researchers, play 
with quick quizzes and get feedback based 
on their own digital footprint. They can also 
make data donations to charities. 

FOUNDATION

LEGAL FORM

PRIZES & AWARDS

WEBSITE AND  
SOCIAL MEDIA

2013 - London

Private Limited Company (Ltd.)

Their Terms of Service have been drafted in 
accordance with the UK Information Com-
missioner’s Office, earning the ‘privacy in 
mobile apps’ best practice guidance

• https://citizenme.com/ 
• https://twitter.com/ctznme
• https://www.facebook.com/ctznme/

Allows citizens to share their own data with companies and research entities 
in a very transparent way. The citizen can decide what information he shares 
and with whom. In some cases users may receive financial rewards in return
Users also have the option to get insights based on their personal data. It 
helps users make their data valuable not only in economic terms but also 
on a personal level.
 
Free for individuals. Fees for companies and organisations. Transaction 
fees for data exchange and subscription fees for additional services to 
be provided. 

The platform allows users to control their online identity by deciding 
what information they share and with whom. It does so by asking users 
to give their explicit consent. 
It is built on ‘Privacy By Design’ principles with a robust privacy policy.
It does not use third party cookies.
Users can apply AI to their own data to gain insights

They mainly collaborate with research organisations and companies: 
• Cambridge University Psychometric Labs (in order to provide personal-

ity profile insights which are based on Artificial Intelligence developed 
with the University of Sheffield’s data science team).

Partnerships in the private sector:
• Payments: Paypal 
• Communications: Mailchimp, GreenNet, GrooveHQ Support 
• Hosting: AWS (Amazon Web Services), iOS application / Android ap-

plication
• Statistic & Analytics: Piwik, Google and Apple

The model is replicable to other digital services involving personal data and 
personal devices, and it could be scaled to other countries as well as being 
translated into other languages in order to have greater impact. 

SOCIAL IMPACT

FINANCIAL 
SUSTAINABILITY

INNOVATION 
TYPE

CROSS-SECTOR 
COLLABORATION

REPLICABILITY 
AND SCALABILITY

KEY ASPECTS
 Empowerment 
through Self-
Expression and 
Data Sharing

 Empowerment 
through Digital 
Literacy

 The role of 
transparency and 
accountability

FOUR PRINCIPLES  
 Involving 
citizens in the data 
life cycle

 Money is not 
the only reward
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Digi.me

DESCRIPTION

The Digi.me Private Sharing app is a personal 
information management service that gives 
online users more control over their personal 
data. Users can use the app to search for 
services they are interested in. These services 
rely on users’ data. Users can securely share 
their personal data with these companies if 
they so choose.  

FOUNDATION

LEGAL FORM

PRIZES & AWARDS

WEBSITE AND  
SOCIAL MEDIA

2009 - Surrey, United Kingdom

For-profit Private Company

• Winner in the Life Changer category, 
Bird & Bird Digital Innovators (2018); 

• Winner, Sopra Open Banking Chal-
lenge (2018); 

• 2nd prize, Citizen Centricity hackathon 
organized by the Dutch government; 

• Named as one of Europe´s 100 digital 
champions by The Financial Times; 

• Winner, MKB FinTech lab hackathon 
(2018) 

• https://digi.me/
• https://www.facebook.com/digidotme/
• https://twitter.com/DigiMe
• https://www.linkedin.com/company/

digime/

Digi.me has over 100,000 users, who get enhanced control over and own-
ership of their information, which they can securely store. They share data 
with only those entities they consent to. 

Through developing an app building ecosystem, it also offers businesses 
with a rich pool of data for analysis and is leading a shift to value-adding 
services to gain access to users’ data. The apps offered through Digi.me 
include service-related insights on finances, personal health, emotional well-
being, etc. Companies also benefit from not having to spend lots of money 
on server and database security as the data is held by the user. 

Digi.me is free for individuals. Companies are charged data transaction fees 
when users share data with them. Some apps on digi.me charge a down-
loading fee to the user – Digi.me receives a portion of this fee.

The data transfer fees is the lesser of either a maximum of $3.00 per each 
user’s data access annually or 7.5% of the revenue share from the down-
loading fees of app-related services charged by the company. It also offers 
a premium option for its corporate customers. 

• Digi.me offers a ‘privacy-by-design’, user-centric distributed architec-
ture, as users themselves aggregate and store their data.

• Users are able to gather all of their personal data, held by different en-
tities, under their control. The data is encrypted and users are able to 
store it in their personal cloud (i. e. Dropbox, OneDrive).

• Digi.me claims to not hold or see users’ data when it is imported from 
multiple sources. Even users’ passwords are not stored. The data is 
encrypted before it is stored in individuals’ personal cloud.

• Aggregating data provides citizens with a copy of their data from many 
sources. 

SOCIAL IMPACT

FINANCIAL 
SUSTAINABILITY

INNOVATION 
TYPE

KEY ASPECTS
 Empowerment 
through control of 
data

 Empowerment 
through Self-
Expression and 
Data Sharing

FOUR PRINCIPLES 
 Breaking down 
data silos

 Differentiate 
data collector & 
service editor

 Involving 
citizens in the data 
life cycle
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Digi.me • Offering service providers with a Private Sharing SDK has led to the 
creation of an apps ecosystem that users can trust.

• Digi.me offers consent management services for data-sharing, yielding 
an auditable trail of consent. Not only does it protect the data provided 
by individuals but it also helps companies comply with the GDPR.

 
• Digi.me collaborated with Mainframe Cloud, an Australian FinTech start-

up, to develop an API for secure access, downloading and sharing of 
financial data.

• MafeMatica partnered with Digi.me to enable users to securely share 
their financial data to get improved options for investment choices, as 
well as retirement forecasts.

• They partnered with Dattaca Labs to create a living lab project that lets 
Icelanders download a copy of their health data. In 2019, the same 
project is being replicated for UK citizens with their National Health 
Services (NHS) data. 

Other partnerships in the private sector include Lenovo, Toshiba, Swiss Re, 
Western Digital, Amgen and FNAC. 

In 2017, Digi.me merged with Personal, a similar personal data storage and 
sharing initiative. The model is designed for scalability as more services can 
be offered to citizens by businesses through the Private Sharing SDK.
 

INNOVATION 
TYPE

CROSS-SECTOR 
COLLABORATION

REPLICABILITY 
AND SCALABILITY

KEY ASPECTS
 Empowerment 
through control of 
data

 Empowerment 
through Self-
Expression and 
Data Sharing

FOUR PRINCIPLES  
 Breaking down 
data silos

 Differentiate 
data collector & 
service editor

 Involving 
citizens in the data 
life cycle
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Meeco

FOUNDATION

LEGAL FORM

PRIZES & AWARDS

WEBSITE AND  
SOCIAL MEDIA

2012 - Sydney, Australia

For-profit Private Company  
(Proprietary Limited)

• Winner, Best Overall APP at Australian 
Payments Council Sydney Hackathon, 
2017

• Winner, IDentity Innovation Award at 
Trust in Digital World event, 2016

• Winner, European Identity & Cloud 
Award, 2015

• Winner, People’s Choice for Innovation 
award at FinTech Festival in Australia, 
2015

• Katryna Dow, Meeco’s founder and 
CEO, named as a Top 100 Identity 
Influencer in 2017, 2018, and 2019

• https://meeco.me/
• https://www.facebook.com/meeco.me/
• https://twitter.com/meeco_me
• https://www.linkedin.com/company/

meeco-me/

Meeco is disrupting the way individuals have been exploited for their personal 
information. Through Meeco, online users are able to gather their personal 
data and maintain greater control over it as they dictate which entities can 
receive access to it. In receiving the various benefits by sharing their data 
such as insights or monetary compensation, individuals are able to benefit 
from the power of their own information. Additionally, capturing individuals’ 
personal data from various sources is giving a more accurate and holistic 
representation of this information. 
It is also driving mutual value in society, for both organisations and indi-
viduals, through an ethical and consent-based approach to data-sharing. 
Through increased transparency, Meeco is fostering greater trust in the digital 
economy by boosting transparency. Organisations and service providers are 
able to better comply with stringent privacy laws. 

Meeco is free for individuals but organisations wishing to join its ecosystem 
have to pay to gain access to its API. Meeco has also come up with a new 
initiative called Meeco Labs, where organisations can bring real data into a 
design environment (sandbox) to test their offerings before launch them. A 
fee is charged to organisations to gain access to this environment. 
Meeco has secured $3.2 million in funding. Its approach here is based on 
transparency and accountability, with the funds being made released in in-
stalments based on Meeco’s performance. 

• Meeco has created a user-centric platform by focusing on small data 
– the information generated from individuals’ everyday activities. It lets 
citizens simultaneously capture data from their everyday online engage-
ments and keep control over this information. 

• Using Meeco’s MySites and browser extensions, individuals can surf 
the internet. Cookies are automatically deleted, reducing information 
leakage to others. Users fully own their digital footprint and can rest 
assured that information is not being furtively gathered from them. 
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• Improved consent settings allow users to share their data with entities 
of their choice on their own terms. They can say how much of their data 
they want to share and for how long. They can also revoke consent at 
any time, and delegate permission to individuals or organisations to 
responsibly act on their behalf. A further option for users is to share 
their personal data or sell it to organisations or other individuals on their 
own terms through smart contracts.

• Users can also view their activities through the ‘Activity Feed’ section 
and are able to view their data-sharing contracts. This transparency 
further enhances users’ control over their data. 

• Meeco plans to expand its ecosystem to foster trustworthy transactions 
and information sharing for individuals through peer-to-peer relationships 
with their governments, their telco, their banks, and people they trust. 

• Its business partners include Deutsche Telecom, Microsoft, UNIFY Solu-
tions, B-Hive, Decentralized Identity Foundation, Trendwolves, Kantara 
Initiative, FinTech Australia among others. 

• Meeco is also a member of MyData community. 

• Meeco is expanding its services in Europe, opening an office in London 
and a satellite office in Berlin. It also plans to expand to the USA. 

• Meeco’s replicability and scalability are being driven by two major de-
velopments in the digital sphere: (i) data laws are becoming increasingly 
strict, especially regarding privacy violations and (ii) users are becoming 
more vocal and active against unethical data practices. These factors 
are generating greater demand for Meeco’s services. 
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My Data Global 
Network

DESCRIPTION

MyData is a Finnish-born initiative started in 
2016 as a multi-stakeholder conference, to 
promote the ethical use of personal data in 
all domains of business, legislation, technol-
ogy, and society and to defend digital human 
rights. Personal data is to be considered as 
a resource to be individually accessed and 
controlled. 

In 2018, it was formalised as the My Data Global 
Network. The core mission is to empower in-
dividuals by improving their rights regarding 
personal data. The human-centric paradigm 
is aimed at a fair, sustainable, and prosperous 
digital society, where the sharing of personal 
data is based on trust as well as a balanced 
and fair relationship between individuals and 
organisations. 

FOUNDATION

LEGAL FORM

PRIZES & AWARDS

WEBSITE AND  
SOCIAL MEDIA

2018 - Finland 

Non-profit association

• NGI Awards (Next Generation  
Internet) - Culture Winner 2019

• https://mydata.org/
• https://www.facebook.com/mydataorg/
• https://twitter.com/mydataorg

Started in Finland but today it is present via 20 local hubs across Europe, 
The US, Brazil, Cameroon, Japan and Sydney. The founding members of the 
Association comprise over 60 organisations and 350 individuals. 
MyData promotes individual empowerment through comprehensive tools for 
personal data management, transparency mechanisms, resulting in greater 
freedom of choice. This opens  the door to new kinds of data-based busi-
ness for companies.

The first MyData event was hosted by Open Knowledge Finland, FING (Fon-
dation Internet Nouvelle Génération), Aalto University, and Finland’s Ministry 
for Transport and Communications. 
Since 2018, the Association may charge an admission fee and an annual 
membership fee (individuals spend between €10 and €80 a year, and organ-
isations between €500 and €5000 a year).

• The core idea is the right to obtain personal information and use it freely. 
• MyData architecture is based on interoperability standards.
• MyData accounts (that are not personal data storage solutions but a 

layer for controlling access and managing consents on individual data). 
• The accounts are generally provided by organisations that act as My-

Data Operators (Authorisation as a Service). 

It is already a cross-sector partnership promoting the ethical progress of the 
data economy. 
The founding members represent a wide variety of organisations (non-profit, 
for-profit, research institutions and governmental administrations)

It can be easily replicated via ‘MyData Hubs’, which are active teams of 
people and organisations in a certain geographical area promoting MyData’s 
purpose and mission locally. These hub Initiatives are curated and receive 
support, branding and guidance from the Global Association.
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Mydex CIC

DESCRIPTION

Mydex CIC wants to empower every individual 
with his own data so that it can be used to 
organise and manage one’s life better. It does 
this by enabling easy, safe, secure information 
exchange between individuals and service 
providers in ways that protect the individual’s 
privacy and data. In doing so, Mydex CIC 
wants to help establish a fairer, more efficient 
and more innovative personal data ecosystem 
that realises its full potential for users and in 
socio-economic terms. 
 

FOUNDATION

LEGAL FORM

PRIZES & AWARDS

WEBSITE AND  
SOCIAL MEDIA

2007 - Scotland

Community Interest Company (CIC)

• ISO27001 and FairData Certified

• https://mydex.org/
• Documentation:  

https://dev.mydex.org/
• Community:  

https://community.mydex.org/
• Publications:  

https://medium.com/mydex
• https://twitter.com/mydexcic
• https://www.linkedin.com/company/ 

mydex-cic
• https://www.youtube.com/user/ 

Mydexcic

Mydex CIC is present throughout Scotland, serving over 750,000 citizens 
and 220 collaborating organisations. They have identified over 430 use cases 
creating re-usable solutions to problems involving personal data, typically 
covering public services, health and social care, employability, financial ser-
vices, utilities. 
Glasgow Included is a good example: a single integrated service where in-
dividuals can access many services catering to their specific circumstances 
via a single App powered by a personal data store. 
Proven impacts include reduction in friction, effort, risk and cost leading to 
improved outcomes, efficiency, effectiveness and satisfaction. Users report 
a greater sense of coherence in their lives, and greater choice and access.

Individuals have free access to and use of Mydex CIC tools and a platform 
for the management of their identity, and the collection, storage, distribution 
and control of their personal data.
Organisations pay a low one-off fee for every system they connect to and 
per citizen they connect to over the platform. Thereafter they pay an annual 
support fee based on the volume of services and citizens connected.

• Enable a safe, secure and easy-to-use personal data ecosystem (includ-
ing MydexID and a Personal Data Store) with the citizen as the integra-
tion point. They can view their contents and manage their connections.

• The majority come via the services they are working with, who are ac-
cessing and storing data in the personal data store.

• This allows clusters of organisations to work together serving a com-
mon cohort of citizens seamlessly, safely and securely under a trust 
framework and data sharing agreements that are GDPR-compliant.

The Mydex CIC platform is sector neutral and work across public, private 
and third sector and all sub sectors. 
They have been working with the Digital Health and Care Institute across the 
public, private and third sectors for 5 years now to help develop truly person-
centric health services where data from many specialists is incorporated in 
the individual’s health record.

The platform has been designed to be global in application and is already 
being used across regions and cities internationally. As a secure certified 
cloud-based distributed platform, it should scale easily and safely.
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Savvy.Coop

DESCRIPTION

Savvy Cooperative is a patient-owned on-
line marketplace platform where healthcare 
companies and researchers can interact with 
patients to get their insights. 
Patients are able to share their health experi-
ences with corporations and researchers of 
their choosing through these ‘gigs’, and be 
rewarded for their participation. 

 

FOUNDATION

LEGAL FORM

PRIZES & AWARDS

WEBSITE AND  
SOCIAL MEDIA

2016 - Queens, New York,  
United States of America

Co-operative

• Winner of Patient Advocate Award 
at eyeforpharma conference, 2019

• Winner, MedCity ENGAGE Pitch 
Perfect competition, 2018

• Winner, Pitch for People Competi-
tion by Inspiring Capital, 2017

• 3rd place, Lyfebulb-Novo Nordisk 
Innovation Summit, 2017

• Jen Horonjeff, Savvy’s co-founder, 
named as The 50 Most Daring En-
trepreneurs in 2018 by Entrepre-
neurship Magazine

• https://www.savvy.coop/
• https://www.facebook.com/savvy-

coop/
• https://twitter.com/savvy_coop
• https://www.linkedin.com/company/ 

savvycoop/
• https://www.youtube.com/user/ 

Patients are empowered as they can communicate their health experiences 
for worthy social causes, such as improving research or product development. 
Savvy.coop allows the voice of patients to be heard by major stakeholders 
in the healthcare sector. 
Researchers and companies benefit as they can recruit suitable patients for 
their studies — something that saves them both time and money. 

Individuals can create a free account to accept ‘gigs’ however, to become 
a member of the co-operative, participants pay a one-off fee of $34. Co-
operative members receive benefits such as being able to vote in decisions 
and to have a share in Savvy’s surplus profits. Companies and researchers 
seeking access to patients pay Savvy to place their ‘gigs’ and recruit patients. 

• As a data co-operative, patients are Savvy’s owners. They are able to 
benefit from the power of their data through monetary rewards, and 
contribute to good causes such as product development and research 
in the health-sector. 

• The co-operative model creates greater transparency as patients who 
are members can partake in decision-making on how the co-op is run. 

• Patients have the right to select the initiatives/researchers/companies 
with whom they want to share their experiences. As such, information-
sharing is based on the consent of the participating patient. 

• In addition to its ‘gigs’, Savvy has also introduced ‘sparks’, which pro-
vide quick insights from patients. It is also offering consulting services 
to companies.

Savvy.coop focuses on the healthcare sector. However, it is a member of 
incubators such as MATTER (also focusing on the healthcare sector) and 
accelerators such as Start.coop, which is fostering co-ops through strategic 
tools, knowledge and investments. Savvy plans to work with incubators and 
accelerators to help start-ups gain access to patients’ feedback data. It has 
helped several companies and healthcare providers in recruiting patients for 
their studies such as digi.me, Salem Oaks and Clara Health. 

Savvy.coop plans to scale up their operations by making it easier for compa-
nies to subscribe to its services. The company is adding additional services 
to help companies gain access to patients’ experiences. 
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Sesam Key

FOUNDATION

LEGAL FORM

PRIZES & AWARDS

WEBSITE AND  
SOCIAL MEDIA

2014 - Oslo (Norway) - separate technol-
ogy product division of Bouvet, a Nor-
wegian consultancy company listed on 
the stock exchange.

Corporation

• Awarded privacy product by The Nor-
wegian Data Protection Authority.

• The product is mentioned by Gartner 
in several reports.

• ISO 27001 certified.

• https://sesam.io/

Sesam Key helps users request access to their data (either for knowledge, 
benefits or better control), facilitating the exertion of their rights under the 
GDPR. Users only need to add the domains they want, let the app go through 
their inbox and then choose the companies they wish. For individuals, this 
is good because they gain a whole picture of their behaviour across com-
panies. They can also share their data securely, be it for research or com-
mercial purposes. 
A beta test version of the app was released in Q2 2018. Within a week, the 
number of users rose to 1500 (only in Norway) and 60,000 access requests 
were sent. 
At the moment some of the biggest Norwegian companies using Sesam are 
Hafslund Nett, Statnett, Avinor, Bane NOR, and Aker Solutions.

Revenue streams are based on consultancy and licenses. Individuals can 
use the open data in Sesam and add their own open data for free. A Sesam 
Vault for individuals to store their personal data securely is the next move.

• The main innovation is the Digital Integration Hub: Data Hub iPaaS (in-
tegration platform as a service)

• They support data portability in their GDPR Platform (JSON/RDF). 

The best example is the Common information model for the energy industry 
(developed along with NVE, Statnett, Hafslund etc). 

The Sesam framework is replicable and scalable to any organisational level 
and any sector. Sesam plans to roll out the Privacy initiatives worldwide. 
After the GDPR, they will grapple with the California Consumer Privacy Act 
(CCPA) and the Brazil General Data Protection Law (LGDP).
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DESCRIPTION

“All your data, connected” - SESAM is an 
Integration Platform using a unique data hub 
approach for collecting, connecting and shar-
ing data. They aim to help individuals execute 
their new rights and businesses, and deliver 
those rights to their customers.
Their whole purpose is to help businesses be-
come transparent and open with their custom-
ers by delivering the rights in a user-friendly 
way since this a competitive advantage in a 
data-driven economy in which people are be-
coming more aware of their personal data and 
its value. They support data portability in their 
GDPR Platform (JSON/RDF). 
They have been empowering businesses for 
many years by getting control of their data. 
Now they want to empower the individuals as 
well (because of the GDPR).
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SOLID

DESCRIPTION

SOLID is a project led by Tim-Berners Lee 
(the founder of the WWW) at the MIT Lab. Its 
goal is to define standards for a decentralised 
Internet. Under this approach, personal data 
is kept by every individual in PODS (Personal 
Online Data Stores) instead of being stored 
centrally with each online service provider. 
This way, users can have full control of their 
own data, including access control for third 
parties and storage location. 

 

FOUNDATION

LEGAL FORM

PRIZES & AWARDS

WEBSITE AND  
SOCIAL MEDIA

2016 - Cambridge (USA)

Research Project at MIT (Inrupt is an as-
sociated spin-off, for profit)

“Designing For the Next 30 Years of the 
Web” at SXSW 2019

• https://solid.mit.edu/
• github.com/solid 
• @SolidMIT 

SOLID offers a decentralised architecture conceptualised around the PODS, 
enabling a more peer-to-peer Internet. PODS can be stored in the community 
servers or self-hosted on top of this architecture. Service Apps  are being 
developed.
Beyond a technical solution, it is a social movement and by September 2018, 
SOLID had over 66,000 accounts (each user owning at least 1 PODS) and 
a community of over 1200 contributors. By early 2019, around 25 apps had 
been built on SOLID.

At the moment the project has received sponsorship from Qatar Computing 
Research Institute and MasterCard. 
In 2018, Berners-Lee co-founded Inrupt, to create a commercial ecosystem 
for SOLID. It was launched with funding from Glasswing Ventures VC (un-
disclosed amount).

• Empowers users and organisations to separate their data from the ap-
plications that use it, while breaking the current logic of silos.

• Is Open Source and code accessible on GitHub. Everything is MIT-
licensed.

• It is based on ’Linked Data’ principles, enabling controlled connections 
among data across repositories.

• Apps, built on SOLID and authenticated by it, may request access to 
data and the user always has the right to give or revoke consent.

It is cross-sectorial by definition. The steering group of Inrupt is composed 
by experts from the academy and the private sector.
SOLID is an Open Source initiative, and developers are invited to build apps 
based on SOLID, aiming at companies to interact and contribute to promote 
market choice against the GAFA. 

The source code of SOLID is on GitHub, which is why there are currently 
over 60 unique clones of SOLID Source code. 
It will scale as new apps are built on the SOLID.
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Tactical Technology 
Collective

DESCRIPTION

Commonly known as ’Tactical Tech’, this is a 
non-profit organisation researching how digi-
tal technologies change society and impact 
individual autonomy and agency. Their main 
activities are training courses, research and 
cultural actions for raising awareness regard-
ing Privacy, Digital Security and Info-activism.

 

FOUNDATION

LEGAL FORM

PRIZES & AWARDS

WEBSITE AND  
SOCIAL MEDIA

2003 - Berlin (Germany)

Non-Profit organisation

• Daily Beast Best Website
• Deutsche Welle's Bobs: Best of  

Online Activism Award - Most  
Creative and Original

• https://tacticaltech.org/
• https://twitter.com/Info_Activism

Tactical Tech releases several projects every year. Their key recent projects 
include: 
• The Glass Room: an immersive experience, emulating a ’tech store’, 

guiding visitors through their own digital footprint
• Data Detox: a toolkit that helps take people through different aspects 

of their digital life, and to gain more control over it in 8 days and a few 
steps

Every year they release an annual report for the sake of transparency. Ac-
cording to the last accessible data, in 2018 they:
• engaged with 35,000 people through events, talks and workshops 

worldwide
• printed and distributed 12,000 toolkits, guides and resources
• reached 1.7M people through social media and newsletters

They receive regular funding from private and public organisations.
In 2017, they secured €2.2 million, mainly from the Sigrid Rausing Trust (a 
private human rights foundation), and the Oak Foundation. Other donors are 
SIDA (a Swedish government agency) and philanthropic organisations such 
as the Open Society Foundation, and Luminate. 
They also offer training courses.

Tactical Tech’s strategy educates and enables politically motivated citizens 
and activists worldwide to initiate actionable changes into their day-to-day 
life. ‘Artivism’ and cultural interventions shaped as useful tools are their core 
strategy.

Their projects are usually co-developed in collaboration with other organisa-
tions. Mozilla foundation is a frequent partner.

All solutions are Open Source and built in a way that people can replicate 
and contribute to. 
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The rising number of 
initiatives giving citizens 
greater empowerment 
over their data is part of a 
struggle to shift the balance 
of power between online 
platforms, corporations and 
online users. At this juncture, 
it is worth briefly summing 
up the various sources of 
empowerment discussed  
in the introduction and  
how these relate to the  
studied initiatives 

The clearest outcome of unethical data handling is digital citizens’ 
loss of control over their data, with their information being ruth-
lessly exploited. It is thus little wonder that all the studied initiatives 
stress the need to give citizens greater control over their personal 
information. Consent goes to the heart of control —MIDATA and 
Cozy underline that data-gathering will only occur with their users’ 
explicit consent. They are using various means, such as APIs and 
manual entries among others, to help users give informed consent 
(or withhold it is they so choose). Consent lets citizens take a more 
active role with their data so that they can decide what information 
is processed and why. 

Meanwhile, in Estonia’s digital society, much citizens’ data used 
by the government is effectively required by Law. Put another way, 
citizens often find they are obliged to share their information with 
the government. However, the country is planning to engage in pro-
active health services, which will be supplied to citizens through 
Third Parties. This would require citizens sharing their data with 
these service providers. In order to protect citizens, efforts are be-
ing made to develop consent management tools to help citizens 
explicitly agree (or refuse) to share their data with these parties. 
The move to empower citizens with control over their data in the 
digital sphere is strengthened when they can choose both with 
whom they share their information and for what purposes. 

Enhancing citizens’ control over data

In a bid to empower digital citizens, many initiatives focus on boost-
ing transparency and accountability. Estonia’s digital society is a 
case in point when it comes to transparency, with citizens being 
able to check which entities hold their data. These checks can be 
made any time and from anywhere by going to the State web portal. 
Even when citizens have no choice but to share certain data with 
the government, they can at least see what their data is being used 
for. Cozy Cloud has taken a similar open-handed attitude, releasing 
its Terms and Conditions in an easy-to-read format for their users 
so that they know how the service operates. As a co-op, MIDATA’s 
members also take part in the decision-making, giving them greater 
awareness of what their data might be used for. 

From Improved transparency and 
accountability to strengthening agency

The move to empower 
citizens with control over 
their data in the digital 
sphere is strengthened 
when they can choose 
both with whom they 
share their information 
and for what purposes

They are using various 
means, such as APIs and 
manual entries among 
others, to help users 
give informed consent 
(or withhold it is they 
so choose). Consent lets 
citizens take a more 
active role with their 
data so that they can 
decide what information 
is processed and why
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Digital literacy is one of the keys to empowerment as citizens en-
gage in ever more online activities. Such know-how gives users a 
greater chance of spotting privacy threats and overcoming them. 
In preparing for The Digital Society, the Estonian government has 
invested heavily in improving citizens’ digital skills. By contrast, 
Cozy Cloud and MIDATA show little interest in boosting users’ 
digital craft, preferring instead to focus on making services more 
user-friendly, and facilitating consent. 

With platforms and service providers such as Tactical Tech Collec-
tive and MyData providing and advocating training tools and edu-
cation for online citizens, digital literacy is fast becoming a social 
need. As Estonian society has shown, putting technological skills 
on the school curriculum not only empowers citizens in the digital 
sphere but also benefits society as whole by spawning a tech-
savvy workforce. More countries could safeguard their citizens and 
maximise their potential in today’s digital economy by introducing 
digital skills in their education programmes. 

Digital literacy

Several initiatives strongly stress empowerment of digital citizens 
through data-sharing and getting various benefits in exchange. For 
example, Meeco, Digi.me, Savvy and CitizenMe facilitate sharing of 
one’s personal data in return for money, getting insights, or help-
ing medical research. MIDATA enables data-sharing as a common 
good, in order to derive benefits at a societal level. Mydex CIC and 
Estonia’s authorities argue that data-sharing boosts the effective-
ness of services to digital citizens. Cozy Cloud does not actively 
promote the selling of personal data.
 
Many of the chosen initiatives envision a future in which citizens 
engage in data-sharing in return for benefits. However, data-sharing 
must occur in a non-coercive manner, on the basis of informed 
consent and transparency.

The benefits of data-sharing

Digital literacy is one of the keys to empowerment as 
citizens engage in ever more online activities. Such 
know-how gives users a greater chance of spotting 
privacy threats and overcoming them

Many of the chosen initiatives envision a future in 
which citizens engage in data-sharing in return for 
benefits. However, data-sharing must occur in a non-
coercive manner

While transparency helps detect data misuse, digital citizens also 
need to hold governments, platforms and corporations account-
able for data breaches. Estonia’s Data Protection Inspectorate (DPI) 
lets citizens lodge complaints on wrongful access to their data, 
and the DPI can fine the violating party. MIDATA’s Ethics Review 
Board examines the quality of services and research projects, and 
can recommend improvements and notify breaches to the Board 
of Directors. 

Transparency and accountability mechanisms boost citizens’ self-
determination in the information field. This is because when users 
detect data misuses, they can take action against the violating 
parties and demand their data be deleted. Here, they make their 
agency felt by asserting their data rights. 

While transparency 
helps detect data misuse, 
digital citizens also need 
to hold governments, 
platforms and corporations 
accountable for data 
breaches
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01. Social Impact
Breaking data silos: All the companies 
analysed in this study argue that data 
silos need to be broken up if digital 
citizens are to be empowered. Hith-
erto, data on citizens was gathered by 
a host of corporations and platforms, 
each of which would store the infor-
mation on their independent servers. 
Such fragmentation of information 
among a host of databases makes it 
impossible for citizens to access their 
data. That is why the start-ups in our 
study encourage the abandonment 
of ‘the silo approach’ to data storage. 
These firms are taking various steps in 
this direction (for instance, by creat-
ing citizen-centred platforms, where 
each individual’s data is aggregated 
at one point under the user’s control). 
MIDATA and Cozy Cloud, along with 
many other initiatives (among them, 
Meeco, Digi.me, Solid and Sesam) 
propose this approach to empower-
ing digital citizens. Having their data 
controlled from a single point also lets 
citizens extract more value from their 
data should they choose to share their 
details in exchange for diverse benefits.

 

Data flows and service provision in 
different hands: The flow of citizens’ 
data to service providers is an intrigu-
ing element in our cases. Previously, 
service providers stored the citizens’ 
data directly and then used it in vari-
ous ways. However, MIDATA, Cozy 
Cloud, Meeco, Digi.me and CitizenMe, 
among others, help citizens securely 
store their data (by making each user 
into the hub and aggregation point 
for such information), and then serv-
ing as a broker between them and 
service providers. These platforms 
also act as brokers between citizens 
and data-seeking service providers, 
thereby fostering greater trust in the 
data exchange relationship. 

Involving citizens in the data life-
cycle: There are lessons to be learnt 
from the start-ups’ handling of infor-
mation through the various stages 
of the data lifecycle. Much of the 
focus has been on giving citizens 
a participatory role in the handling 
of their data through consent. Cozy 
Cloud and MIDATA require consent 
from their users for data-gathering 
and data-sharing activities, while for 
third-parties, consent is also required 
for data-processing activities. Addition-
ally, the firms empower digital citizens 
by giving them the right to have their 
data erased from the platforms. 

The Estonian case contrasts with these 
practices, mainly because governments 
abrogate greater powers in using their 
citizens’ data. As mentioned earlier, 
Estonian citizens must share their 
data with the government for various 
purposes. Similarly, for certain legal 
reasons, users cannot demand dele-
tion of their data. Nevertheless, they 
can request their data be erased in 
private databanks. Instead of stressing  

consent, the country’s Digital Society 
focuses on transparency throughout 
the data lifecycle, with citizens being 
able to both see how and when their 
data is used, and seek redress if they 
detect data misuse. 

See Table 9 for a detailed description 
of stakeholder involvement throughout 
the whole data lifecycle for the three 
main cases (Estonia, Cozy Cloud 
and MIDATA.coop). They represent 
alternatives in the public sector and 
private sector (including a start-up For 
Profit and a Not For Profit platform 
cooperative). 

The 5 Variables of Social Innovation

Help citizens securely 
store their data (by 
making each user 
into the hub and 
aggregation point for 
such information), and 
then serving as a broker 
between them and 
service providers. These 
platforms also act as 
brokers between citizens 
and data-seeking service 
providers, thereby 
fostering greater trust 
in the data exchange 
relationship

Much of the focus has 
been on giving citizens a 
participatory role in the 
handling of their data 
through consent
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Data  
collection

Data  
storage

Data 
processing

Data
sharing

Data erasure

Citizens Government Private organizations

PUBLIC SECTOR 
Estonia Digital Society

Once-only principle 
followed;

Proactive data 
collection; no consent 

needed for official 
purposes

Request on X-tee

On information 
systems of X-tee 

members; 

No centralised 
database; each 

service has its own 
information system

Held in private 
information system, 
connected to X-tee

None Transparent but 
consent not needed 

for mandated 
activities

Permission of 
government needed 

for specific uses

Visible to 
citizen through 

State Portal

Among 
governmental 

agencies and service 
providers

Government 
approval needed

No option for legal 
uses; citizen’s right 
for non-necessary 

purposes

Not possible 
 in most cases

Citizens can  
demand it

Users CozyCloud Third parties

PRIVATE SECTOR 
Cozy Cloud

Consent, through  
the APIs and 
connectors

Not proactive data 
collection

Only under  
consent

On Cozy servers  
(in France) or s 

elf-hosted

Offers OVH hosting 
(larger in Europe)

No storage

Data remix on 
your choice

None Only under  
consent

User’s decision None Only under  
consent

User’s decision None Only under 
consent

Users MIDATA Coop Third parties* 

DATA CO-OP 
MIDATA

Consent, through 
manual entries, 

PHR or apps and 
wearables

No data  
collection

Only under consent, 
by prescription 

(physicians  
and alike)

MIDATA  
IT platform

MIDATA  
IT platform

MIDATA  
IT platform

Some data 
combination and 
visualisations in 

progress

No processing Yes, under  
consent and linked  

to specific  
projects

Yes, through the 
platform and 
with projects 

curated by the 
Ethics Committee 

and advised by 
physicians and other 
health professionals

Restricted by  
owner’s consent

Companies licensing 
data will be forced to 
return the product of 

their studies into  
data commons

Anytime by the  
user/member

Anytime by the  
user/member

Anytime by the  
user/member

*(researchers, p
hysicians)

TABLE 9-Stakeholder involvement throughout the whole data lifecycle for Estonia, Cozy Cloud and MIDATA.coop
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02. Financial sustainability
The commonest business model 
among the start-ups is that of 
a free service for aggregating 
and storing digital citizens’ data, 
while charging fees to Third Par-
ties wanting access to it. Many 
of the initiatives are still in their 
infancy, and have benefitted 
from early-stage grants and 
funds. MIDATA, Meeco, Solid and 
Tactical Tech have relied heavily 
on grants and funding rounds 
whereas Solid and CozyCloud in 
particular, have benefitted from 
investments from venture capi-
talists. To bolster their financial 
sustainability, start-ups such as 
Sesam, Mydex CIC and Meeco 
also focus on consulting services 
for both managing businesses’ 
data requirements and helping 
firms comply with the legislation 
in force. 

03. Innovation type
Interoperability: Many of the 
initiatives strongly encourage 
greater interoperability in the 
digital ecosystem. HL7 FHIR is 
an interoperability standard, also 
adopted by MIDATA and Blue 
Button, to facilitate the move-
ment of data among entities in 
the Health sector. CozyCloud, 
Meeco and Digi.me use APIs 
and their apps to enable their 
users to port their data from 
various sources. Interoperabil-
ity is also being pushed by the 
MyData Global Alliance as a way 
of strengthening citizens’ con-
trol over their data. Major steps 
have also been taken to boost 
data security through enhanced 
encryption at the data storage 
and sharing stages. 

04. Cross-sector collaboration
The analysed initiatives are cross-
sectoral by nature because they 
give users access to diverse 
platform services. The firms 
also work with companies from 
various industries by facilitating 
their access to citizens’ data in 
an ethical manner. Solid, Co-
zyCloud, MIDATA and Digi.me 
make life easier for companies 
by making their code Open 
Source or by giving firms Soft-
ware Development Kits so that 
they can develop new apps and/
or connect their existing apps 
with platform ecosystems. Ad-
ditionally, there is cross-sector 
collaboration through research 
partnerships with companies, 
medical service providers and 
researchers, especially in the 
case of Solid, Savvy Coopera-
tive and MIDATA. 

05. Replicability and scalability
There is growing interest in scal-
ing up offerings. For Meeco, 
Digi.me, Savvy, Cozy Cloud and 
others, the mission is to boost 
the number of services in their 
ecosystems by broadening the 
variety of service providers. There 
is a clear drive to embrace as 
many kinds of service as pos-
sible. Meeco, Mydex CIC and 
Sesam in particular stressed 
their global ambitions. The ini-
tiatives are replicable in many 
settings — for example, ‘Blue 
Button’ was adopted by Britain’s 
National Health Services. Being 
Open-Source, such innovations 
foster scalability and replicability.

The commonest business model among 
the start-ups is that of a free service for 
aggregating and storing digital citizens’ 
data, while charging fees to Third Parties 
wanting access to it

Major steps have also been taken to 
boost data security through enhanced 
encryption at the data storage and  
sharing stages

The analysed initiatives are cross-sectoral 
by nature because they give users access 
to diverse platform services. The firms 
also work with companies from various 
industries by facilitating their access to 
citizens’ data in an ethical manner

There is growing interest in scaling  
up offerings
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Striking a new balance of power among digital citizens, data-col-
lecting corporations, and platforms may foster an ethical, sustain-
able and mutually beneficial digital ecosystem. Yet various issues 
will need to be tackled if this vision is come to pass. 

GDPR – Mere compliance or opportunity?
Enactment of the GDPR (which seeks to give EU citizens control 
over their data) has placed heavy burdens on data-collecting and 
data-processing firms. The regulation has: (1) toughened up user 
consent requirements; (2) enhanced citizens’ access to their data; 
(3) mandated disclosure by platforms regarding their data-handling 
processes.

Many of the initiatives have envisioned the GDPR provisions as an 
opportunity to forge a fairer digital ecosystem that guards against 
data misuse. CozyCloud considered the new regulation as a key 
driver for their success through the ‘right to data portability’, which 
should make systems much more inter-operable. Obviously, the 
‘portability’ provision will make it much easier to transfer data to 
users’ personal clouds and require ‘backdoors’ or at least APIs 
providing access to stored data.

Similarly, Digi.me, Sesam and Meeco are marketing their GDPR 
compliance services to companies. All of the start-ups facilitate 
informed consent (as enshrined in the GDPR) and help client com-
panies meet their disclosure obligations (for example, by giving 
citizens a copy of their data). MIDATA operates in Switzerland un-
der Swiss data protection laws, which are stringent in protecting 
citizens’ privacy. 

Critical crossroads for the empowerment  
of digital citizens

Along with the GDPR, many other countries are now beginning to 
draft their own data protection regulations, which place greater 
obligations on corporations. GDPR and similar regulations are not 
only fostering a fairer digital ecosystem but also offer scope for 
selling compliance as a service. 

The move towards greater protection of digital citizens is a world-
wide trend, with many countries adopting stricter privacy laws. 
Although The United States has fairly relaxed data protection laws, 
The State of California passed the California Consumer Privacy 
Act (CCPA) in 2018, which will come into force in 2020. Like the 
GDPR, the CCPA aims to give Californians greater control over 
the management and use of their data, and imposes penalties for 
violations. Countries such as Brazil and India are also beefing up 
their data protection laws. Such measures are symptomatic of the 
current imbalance in which online platforms and corporations do 
as they please with citizens’ data.

Fostering trust to encourage proactive data-sharing
Many platforms and service providers have stressed the need to 
gain users’ trust to encourage the latter to share their personal data. 
Estonia’s Digital Society is intriguing because it is one in which citi-
zens trust their government to use their personal data responsibly. 
One of the key reasons why citizens there are so trusting is because 
Estonia’s system is based on transparency. Several initiatives, such 
as Meeco, have shown that transparency breeds trust. Being able 
to detect misuse of their data encourages citizens to become more 
willing to share their information. 

Likewise, trust is forged when citizens are convinced by the quality 
of the security measures adopted. Several initiatives use encryption 
for stored data (i.e. Digi.me, CozyCloud, MIDATA, My Data Global 
Association), or for data in transit during sharing (i.e. Estonian X-tee 
layer). These measures allay users’ fears because they safeguard 
against privacy infringement, unauthorised access, and so forth. 
Pro-active data-sharing becomes a lot more attractive when both 
security and transparency issues are solved. 

What the foregoing reveals is that citizen empowerment is now a 
burning issue. There are reasons for thinking that it is set to kindle 
great social and business interest. It may well be that the fun has 
just begun in the digital awareness beyond data extractivism.

Many of the initiatives 
have envisioned the 
GDPR provisions as an 
opportunity to forge a 
fairer digital ecosystem 
that guards against  
data misuse

Many platforms and 
service providers have 
stressed the need to gain 
users’ trust to encourage 
the latter to share their 
personal data
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What the foregoing reveals is that citizen empowerment  
is now a burning issue. There are reasons for thinking that it is 
set to arouse great social and business interest. It may well be 

that digital awareness beyond data extractivism, is, from now on, 
an unavoidable discussion
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